sdlib: A Sensor Network Data and Comm unications
Librar y for Rapid and Robust Application Development

David Chu Kaisen Lin Alexandre Linares Giang Nguyen Joseph M. Hellerstein
EECS Computer Science Division
University of California, Berkeley
Berkeley, CA 94720

{davidchu, hellerstein; @cs.berkeley.edu, {kaisenl, alinares, cauthuy@berkeley.edu

ABSTRACT

Sen®r network applications tend to exhibit signibcant high-
level commonalities along seweral major dimensionsthat have
heretofore been underexposed, particularly in the areas of
collection and dissemination. We have developed a compo-
nent library, Sdlib, which preserts the fundamental abstrac-
tions of collection and dissemination as part of a dataBow
sytem. Thi s allows applicati on developersto rapidly develop
applications at the nesC level. Thismeansthat Sdlib main-
tains signibcant expressivity while operating e! ciently.

We have built four applications, ead faithful to a ma-
ture monolithic application, on top of Sdlib to compare its
performance to that of original. We bnd that applications
implemented with Sdlib are much simpler to write, just as
resource elci ent, and perform comparably to monolithic im-
plementations.
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1. INTRODUCTION

Todate, the sengr network community has proposed many
patt erns of communication [1] [2] [3]. However, two commu-
nication patterns, collection and dissemination, have expe-
rienced far greater adoption and emerged as core to wireless
sensor networks [4]. Collection, the gathering of data from
all nodesin the network to onelocation, is, not surprisi ngly,
a fundamental task of many sensor network deployments.
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Dissenination, the distribution of common data from one
to all points in the network, has emerged as the comple-
mentary and equally critical task.

It is then surprising that little support has emerged for
these often-used patterns, collection and dissemination. We
too often observe the unlucky application developer still un-
dertaking a sizable challenge when attempting to build her
particular collection or disseninati on-basedapplication. For
example, supposeour applicati on developer desires to build
a best-€" ort video monitoring application. If the popular
nesC [5] is the programming language chosen, at a mini-
mum, the novice must master split- phase asynchronous pro-
gramming, sidestep insidious race conditions, and gracefully
handle resource contention. Moreover, the non-expert and
expert developer both face signibcant challenges building
plumbing for handling control commands and network-wide
data delivery.

It is unfort unate then, that our developer can only benebt
minimally from another recertly completed reliable-delivery
vibration event detection application, which posesssboth
signibcant similarities (e.g. large data objects; query han-
dling; Flash storage bu“ering) and di" erences (eg. ned
for retri es; monitored polling vs. event tri ggered) with her
own. Yet in order to successfully make use of it, she must
brst know about the existence of this foreign application,
entrust in its maturit y, extract the relevant similaritie s and
adapt them to suit her needs. Clearly this approach to reuse
is not scalable (with the number of reusable applications),
is error- prone, and is tedious.

Daunted by these obstacles or simply by lack of knowing
about pertinent similar applicati ons, our application devel-
oper may choose to use systems exporting high-level lan-
guages, such as TinyDB [6], Snad [7], or Mate [8]. None
of the aforementi oned systems provides direct support for
large data objects, a fundamental requirement for our ex-
ample application. In general, such a sysem is a suitable
choice only if the usaOsask is within the expressivenessof
the chosensystem.

These implications present an opportunity to build pa-
rameterized generic communication componerts that seve
the purp oses of a wide developer audience. The goal of this
work is to identify common functionality among a broad
range of sensor network applications yearning for appropri-
ate abstracti ons, and develop a library of thoroughly-tested,
reusable and elci ent nesCcomponentsthat presert the fun-
damental high-level operations while parameterizing esen-
tial di"erences. We call this library Sdlib: SensorData Li-
brary. We draw an analogy to the traditional C++ Stan-



dard Template Library. Sdlib providespowerful components
for the recurring common cases Simultaneously, because
Sdlib is implemented as a collection of nesC components,
the developer retains unfettered acces to low-level opera-
tions when desred.

As a result, our objective has beento look at monolithic
applications, extract the relevant communication patterns,
analyze and distill dimendons along which variations were
important, and then supply these variable piecesas subcom-
ponents, from which the original communication proto col
could be constructed. Along the way, we discovered that
composition of these subcomponerts could lead to incorpo-
ration into other well-known communication patterns, on
top of which new classesof applications can be built. This
process is summarizedin Figure 1.

Sdlib will not eliminate asynchronous operations, race
conditions, or resource contention. Eliminating these usu-
ally incurs an unacceptable system penalty. Rather, Sdlib en-
ables the developer to relieve hersdf of a system full of such
concerns and instead directs focus to the core application-
specibc module which can be more eadly debugged. A set
of composable components can greatly simplify the develop-
ment task and mitigate the developerOsvorries.

Yet succesful libraries 0" er genaality without sacribcing
e! ciency. Elci ency of operationsis parti cularly critical for
sensor networks due to battery life, RAM/R OM and other
resource constraints. Here Sdlib exposes policy decisons
such asresourceallocation and rate of operati on to the de-
veloper, whil e hiding the mechanisms of policy enforcement.
Sdlib aggressvely uses compile-tim e information to create
lean output .

Collection and dissemination then becamethe natural ini-
tial candidates around which to start. Sdlib isgeneral enough
to build a range of callecti on and dissemination applications
while doing so e! ciently. We demonstrate this by taking
four real applications from across the collection and dissem-
inati on spectrum and building them on top of Sdlib. Our
applications are comparable in terms of both performance
and resource usage to the original, monolithic implementa-
tions. In some cases, we even outperform custom imple-
mentations in resource usage. We discussthe desgn and
architecture of Sdlib in Section 2 and Section 3 respectively.
Section 4 evaluates the implementation. Section 5 discusses
the related work and Section 6 o0"ers conclusions.

2. SDLIB DESIGN

Sdlib is comprised of a composable core set of services
that work together to expose a consistent service interface
to the developer. The user of our sysem is an applica-
tion developer wishing to implemert a new senr network
application rapidly, yet elci ently and correctly. To the
developer, Sdlib provides a simple nesC get/set interface.
The developer views the use of Sdlib primarily through the
use of these interfaces. NesC, the primary language for
the popular TinyOS wirelesssensor network operating sys-
tem [9], is a dialect of C that provides brst class support
for componernts as logical modules of code. NesC interfaces
govern communication between these components. Com-
munication between two components follows a hierarchical
user/ provider relati onship, where the user calls down to the
interfaceOscommands and is the callee of the interfaceOs
events, whereasthe provider is the callee of commands and
calls up to events. NesC thus allows interface matching of
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Figure 1: Transiti on from mono lithic apps, to mon olith ic
proto col imp lem entati ons, to share protocol imple men ta-
tion s, to proto cols with new features .

componernts, or wiring, to be deferred until compile time.

A simple dataBow system allows for expressing a rich va-
riety of posgble tasks in Sdlib from a set of rudimentary
componernts. In fact, this dataBow system has proven useful
for implementi ng optim izations of dissemination, reliability
of both collection dissemination, and is promising for a host
of other features we mention below.

2.1 Primary Interfaces

Let us consider the casewhere the developer is interested
in extracting a single object from the system. For exam-
ple, this could be to read the node® routing table, or fetch
the latest vibration sensor sample. Below, we show the get
interface, Producer, for exposing such objects.

interface Producer {
command result_t get(Buffer_t * buf,
bool first, bool last);
event Buffer_t =* give(Buffer_t * buf, uint8_t  size,
bool first, bool last);

Here, the developer is the provider of this interface i.e.
the developer implements the get() command and calls the
give() event. On the other side, we can think of the user
of this interface to be the collection operation (that wishes
to dynamically get this data) or the dissemination operation
(t hat wishesto update other nodeswith the newes data held
by this node). In reality, we interpose the Sdlib Runtime
Engine between the user and provider such that all get()
and give() calls are vectored through the engine. We will
describe the operations of the engine in more detail below.
The typical call sequenceis:

engine:  get() /I initiate stream
object: give() /I filled buf
object: give() /I filled buf

object: give() // filled buf, terminates stream

There is typically one get() call to initiate the stream,
followed by one or more give calls that return the data. This
provides a way for objects of any size to interact gracefully
with Sdlib.

There are several points to note about this interface. First,
the interfaceis inherently streaming. This providesa simple



baseine with minimal state maintenance needal by either
party. It would be unreasonableto belabor an inherently
streaming object with a non-streaming interface,thoughit is
easkr to adapt an inherently non-streaming object to export
a stream. We later show the constructi on of more complex
interfaces on top of this streaming interface.

Second,the units of data at the the level of this interface
are in termsof Buffer _t. Theengineisconstantly providing
bu" ers to the component, with which the component Plls
with the appropriate next piece of the object. The Buffer _t
provided allows the component to Pl in asmuch of a variable
sized portion of the data object as dedred, up to the size of
the Buffer _t.

Third, the return value of the give() immediately pro-
vides a new Buffer _t upon which to operate. The process
is driven at the producerOsrate of data production, and is
one of the keys to streaming e"ectively: Sdlib cannot make
asumptions about the rate of data production on behalf of
the object.

A primary goal of Sdlib is to achieve e! ciency on par
with hand-coded implementations. To do this, we assdu-
ously avoid the use of extra bu"ers beyond those needdl
to accomplish the task at hand. For example, we could
have taken a pointer to an arbitrary memory address and
arbitrary length as arguments to give() and copied these
into Buffer _t units on behalf of the developer. However,
this unnecessarily requires allocation of more memory and
requires more memory copies. Rather, eac Buffer _t di-
rectly point to spacein some preallocated network packet.
(We elaborate on this in Section 2.2) The implications are
that the Sdlib Runtim e Engine operates with zero scratch
bu" ers and needs zero memory copiesin the ertirety of the
system. The tradeo" is application developers (1) become
aware of theseartibdal Buffer _t sizelimitationsand (2) are
coerced to work with Buffer _t units. We have found that
in practice, the former is not a concern, and that the object
fragments generated at any one time by most applications
are well within the size of one Buffer _.t. With regards to
the latter concern, we note that in some cases, it may be
less convenient for the developer to manage operations in
terms of Buffer _t units than in terms of units the appli-
cation naturally generates. For example, a vibration senor
might sample at hundreds of hertz, at each interval generat-
ing an 10 bit sample. The natural thing to do here is work
in the Application Data Units nativ e to the application, e.g.
10 bit units. Therefore, we also provide a templated inter-
face, ProducerSimple that achievesthis goal whenthe ADU
is known in advance at compile tim e and does not vary in
size from one invocation of give() to another:

interface ProducerSimple<Adu_t> {
command result_t get(Adu_t * buf,
bool first, bool last);
event Adu_t * give(Adu_t * buf,
bool first, bool last);

Here, the interface ProducerSimple takes a type param-
eter Adut debnedat compile time. Sdlib performs some
internal manipulation to map this Adut to a spacein some
free Buffer _t on behalf of the developer, masking the rigid-
ness of dealing in Buffer _t units. We again usecompile-time
parameterizations for e! cient Buffer _t managemernt.

At this point, it is helpful to discuss the interplay and
distinction between large and small data objects in Sdlib.

At the interface level, there is no distinction! With the
ProducerSimple interface, we can iteratively signal give()
as many times as necesary, including only once. If we only
signal give() once,marking last right away, then wein e"ect
provide a single small data object. In fact, this reduced case
looks very familiar to NucleusOget() -getDone() calls [10].
With only a small modibcaation to the interface beyond what
is needed for small objects, we are able to provide support
for arbitrary sized objects as well. In the ewaluation, we
show support for data objects ranging from several tens of
bytes to seweral tens of kilobytes.

Sdlib provides a set interface as well as a get interface for
modify ing data objects. We show this interface below:

interface Consumer {

command result_t set(Buffer_t *pBuf, uint8_t  size,
bool first, bool last);

event result_t setDone(result_t r, Buffer_t * pBuf,

bool first, bool last);

Many of the samedesgn decisions that inBuencedProducer
are also visibl e here in Consumer Similarly, Sdlib providesa
ConsumerSimpleinterface that miti gates the e"ort of man-
aging bu" ers.

2.2 Additional Interfaces

From the interfaces preserted so far, we seethat Buffer _t
are pas=d back and forth between the Sdlib Runtime En-
gine, Producer and Consumer but the responsibility of bu" er
allocation and managemeri is not yet clear. On the one
hand, forcing developersto managebu" ersis extremely tax-
ing and error prone. On the other hand, it is often the devel-
oper, not Sdlib Runtim e Engine, that has knowledge about
the appropri ate quantit y of resources to use Sdlib 0"ers a
nice solution to this resource management issue. We parti-
tion the problem of allocation and management betweenthe
developer and Sdlib: the developer is simply responsible for
resource allocation, whereas Sdlib Runtim e Engine manages
these on behalf of the user. To perform the allocation, the
developer implements giveBufs() of the Resource interface:

interface Resource {
command result_t giveBufs(WrapBuffer_t * bufs,
uint8_t * num);

With this Rexibility in allocation, but without the burden
of management, the developer is free to expressany degree
of resource sharing dedred. For example, if the developer
dedres isolation from interaction with other objects, then
an allocation strategy similar to the one below may be ap-
propriate:

WrapBuffer_t localBufs[N]; /I wrapper for Buffer_t
command result_t
Resource.giveBufs(WrapBuffer_t
*bufs = localBufs;
*num = N;
return ~ SUCCESS;

* bufs, uint8_t * num) {

On the other hand, the developer can express sharing of
Buffer _t units from a single resourcepool as well:

command result_t
Resource.giveBufs(WrapBuffer_t * bufs, uint8_t * num) {
call SomeSharedBufPool.giveBufs(bufs, num);
return  SUCCESS;

}



A problem that has increasingly manifested itself in sen-
sor networks application developmernt is the uncooperative
interacti on of sewices developed separately. The possibility
for the developer to allocate resources wisely should help
alleviate this problem. Later, when the sequence of get() -
give() or set() -setDone() callsrequire Buffer _t, it is easy
for the Sdlib Runtime Engine to managethe allocation and
use of these acrossthe ertire system. In Secton 3, we de-
scribe the internal handling of Buffer _t by Sdlib Runtime
Engine.

So far the interfaces Producer and Consumerand their
derivativ es ProducerSimple and ConsumerSimpleare pas-
sive: in the caseof Producer, data is pulled from the in-
terface. In the caseof Consumey data is pushed onto the
interface. We obseaved this to be by far the most common
programming usage model. However, there are certain cases
where developers build componerts that actively push data
outward (e.g. when the componert itself is the generator of
new program images) or that actively pull data inward to
consume (e.g. when a componert requests a program image
to boot from at initialization). These push vs. pull issuesof-
ten arise in datalRow systems, and have been explored exten-
sively before [7]. We also provide for such active Producer
and Consumercomponents with a slightly modibped interface.

While the primary interface of Sdlib is stream-based, at
tim esan additi onal random accessinterface to the data ob-
ject may boost performance. A common example of this
is when the underlying producer directly providesthe frag-
ments necesary for retransmisson eg. when the object
is nonvolatile. In these cases the developer implements a
simple seek() call that permits random access The Sdlib
Runtim e Engine calls seek() when it neads to perform such
acoess.

2.3 Building Rich DatalRows

An object is not restricted to solely a producer or con-
sumer role. In fact, permitting componerts to provide both
Producer and Consumerinterfaces 0" ers great expressive-
ness. For example, a ProgramlmageStore object can both
provide and consume program images In e"ect, the abil-
ity to interpose arbitrary intermediariesbetweenproduction
and consumption endpoints opens up a range of possble
functionality. We provide both intra- node and inter-node
examples below:

¥ Storage manager: A common intermediary that we
frequently usein our construction of servicesfor collec-
tion and dissemination, egecially for reliability, is the
general storage manager. By providing the Consumer
interface for writi ng arbitrary data objects, and the
Producer interface for reading arbitrary data objects,
the storage manager uses no special mechanisms to
store incoming data objects (e.g. program images) and
deliver these to the appropriate endpoint (system re-
programmer); and bu"er outgoing data objects for re-
transmisgon (e.g. reliably transported sensorvalues).

¥ Object identifier and classifier: Dependert upon
run-time demands, the raw object data may not be
necesary for the end user. For example, the develop-
ers of the Cyclops video camera mote [11] indicate it is
often unnecessary to send an entire video frame back
to the basestation if the end user only needsto know
whether or not an interesting entity is in the video

frame. Here it is very sensible to incorporate a modu-
lar detection and clasgbcation Plter [12] that consumes
raw object data as input and produces a concise de-
scription of the event. Such a identiPer and classibe
could serve the purp osesof a wide variety objects.

¥ Binary verifier or rewriter: A binary veriber or
rewriter interposed between the program image store
and the delivery mechanism for new images (e.g. in-
bound radio) can easly inspect all imagesdelivered to
the store. Authenticity chedks can include verifying
the key chain hash of the stream of program image
fragments streaming by, as proposed in [13]. Alterna-
tively, if the developer® deployment lacks preestab-
lished authentication keys, an intermediary module
can perform binary rewrites of the incoming image,
mitigating manipul ation of protected memory addresses
[14].

¥ Single-node compression: It is often possible to
compress data as it is being generated. Compression
operators can either be data specibc eg. a Discrete
Fourier Transform or general e.g. gzip. Such an in-
termediary operator appropri ately placed immediately
after the producti on of the sensor sample can serve to
separate the roles of sampling from compressgon.

¥ Production suppressor: To regulate the Row of a
particular object e.g. for application level network con-
gestion avoidance, a suppression operator sits in the
path betweenthe object and its degination e.g. the
radio® transmit queue. We construct dissemination
suppression for our dissemination protocol with this
technique.

These are all intermediary operators that act on the data
generated at the same node. We are also able to construct
operators that inspect the Bow of data asit is routed in the
network. Theseinter-node intermediaries are perhaps even
more interesting:

¥ Opportunistic consumption: It is often the case
that a node can benebt from the messagesproduced
by neighbors in the network, even if the messageis
not destined for it. This is the casein dissemnation:
if a node overhears data messagesof a greater version
number than it currently posseses it will proceedto
snoop on the entire sequence of data messages Such
opportunistic consumption provides one of the main
benebtsof gossp-based dissamination. This is in fact
the method by which we implement dissaminati on.

¥ Neighborhood data sharing: Hood [15] proposes
a neighborhood abstraction for the purposes of data
sharing. Such abstractions are shown to be useful for
event detection applications. Providing a Neighbor
Consumerand NeighborProducer should be similar to
providing the opportunisti c consume above.

¥ Model-based in-network compression: We pre-
viously mentioned providi ng single-node compression
via the Sdlib interfaces would be straightforw ard. Ex-
tending this idea, several works have found in-network
model-based compression across nodesto be very ef-
fective [16]. The basic ideais for the network to save



communication costs by taking advantage of spatial
correlations of data in the network: in €"ect, routing
nodes do not needto send their own data if the data
can be inferred from correlations with already trans-
ported data. Sdlib cansimilarly expressthese datalBow
via interp osed (acrossthe network) operators.

Intermediary data operators are also by no meansa new
concept. However, despite dealing predominantly with data,
sensor network tools have up until now provided few tools
that expose data operators appropriately. Developers could
have previously accamplished interpositioning without the
aid of Sdlib by manually rewiring componerts at compil e-
tim e. However, thi s was a tedious operation that had to be
carefully undertaken for each instance of interpositioning.
In general, nesC and TinyOS do not provide the proper
dataRow abstracti ons necesary for handling of data. The
Sdlib Runti me Engine provides a common interface for any
producer to have its output redirected to any consumer, and
Sdlib provides a straightforward mecdhanism, Row rules, to
easly accamplishthisgoal. We shall discussthe mechanisms
of Bow rules in more detail in the following subsedion.

2.4 Flow Rules

Flow rulesare simple spedbcationsthat link producersto
consumers. An example Bow rule takesthe form: Producer
-> Consumer This is extremely similar to both component
wiring in nesC and wiring in Snad [7]. The main di"erences
here are that Row rulesin Sdlib deal solely with data, and
not arbitrary interfaces asin nesC nor packets asin Snack.
Also, these Row rules can be redebnedat run time.

Here we show two brief examples of an application writerOs
considerably less arduous task in specifying Row rules and
writing application code.

2.4.1 Video

Our brst example is for a Video sensor. Recerly video
sensors have been developed for seweral senr network plat-
forms, such asthe Cyclops video camera for Mica motesand
the onboard camera for the Intel iMote2. The application
logic can be subdivided into the camerasensordriver, sensor
parameter control and communication code.

To develop this application in Sdlib, the developer imple-
ments a very simple get() interface that consists of a few
intuitiv e calls as shown above in Section 2.1. Committing
to this interface is arguably much eader than dealing with
the variabil ity of multipl e di"erent sources to which to send
data. Through either the use of a runti me tool or a compil e-
tim e conbguration, the use may specify a simple Bow rule
that performs basic large data collection at every node:

Video -> Comm

Alternativ ely, the user might apply feature extraction on
the images Rather than sending the ertire image, the ex-
tracted features of interest are then collected. This is simi-
larly very straightforward with Sdlib:

Video -> FeatureDetector -> Comm

Anot her actor may wish to requed video framesin their
entirety. It is just as eag/ to incorporate reliability via re-
transmissons by specifying an additional set of rules. The
rules below bu"er ead video frame into a backing store for
sevicing retransmission requests.

Video -> Comm
Video -> GeneralStore
GemeralStore  -> Comm

Sofar we haverestricted our demongrations to intra-node
Row rules. More interesting are data Rows between di" erent
nodes. Below we show the specibcaion of an inter-node
dataBow rule which performs bltering at any intermediate
node in the system:

Video -> Comm

Comm-> FeatureDetector -> Comm

The useronly hasto build the appropriate FeatureDetec-
tor and Video componerts in this casee. The plumbing of
routing the packet is taken care of by Sdlib. Here we omit
the details of di"erentiating Comm streams. These are per
data object type streams.

2.4.2 Mate

Our second example is an implementation of the Mate
virtual machine using Sdlib. Mate is an application specibc
virtual machine runtim e for TinyOS [8]. Mate usesTrickle-
style dissemination [4] for propagation of capsules. Mate
capsulesare the virtual machineOsinits of runnabl e bytecode
programs.

The capsule reprogrammer that uses capsule dissemna-
tion is shown below. Mate recevesdata from some source
(typically the base station) and replacesits set of runnable
programs with this data (Prst line). Concurrently, it partici-
pates in sharing this data with other network nodes (second
line).

Comm-> CapsuleStore
CapsuleStore  -> Comm

-> MateReprogrammer

We can similarly expose an interface to allow any node in
the network to reprogram other nodes, in the spirit of mo-
bile agerts. In fact, the remote reprogrammer would simply
implement a get() interface similar to the one preserted
previously for video sample collection. Yet the Bow rules in
these casesuse dissamination. We show a simpli bed expo-
sition below. The second line indicates the node can also
reprogram locally.

RemoteReprogrammer -> CapsuleStore  -> Comm

CapsuleStore  -> MateReprogrammer

Thi s example replaces Mat eDscustom capsule disserrina-
tion mechanism with one written with Sdlib. The primary
virtual machine runtim e of Mate is still intact. It would also
be reasonabk to furt her use Sdlib to implement communi-
cation primitivesfor Mate bytecode programs.

3. SDLIB ARCHITECTURE

Figure 2 shows the component diagram of Sdlib, as well
as seweral applications using the Sdlib interfaces. The Sdlib
Runtim e Engine is the certral point of control. The userOs
parameterizati on of the system optionall y bringsin auxiliary
componernts, such asthe ReliabilityMan and CommandMan.
In this way, Sdlib presents its library of services. Below we
decribe the interaction of these components with the Sdlib
Runtim e Engine.

The Sdlib Runti me Engine inherits from the Nucleus man-
agement system [10]. Sdlib continuesto use the very Rex-
ible interface decorators and preprocessing techniques prst
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demonstrated in Nucleus, and borrows the small object col-
lection mechanism directly from Nucleus.

The engine exports two communication interfaces, one
through the collection channel and one through the data
channel. Data received at either channel can be destined
for any consume and any producer can send data on ei-
ther channel. In some cases it is desirable for certain ob-
jects eg. the system reprogrammer, to be strongly bound
to a particul ar channel e.g. the dissenination channel. In
other casesit is dedrabl eto defer the debnition of producer-
consumer relationships until run-time. Sdlib supports both
of these cases. Compile-time conbgurations specify default
Bow rules among objects whereas run-time reconbguration
occurs through the insertion/del etion of new Bow rules. Be-
low we de<cribe the main elements of the system:
Collection: The primary purpose of the collection com-
ponent is to route data from the origin to the destination.
Many specibc instances of collection by routing tree have
beenbuilt. Theseprovide beg-e"ort collection of individual
packets. We simply use one of theseand build our transport
and application level-serviceson top [10].

Dissemination: Dissenination$ primary purp ose within
the Sdlib is to exchange version messagesamong neighbors.
Our disemination implementat ion usesversion vectors, sim-
ilar to that describedin [17]. When stale state is detected on
a remote node, the Dissemnation component contacts the
Sdlib Runtim e Engine to initiate data production to sup-
ply the neighbor with fresh data. When the stale state is
detected on a local node, the Dissanination componert re-
guests the new data on behalf of the local node. Currently,
the application developer specibesat compil e-ti me which ob-
jects participate in dissemnation and therefore needversion-
ing support.

FlowMan: The FlowMan is the central router of the sys-
tem. Given production from some object, the FlowMan
determines the next consume of the data object. Flow-
Man permits both runtim e and compile-time Row rule def-
initions. Run-time reconbgurability is implemented by in-
sation into and deletion from a concise Bow table. The
FlowMan receives these requeds from the CommandMan.
Alternativ ely, compile-time Bow rules do not require table
entries nor lookups. Hence, FlowMan® resource usage and
runtime overhead is low. By default, objects that produce
values are sent up the collection tree and objects that con-

sume values are idle.
CommandMan: The CommandMan is responsibl e for pro-
cess$ng various commands that arrive externall y. There are
two typesof commands. The brgt type of command installs
a new set of Bow rules into the FlowMan. The secand type
of command initiates a new data production or consumption
in the system. These are roughly analogous to brst setting
up a series of stages for data processing and then invoking
the initiating action that sets the dataBow in motion. The
latter command, when for production, is similar to a query;
when for consumption, is similar to a remote set operation.
ReliabilityMan: The ReliabilityMan controlsthe proceses
of reliably delivering and receiving data objects. The Relia-
bilityMan acts on behalf of both the collection and dissen-
inati on proceseswhen either dedres reliability. Reliability
is always needed for Trickle-style dissemination, whereasit
is often optional for collection. Our current reliability mecd-
anism follows those reliability proto cols commonly used in
the literature and found in deployments. after initial data
production and output to the radio, the producer awaits
NACKs from the consumer indicating fragments it is miss-
ing. The ReliabilityMan is then responsible for retri eving
the appropri ate valuesand returning them to the requester.
Some object values, especially those that map to under-
lying hardware, such as sen®r readings, may change with-
out the involvement of the developerOsapplication and are
volatile. Other object values, such asthe currently running
program image, do not exhibit this behavior and are non-
volatil e. Distinguishing betweenthe two casesis important
when we consider elciency . In particular, objects that are
nonvolatile do not need bu'ering for retransmissions - we
can directly extract the missng fragments from the origi-
nal object. On the other hand, volatil e objects require dis-
tinct storage until the end of the reliable transmission se-
quence. By the application developerOsasdstance in mark-
ing objects either volatil e or nonvolatile the ReliabilityMan
handles these two cases appropriately .
BufMan: The BufMan is the manager of Buffer _t units
throug hout the system. The BufManOsprim ary responsibil-
ity is the delegation of bu"ers to producersfor blling up, and
then once blled, handing 0" of the bu" ersto consumers for
consumption. The BufMan performs the locking and un-
locking bookkeeping assaiated with proper management.
Unli ke monolithi ¢ application development, the application
developer is largely relieved of the responsibility of resource
management. The BufMan calls getResources() on the ob-
jects it is managing, as previously described in Section 2.2.

4. EVALUATION

4.1 Experimental Setup

We have built and evaluated an initi al implementation
of Sdlib, along with several applicati ons using Sdlib. These
implemented applications are faithful to widely-used and/or
deployed applications:

¥ Mate (large, reliable dissenination) [8]: The Mate vir-
tual machine runtime uses Trickle dissemination for
propagation of capsules, MateQsunits of packagedcode,
typically on the order of 100s of bytes.

¥ Deluge network reprogrammer (very large, reliabl e dis-
seamination) [17]: The de facto network reprogrammer



for TinyOS is Deluge. It can reprogram up to a 64KB
image. It also follows a Trickle dissemination proto-
col. It has particularl y sophisticated interaction with
the Flash backing store as well. The current imple-
mentation of Deluge is also very specibcto network
image dissemination.

¥ Golden Gate Bridge Appli cation (GGB) (very large,
reliable collection) [18]: This application monitors vi-
brations of the Golden Gate Bridge. Its requirements
are that vibration spectra must be collected reliably
from eadt node. Each vibration sample is a massive
500KB.

¥ UCLA Networked Cyclops (Video) (large, best-e"ort
collection) [11]: A series of networked cameras eath
sends videoframesback to the base station upon a user
query. The video frames may be transferred without
reliability. Depending on the image quality, a frame
can range from 1KB to 16KB

It isalso important to bear in mind the application space
Sdlib supports but which we will not describe in detail in
this paper. Unreliable dissenination i.e. a simplistic one-
tim e Bood hasbeenwell-studiedin theliterature. Also, since
Sdlib builds on the NucleusManagement System [10], we are
also able to provide unreliable collecion of small attribute
at marginal cost.

4.2 Study: ResourceUsage

We next evaluated the resourceusageof Sdlib. Resources
measured are code size (ROM) and data size (RAM). We
compared the size of our implementation of the four appli-
cations on Sdlib with the size of the original applications.
Figures 3 and 4 show the comparisons for ROM and RAM
respectively. In each graph, we show not only the tot al size
of the bnal application, but also the breakdown between
Sdlib and the application-specipc portion. We expect the
Sdlib-based implementation to use more resourcessince we
are competing against custom implemertations. We can see
from the bguresthat in no caseare we terri bly less elcien t
than the custom implementation. For the ROM size compar-
isons, our implementations of Mate and Deluge are slightly
smaller because our dissemnation protocol omits seweral
runti me optim izations, and hence compilesto a smaller im-
age. For Video and GGB, we also built a componert to
handle the general caseof user-initiated queries accounting
for the increase in ROM size in these two cases

RAM usageis alsocomparable betweenSdlib-based imple-
mentations and custom implementations, as shown in Fig-
ure 4. The discrepancy in GGB RAM usage results from
GGB Monolithic storing its data readings in Rash mem-
ory (not captured by these graphs), whereasthe Sdlib-based
implementation, storesthem in RAM. Discounting this ad-
diti onal 2000B, the Sdlib-based GGB RAM usage falls to
15008B.

We also evaluated our resource consumption when com-
bining multipl e applications that use collection or dissen-
ination in the same image. These scenarios presert im-
mediate opportunities to consoldate similar functionality,
and are not uncommon in real deployments [19]. Figures5
and 6 show our results when there is this opportunity to
share. The Deluge/Mate combination yielded ROM sav-
ings of about two kil obytes and RAM savings of about 100
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bytes over naively combining Deluge and Mate. The over-
lapping component between these two applications was only
data dissemination. However, our Video/GG B combination
yielded considerably more savings both in ROM and RAM
usedue to the fact that the data collection and bu" er man-
agement wereboth doneinside Sdlib. Theseresults show the
potential for a common library not only to ease application
programmability, but also result in resource savings.

4.3 Study: Disseminationperformance

To evaluate our dissemination performance, we compared
the latency between our disemination algorithm and the
oneusedin Mate. We deployed a 22 mote network. Givenan
initial announcement of data, we timed how long it took for
each mote to receive new data. Figure 7 shows our results.
Our dissemination protocol performed comparably and in
some cases even completed marginally faster.

Figure 8 compares the transmission counts of the three
prim ary messagesinvolvedin dissemination for the Sdlib dis-
seaminati on implementation and the Mat e dissaminati on im-
plementation: Version, Request and Data messges For
ead classof messages,Sdlib sendsa comparable number of
these messagesto thosesent by MateOsmplemertati on.

The conclusion to draw isthat the Sdlib dissemination im-
plementation uses a reasonably similar number of message
transmissgons to achieve similar levels of latency to the cus-
tom dissemination in Mate. Thesesanity cheds asaire us
that applications implemerted on Sdlib using diseemination
do not su" er from using general dissemination protocols vs.
customized alternatives.

4.4 Study: Collection Performance

We ran experiments testing our unreliable and unreliable
collection implementations. We were interested in knowing
whether our library implementations perform comparably to
custom implementations on the metrics of collection band-
width and latency.

On a 24 node testbed, we collected medium-sized objects
(100s of bytes) from all the nodesin the network. Figure 9
shows the cumulativ e distribution function tim e to comple-
tion latency for the nodesin the network. Just asin dissemi-
nation, there is along tail of nodesthat eventuall y complete
this procedure. Let us recall that this is due to our collec-
tion protocol which iteratively re-requests until we receive
all the data we exped to collect.

We also measured the bandwidth in a simple 2-node sce-
nario by collecting a very large 4 kilobyte data object, sim-
ilar to that performed in [18]. With Sdlib, we achieved a
bandwidth of 18.5 packets per second. This isslightly lower,
but on the same order of magnitude as the 29.4 packets
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the original appli catio n and the appli-
cation using Sdlib .

Lines of code
App Monolithic App + Sdlib

Video 164 158
GGB 342 158
Mate 669 73
Deluge 410 60
Table 1: Lines of code compa rison.

per second achieved in [18]. Sewral di" erences may have
contributed to this, including the fact that our mote plat-
form runs a slower microprocesor than the one used in [18].
Interestingly, we bnd that in the 2-node case the propor-
tion of retransmitted packets is negligible compared to the
number of total packets transmitt ed. T herefore, our band-
width of unique packets/second isvery nearly also18.5pack-
ets/seoond. This mirrors results found in [18].

4.5 Study: Programming simplicity

We sought to make programming a simpler task for the
application developer. We have accomplished this primarily
by exposing a simpler interface for the application writer.
Table 1 shaows the lines of code written for the same op-
eration with Sdlib and without in the original monolithic
application.

me ssage typ es during a 30-second ti me

interv al.

5. RELATED WORK

The initial task of di"usi on largely focused on the multi-
hop nature of the network. The obvious brgt candidate is
naive Booding, where successive receivers of a node would
broadcast as long as they had receved this messge for the
brst tim e. Appli cations that truly used dissemination were
very few: the unreliability of the communication often pro-
hibited adoption for control data, though it was used for
sending queriesin TinyDB for example. Here, it was per-
misgble, though undesirable, for portions of the network to
contin ue executing under the old routines. Due to the high
variance of the underly ing radio hardware, this proved to be
too unpredictable for many of target scenarios

Due to demands for reliability, sewral robust ooding so-
luti ons have been developed. The Trickle protocol, a gossp-
like protocal provided reliability in the form of eventual con-
sistency, and e! ciency with neighbor overhearing and self-
suppression. As a result, seweral new applicati ons emerged.
Primary among these are Deluge, which disseminates pro-
gram imagesfor whole node reprogramming, and the Mate
virtual machine [8], which dissanminates VM programs for
node retasking. More recert query systems, such as the
Nucleus, use Trickle [4] for the purposes of disseminating
a new query, that which TinyDB originally used Rooding
for. However, we note that each of these implementations,
though written for the same platform interface, TinyOS,
share much overlapping functionality, but almost zero code.



At the minimum, this vertical software silo construction has
goneon long enoughthat we can do better, and we are miss-
ing the great opportunitie s asciated with abstractions by
not doing so.

Collection on sengr networks was traditionally done by
constructing tree networks that dictat ed the data Bow. For
example, TinyDB originally used this method for data col-
lection [6]. On the opposite spectrum, the collection of very
large data items, such as video frames, as opposed to small
items like senr readings, has becomeimportant. Because
of this, new abstractions had to be built to allow for large
data transfer [18].

Nucleus [10] provides a nice foundation from which Sdlib
has emerged. Nucleusis a management system that exports
simple user variables in an easy to use format. However,
Nucleusperforms only collection of small (lessthan 1 packet
in size) variables. We have made a series of modibcations
and redesigns to support the full dataRow system that Sdlib
0" ers.

Sdlib alsodraws on work from two previous areas, namely
data Rows in networks and databases and programming
abstractions. Sdlib& internal Row rules from application
to application borrows ideas from the Eddy adaptive query
procesing operator [20]. Eddies allow the dynamic Row of
tuples to change while they are pipelined. In our system,
we can also change the Row of data at runtime by adjusting
Row rules through the radio. Similarly to how Eddiesroutes
tuples through a query proces®r, we route packet bu"ers
through a mote. This is also similar to other datalBow sys-
tems such as Snad [7]. However, Sdlib acts on data, rather
than network packets. Data is arguably the more imp ortant
concern in sensor networks.

6. CONCLUSION

We have construc ted Sdlib, alibrary of componentsbacked
by aruntime enginethat substantial ly alleviatesthe applica-
tion developerOgask of application development, especially
in e"orts that cernter around collection and dissenination,
two main tasks in sensornetworks. Asongoing work, we are
actively invedigating the incorporation of additional com-
munication patterns into Sdlib.

In addition to signibcantly easng development, Sdlib of-
fers arich datallow model on which more intri cate datalRows
can be constructed. We usethis datal3ow system to support
many of the operations common to Sdlib, and in turn, use
Sdlib to construct four mature applications. Benchmark-
ing againg the monolithic implementations of these applica-
tions, Sdlib-based implemertati ons perform well. We invite
application developersto try out Sdlib:

www.cs.berkeley.edu/~davidchu/sdlib

Acknowledgment

The authors thank Wei Hong, Phil Levis and Sam Madden
for insightful discussions. T his work was supported by NSF
Grant 0205647 a gift from Microsoft Corporation, and the
NSF Graduate Research Fellowship Program.

7. REFERENCES

[1] B. Karp and H. T. Kung, “GPSR: greedy perimeter stateless
routing for wireless networks,” in Mobile Comput ing and
Netwo rki ng, 2000, pp. 243-254.

(2]

;3]

4]

6]

(7]

8]

[9

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]
(20]

R. Fonseca, S. Ratnasamy, D. Culler, S. Shenker, and I. Stoica,
“Beacon vector routing: Scalable point-to-point in wireless
sensornets,” in In Second Symposium on Network Systems
Design and Impl ementat ion (NSD I), 2005.

C. Intanagonwiwat, R. Govindan, and D. Estrin, “Directed
diffusion: a scalable and robust communication paradigm for
sensor networks,” in Mobile Comput ing and Netwo rki ng, 2000,
pp. 56—67.

P. Levis, N. Patel, D. Culler, and S. Shenker, “Trickle: A
self-regulating algorithm for code propagation and maintenance
in wireless sensor networks,” in In First Symposium on
Netwo rk Systems Design and Implementation (N SDI), 2004.
D. Gay, P. Levis, R. von Behren, M. Welsh, E. Brewer, and
D. Culler, “The nesc language: A holistic approach to
networked embedded systems,” in In ACM SIGPLAN

Confe rence on Programming Language Design and

Im plementation, 2003., 2003.

S. Madden, M. J. Franklin, J. M. Hellerstein, and W. Hong,
“Tinydb: An acquisitional query processing system for sensor
networks,” Transactions on Datab ase Systems (TODS)

March 2005.

B. Greenstein, E. Kohler, and D. Estrin, “Snack: Sensor
network application construction kit,” in Proceedings of the
Second ACM Confer ences on Embedded Networ ked Sensor
Systems (SenSys), 2004.

P. Levis and D. Culler, “Mate: A tiny virtual machine for
sensor networks,” in Int ernational Confe rence on

Archite ctural Support for Programm ing Languag es and
Operating Systems, San Jose, CA, USA , Oct. 2002.

J. Hill, R. Szewczyk, A. Woo, S. Hollar, D. E. Culler, and

K. S. J. Pister, “System architecture directions for networked
sensors,” in Archite ctural Support for Programm ing

Languag es and Operating Systems, 2000, pp. 93—-104.

G. Tolle and D. Culler, “Design of an application-cooperative
management system for wireless sensor networks,” in Second
Eur opean W orkshop on Wireless Sensor Networ ks (EW SN) ,
2005.

M. Rahimi, R. Baer, O. I. Iroezi, J. Warrior, D. Estrin, and
M. Strivastava, “Cyclops: In situ image sensing and
interpretation in wireless sensor networks,” in Proceedings of
the Third ACM Confer ences on Embedded Networ ked Sensor
Systems (SenSys), 2005.

L. Gu, D. Jia, P. Vicaire, T. Yan, L. Luo, A. Tirumala, Q. Cao,
T. He, J. Stankovic, T. Abdelzaher, and B. Krogh, “Lightweight
detection and classification for wireless sensor networks in
realistic environments,” in Proceedings of the 3rd ACM

Confe rence on Embedded Networ ked Sensor Systems, 2005.
P. Dutta, J. Hui, D. Chu, and D. Culler, “Secure network
reprogramming,” in Infor mation Processing in Sensor

Netwo rks 2006, 2006.

R. Wahbe, S. Lucco, T. E. Anderson, and S. L. Graham,
“Efficient software-based fault isolation,” ACM SIGOPS
Operating Systems Review, vol. 27, no. 5, pp. 203-216,
December 1993.

K. Whitehouse and D. Culler, “Hood: a neighborhood
abstraction for sensor networks,” in ACM Inter national

Confe rence on Mobile Systems, Applic ations, and Services,
Bost on, MA , USA | Jun. 2004.

D. Chu, A. Deshpande, J. Hellerstein, and W. Hong,
“Approximate data collection in sensor networks using
probabilistic models,” in 22nd IEE E Int ernational Confe rence
on Data Engine ering (ICDE 2006) , 2006.

J. W. Hui and D. Culler, “The dynamic behavior of a data
dissemination protocol for network programming at scale,” in
Proceedings of the Second ACM Conf erences on Emb edded
Netwo rked Sensor Systems (SenSys). ACM Press, 2004, pp.
81-94.

S. Kim, “Wireless sensor networks for structural health
monitoring,” in UC Berk eley Master OsThesis , 2004.

“Nest final experiment,” 2005.

J. Hellerstein and R. Avnur, “Eddies: Continuously adaptive
query processing.” in Proceedings of the 2000 ACM SIGMOD
inter national conference on on Management of data, 2000.



