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Abstract

We presentthe Tiny AGgregation(TAG) servicefor ag-
gregation in low-power, distributed, wireless environ-
ments. TAG allows usersto expresssimple,declarative
queriesandhavethemdistributedandexecutedef�ciently
in networks of low-power, wirelesssensors.We discuss
variousgenericpropertiesof aggregates,and show how
thosepropertiesaffect theperformanceof our in network
approach.We includea performancestudydemonstrat-
ing the advantagesof our approachover traditionalcen-
tralized,out-of-network methods,anddiscussavarietyof
optimizationsfor improving the performanceand fault-
toleranceof thebasicsolution.

1 Intr oduction

Recentadvancesin computingtechnologyhave led to the
productionof a new classof computingdevice: thewire-
less,batterypowered,smartsensor[25]. Thesenew sen-
sorsareactive,full �edgedcomputers,capablenotonly of
measuringrealworld phenomenabut also�ltering, shar-
ing, and combiningthosemeasurements.One example
of suchsmall sensordevicesare the motesunderdevel-
opmentat UC Berkeley. Currentgenerationmotesare
roughly2cmx 4cmx 1cmandareequippedwith a radio,
a processor, memory, a smallbatterypack,anda suiteof
sensors.Themoteoperatingsystem,TinyOS,providesa
setof primitivesdesignedto facilitatethedeploymentof
motesin ad-hocnetworks. In suchnetworks,devicescan
identify eachother and route datawithout prior knowl-
edgeof or assumptionsaboutthe network topology, al-
lowing thenetwork topologyto changeasdevicesmove,
runoutof power, or experienceshiftingwavesof interfer-
ence.

Dueto therelativeeaseof deploymentof mote-basedsen-
sor networks,practitionersin a varietyof �elds have be-
gunconsideringthemfor a rangeof monitoringanddata
collectiontasks. For example: civil engineersareusing
motesto monitor building integrity during earthquakes

�
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[31]; biologistsareplanningmotedeploymentsfor habitat
monitoring[21, 5]; administratorsof largecomputerclus-
tersareinterestedin usingmotesto monitorthetempera-
tureandpowerusagein their datacenters.

All of thesesensorapplicationsdependon the ability to
extractdatafrom thenetwork. Often,this dataconsistsof
summaries(or aggregations)ratherthanraw sensorread-
ings.Otherresearchershavenotedtheimportanceof data
aggregationin sensornetworks[13, 10, 12]. Thisprevious
work hastendedto view aggregationas an application-
speci�c mechanismthat would be programmedinto the
devices on an as-neededbasis,typically in error-prone,
low-level languageslikeC. In contrast,ourpositionis that
becauseaggregationis socentralto emerging sensornet-
work applications,it mustbe providedasa core service
by the systemsoftware. Insteadof a setof extensibleC
APIs, we believe this serviceshouldconsistof a generic,
easilyinvokedhigh-level programmingabstraction.This
approachenablesusersof sensornetworks,whooftenare
notnetworkingexpertsor evencomputerscientists,to fo-
cuson their applicationsfree from the idiosyncrasiesof
theunderlyingembeddedOSandhardware.

1.1 The TAG Approach

We have developedTiny AGgregation(TAG), a generic
aggregationservicefor adhocnetworksof TinyOSmotes.
Therearetwo essentialattributesof this service.First, it
providesasimple,declarativeinterfacefor datacollection
andaggregation,inspiredby selectionandaggregationfa-
cilities in databasequery languages.Second,it intelli-
gentlydistributesandexecutesaggregationqueriesin the
sensornetwork in a time andpower-ef�cient manner, and
is sensitive to theresourceconstraintsandlossycommu-
nicationpropertiesof wirelesssensornetworks.TAG pro-
cessesaggregatesin the networkby computingover the
dataasit �o ws throughthesensors,discardingirrelevant
dataandcombiningrelevant readingsinto morecompact
recordswhenpossible.

TAG operatesasfollows: usersposeaggregationqueries
from a powered,storage-richbasestation.Operatorsthat
implementthe queryaredistributed into the network by
piggybackingon theexistingadhocnetworkingprotocol.
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Sensorsroutedatabacktowardstheuserthrougharouting
treerootedat thebasestation.As data�o ws up this tree,
it is aggregatedaccordingto anaggregationfunctionand
value-basedpartitioningspeci�ed in thequery. As anex-
ample,considera querythatcountsthenumberof nodes
in a network of indeterminatesize. First, the requestto
countis injectedinto thenetwork. Then,eachleafnodein
thetreereportsa countof 1 to their parent;interior nodes
sumthecountof theirchildren,add1 to it, andreportthat
valueto their parent.Countspropagateup thetreein this
manner, and�o w outat theroot.

1.2 Overview of the Paper

Thecontributionsof thispaperarefour-fold: �rst, wepro-
poseasimple,SQL-likedeclarativelanguagefor express-
ing aggregation queriesover streamingsensordataand
identify key propertiesof aggregationfunctionsthataffect
theextentto whichthey canbeef�ciently processedinside
the network. Second,we demonstratehow suchin net-
work executioncanyield anorderof magnitudereduction
in communicationcomparedto centralizedapproaches.
Third, we show that by adoptinga well-de�ned, declar-
ative query languageas a level of abstractionbetween
the userand speci�c networking and routing protocols,
anumberof optimizationscanbetransparentlyappliedto
further reducethe datademandson the system. Finally,
we show thatour focuson a high-level languageleadsto
useful end-to-endtechniquesfor reducingthe effectsof
network lossonaggregateresults.

The remainderof the paperis structuredas follows. In
thenext section,we brie�y review theTinyOShardware
andsoftwareenvironment. Then,we discussthe syntax
andsemanticsof queriesin TAG andclassifythetypesof
aggregatessupportedby thesystem,focusingonthechar-
acteristicsof aggregatesthatimpacttheirperformanceand
fault tolerance.We thenpresentthecoreTAG algorithm
and show how our solution satis�es the query require-
mentswhile providing performanceandtoleranceto net-
work faults.Wediscussseveraloptimizationsfor improv-
ing theperformanceof thebasicapproach.Additionally,
we includeexperimentalresultsdemonstratingtheeffec-
tivenessandrobustnessof our algorithmsin a simulation
environment,aswell asa brief studyof a real-world de-
ploymenton TinyOS motes. Finally, we discussrelated
work andconclude.

2 Motesand Ad-Hoc Networks
In this section,we provide a brief overview of the mote
hardwarearchitecture,theTinyOSsystem,andanad hoc
routingalgorithmfor mote-basedsensornetworks.

2.1 Motes

Current generationTinyOS motesare equippedwith a
4Mhz Atmel microprocessorwith 4 kB of RAM and128
kB of codespace,a 917 MHz RFM radio runningat 50
kb/s,and512kBof EEPROM. An expansionslot accom-
modatesa varietyof sensorboardsby exposinga number
of analoginput linesaswell aspopularchip-to-chipserial
busses. Currentsensoroptionsinclude: light, tempera-
ture,magnetic�eld, acceleration,sound,andpower.

The single-channelradio is half duplex, meaningmotes
cannotsendandreceive at thesametime. Currently, the
default TinyOSimplementationusesa CSMA-like media
accessprotocolwith a randombackoff scheme.Message
delivery is unreliableby default, thoughapplicationscan
build up anacknowledgmentlayer. Often,a messageac-
knowledgmentcanbeobtainedfor free(seeSection2.2).

Power is suppliedvia an AA batterypackor a coin-cell
attachedthroughthe expansionslot. The effective life-
time of thedevice is determinedby this power supply. In
turn, the power consumptionof eachsensornodetends
to bedominatedby thecostof transmittingandreceiving
messages.In termsof powerconsumption,transmittinga
singlebit of datais equivalentto 800 instructions. This
energy tradeoff betweencommunicationandcomputation
implies thatmany applicationswill bene�t by processing
thedatainsidethenetwork ratherthansimplytransmitting
thesensorreadings.An AA batterypackwill allow amote
to send5.52million messages(if it doesno othercompu-
tation andonly powersits radio up to transmit)which is
equivalentto onemessagepersecondeverydayfor about
two months– not long if thegoal is to deploy long lived,
zero-maintenancead-hocsensornetworks.Hence,power-
conservingalgorithmsareparticularlyimportant.1 As we
will discussin Section4.1, ourdesignis amenableto very
low powermodesin whichtheradiois keptpowereddown
for longperiodsof time.

To understandhow datais routedin our ad-hocaggrega-
tion network, two propertiesof radiocommunicationneed
to be emphasized.First, radio is a broadcastmediumso
that any mote within hearingdistancehearsa message,
irrespectiveof whetheror not thatmoteis theintendedre-
cipient. Second,we only make useof symmetriclinks
(where if mote � can hearmote

�

,
�

can also hear � .)
As is commonin ad-hocprotocols,asymmetriclinks are
detectedandblacklistedusinga techniquesimilar to that
proposedin AODV [24].

Messagesin thecurrentgenerationof TinyOSarea �x ed

1Note thatassensordevicesbecomemoreintegrated,it is expected
that theratio of communicationto computationcostswill getmoreim-
portantover time assilicon ef�ciency increaseswhile thephysicalcosts
of pushingradiowavesover theair remainconstant.
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size – by default, 30 bytes. Eachdevice hasa unique
sensorID thatdistinguishesit from others.All messages
specifytheir recipient(or specifybroadcast, meaningall
availablerecipients),allowing motesto ignoremessages
not intendedfor them,althoughnon-broadcastmessages
arereceivedby all moteswithin range– unintendedrecip-
ientssimplydropmessagesnotaddressedto them.

2.2 Ad-Hoc Routing Algorithm
Giventhisoverview of themoteenvironment,wenow dis-
cusshow sensordevicesroutedata. Onecommontech-
nique, which we sketch here, is to build a routing tree.
We omit somedetailsof this approachdueto spacecon-
straints– a number routing protocolssuitable for this
purposehave beenproposed;the readeris referred to
[32, 13, 12, 14, 1] for moreinformation.In general,TAG
is agnosticto the choiceof routing algorithm, requiring
it to provide just two capabilities. First, it mustbe able
to deliver queryrequeststo all nodesin a network.2 Sec-
ond, it mustbe ableto provide oneor moreroutesfrom
every nodeto the root of the network whereaggregation
datais beingcollected.Theseroutesmustguaranteethat
at mostonecopy of every messagearrive (no duplicates
aregenerated).

In thetree-basedroutingscheme,onemoteis appointedto
betheroot, usuallybecauseit is thepoint wheretheuser
interfacesto thenetwork. Theroot broadcastsa message
askingmotesto organizeinto a routing tree;in thatmes-
sageit speci�esits own id andits level, or distancefrom
theroot(in thiscase,zero.)Any motewithoutanassigned
level thathearsthismessageassignsits own level to bethe
level in themessageplusone. It alsochoosesthesender
of the messageasits parent, throughwhich it will route
messagesto theroot.

Eachof thesemotesthen rebroadcaststhe routing mes-
sage,insertingtheir own ids andlevels. Theroutingmes-
sage�oods down the treein this fashion,with eachnode
rebroadcastingthemessageuntil all nodeshave beenas-
signeda level anda parent. Theserouting messagesare
periodicallybroadcastfrom the root, so that the process
of topologydiscoverygoesoncontinuously. Thisconstant
topologymaintenancemakesit relatively easyto adaptto
network changescausedby mobility of certainnodes,or
to theadditionor deletionof motes.Wedescribeaspeci�c
topologymaintenanceprotocolusedfor our experiments
on lossin Section7.1 below. To maintainstability in the
network, parentsareretainedunlessa child doesnot hear
from themfor somelong periodof time,at whichpoint it

2Notethat,asanoptimization,it maybeusefulfor theroutinglayer
to limit theextentto whichqueriesarepropagatedbasedonpropertiesof
thequery– for example,ashort-livedqueryoverconstrainedgeographic
areaneednot besentto motesfar away from thatarea.Wereserve such
optimizationsfor futurework.

selectsa new parentusingthis sameprocess.We look in
moredetailat therobustnessof thisapproachwith respect
to lossandits effectonaggregatevaluesin Section7.

When a mote wishesto senda messageto the root, it
broadcastsa messageaddressedto its parent,which in
turn forwards the messageon to its parent,and so on,
eventuallyreachingtheroot. In Section4, we show how,
asdatais routedtowardstheroot, it canbecombinedwith
datafrom othermotesto ef�ciently combineroutingand
aggregation.Now, however, we turn to thesyntaxandse-
manticsof aggregatequeriesin TAG.

3 Query Model and Envir onment

Given our goal of allowing users to pose declarative
queriesover sensornetworks, we neededa languagefor
expressingsuchqueries.Ratherthaninventingour own,
we choseto adopta SQL-stylequery syntax. We sup-
port SQL-stylequeries(without joins) over a single ta-
ble calledsensors , whoseschemais known at thebase
station. As is the casein Cougar[23], this tablecanbe
thoughtof asanappend-onlyrelationaltablewith oneat-
tribute per input of the motes(e.g., temperature,light.)
In TAG, we focus on the problem of aggregatesensor
readings,thoughfacilitiesfor collectingindividualsensor
readingsalsoexist.

Beforedescribingthesemanticsof queriesin general,we
begin with anexamplequery. Considerauserwhowishes
to monitor the occupancy of the conferenceroomson a
particular�oor of a building, which shechoosesto do by
usingmicrophonesensorsattachedto motes,andlooking
for roomswheretheaveragevolumeis oversomethresh-
old (assumingthatroomscanhavemultiplesensors).Her
querycouldbeexpressedas:

SELECT AVG(volume),room FROMsensors
WHEREfloor = 6
GROUPBY room
HAVING AVG(volume) > threshold
EPOCHDURATION 30s

This query partitions moteson the 6th �oor according
to the room in which they are located(which may be a
hard-codedconstantin eachdevice,or maybedetermined
via somelocalizationcomponentavailableto thedevices.)
The querythenreportsall roomswheretheaveragevol-
umeis over a speci�ed threshold.Updatesaredelivered
every 30 seconds,althoughthe usermay deregister her
queryatany time.

In general,queriesin TAG have theform:
SELECT ������� ( ���
	�� ), attrs 
 FROMsensors

WHERE� selPreds 


GROUPBY � attrs 


HAVING � havingPreds 


EPOCHDURATION �

With theexceptionof theEPOCHDURATIONclause,the
semanticsof this statementaresimilar to SQL aggregate
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queries.TheSELECTclausespeci�esanarbitraryarith-
meticexpressionoveroneor moreaggregationattributes.
We expect that the commoncasehereis that ������� will
simply bethenameof a singleattribute. Attrs (option-
ally) selectstheattributesby whichthesensorreadingsare
partitioned; thesecanbeany subsetof attrs thatappear
in the GROUPBY clause.The syntaxof the ���	� clause
is discussedbelow; note that multiple aggreggatesmay
becomputedin a singlequery. TheWHEREclause�lters
out individualsensorreadingsbeforethey areaggregated.
Suchpredicatescan typically be executedlocally at the
motebeforereadingsarecommunicated,as in [23, 18].
The GROUPBY clausespeci�es an attribute basedpar-
titioning of sensorreadings.Logically, eachreadingbe-
longsto exactlyonegroup,andtheevaluationof thequery
is a tableof groupidenti�ers andaggregatevalues. The
HAVING clause�lters that table by suppressinggroups
thatdonot satisfythehavingPreds predicates.

The primary semanticdifferencebetweenTAG queries
andSQL queriesis that the outputof a TAG query is a
streamof values,ratherthana singleaggregatevalue(or
batchedresult). In monitoringapplications,suchcontin-
uousresultsareoftenmoreusefulthana single,isolated
aggregate,asthey allow usersto understandhow thenet-
work is behaving over time andobserve transienteffects
(such as messagelosses)that make individual results,
taken in isolation,hard to interpret. In thesestreamse-
mantics, eachrecordconsistsof one 
 groupid,aggregate
value� pair per group. Eachgroupis time-stampedand
thereadingsusedto computean aggregaterecordall be-
long to the sametime interval, or epoch. The duration
of eachepochis theargumentof theEPOCHDURATION
clause,which speci�es the amountof time (in seconds)
deviceswait beforeacquiringandtransmittingeachsuc-
cessive sample. This valuemay be as large as the user
desires;it must be at leastas long as the time it takes
for a moteto processandtransmita singleradiomessage
anddo somelocal processing– about30 ms (including
averageMAC backoff in a low-contentionenvironment)
for currentgenerationmotes(yielding a maximumsam-
ple rateof about33 samplespersecond.)In section4.1,
we discusssituationsthatrequirelongerlowerboundson
epochduration.

3.1 Structureof Aggregates

Theproblemof computingaggregatequeriesin largeclus-
tersof nodeshasbeenaddressedin thecontext of shared-
nothingparallelqueryprocessingenvironments[26]. Like
sensornetworks,thoseenvironmentsrequirethecoordina-
tion of a largenumberof nodesto processaggregations.
Thus,while theseverebandwidthlimitations,lossycom-
munications,and variable topology of sensornetworks

meanthat thespeci�c implementationtechniquesusedin
thetwo environmentsmustdiffer, it is still usefulto lever-
agethe techniquesfor aggregatedecompositionusedin
databasesystems[2, 35].

The approachused in such systems(and followed in
TAG) is to implement���	� via threefunctions:a merging
function� , aninitializer 
 , andanevaluator, � .

In general,� hasthefollowing structure:
���������	������������� ��!

where 
"�#� and 
"$%� aremulti-valuedpartial state
records, computedoveroneor moresensorvalues,repre-
sentingthe intermediatestateover thosevaluesthat will
berequiredto computeanaggregate. 
%&�� is thepartial-
staterecordresultingfrom the applicationof function �

to 
'�(� and 
'$)� . For example,if � is the merg-
ing function for AVERAGE, eachpartial staterecordwill
consistof apairof values:SUMandCOUNT, and � is spec-
i�ed asfollows, giventwo staterecords
+*-,/.102,�� and


3*546.70849� :
�	���;:=<>�@?�<A���B�C:	DE�@?5D8��!��8�C:=<GF�:�DH�I?�<GF�?5DJ�

The initializer 
 is neededto specifyhow to instantiatea
staterecordfor a single sensorvalue; for an AVERAGE
over a sensorvalue of � , the initializer 
7K��ML returnsthe
tuple 
N��.HOP� . Finally, the evaluator � takesa partial
staterecordandcomputesthe actualvalueof the aggre-
gate. For AVERAGE, the evaluator �QKR
S*A.70T� L simply
returns*VU60 .

Thesethreefunctionscaneasilybe derived for thebasic
SQL aggregates;in general,any operationthatcanbeex-
pressedascommutative applicationsof a binary function
is expressible.

3.2 Taxonomyof Aggregates

Given our basicsyntax and structureof aggregates,an
obvious questionremains:what aggregatefunctionscan
be expressedin TAG? The original SQL speci�cation
offers just � ve options: COUNT, MIN, MAX, SUM, and
AVERAGE. Althoughthesebasicfunctionsaresuitablefor
a wide rangeof databaseapplications,we did not wish to
constrainTAG to only thesechoices.For this reason,we
presentageneralclassi�cationof aggregatefunctionsand
show how thedimensionsof that classi�cationaffect the
performanceof TAG throughoutthe paper. We will as-
sumethatwhenaggregationfunctionsareregisteredwith
TAG, they areclassi�ed alongthe dimensionsdescribed
below.3

3We omit a detaileddiscussionof how new aggregate functions
are registeredwith motes. For now, aggregatesarepre-compiledinto
motes. Virtual-machinelanguagesrecentlyproposedfor TinyOS-style
[16] motescouldalsobeusedfor this purpose.



Appearingin 5thAnnualSymposiumonOperatingSystemsDesignandImplementation(OSDI).December, 2002. 5

MAX, MIN COUNT, SUM AVERAGE MEDIAN COUNTDISTINCT 4 HISTOGRAM5 Section

DuplicateSensitive No Yes Yes Yes No Yes Section7.5
Exemplary(E), Summary(S) E S S E S S Section6.2
Monotonic Yes Yes No No Yes No Section4.2
PartialState Distributive Distributive Algebraic Holistic Unique Content-Sensitive Section5.1

Table1: Classesof aggregates

We classify aggregatesaccordingto four propertiesthat
are particularly important to sensornetworks. Table 1
shows how speci�c aggregationfunctionscanbe classi-
�ed accordingto theseproperties,andindicatesthe sec-
tions of the paperwherethe variousdimensionsof the
classi�cationareemphasized.

The�rst dimensionis duplicatesensitivity. Duplicatein-
sensitiveaggregatesareunaffectedby duplicatereadings
from a singledevice while duplicatesensitiveaggregates
will changewhena duplicatereadingis reported.Dupli-
catesensitivity impliesrestrictionson network properties
andoncertainoptimizations,asdescribedin Section7.5.

Second,exemplaryaggregatesreturnoneor morerepre-
sentative valuesfrom the setof all values;summaryag-
gregatescomputesomeproperty over all values. This
distinctionis importantbecauseexemplaryaggregatesbe-
have unpredictablyin the faceof loss,and,for the same
reason,are not amenableto sampling. Conversely, for
summaryaggregates,theaggregateappliedto asubsetcan
betreatedasa robustapproximationof thetrueaggregate
value,assumingthateitherthesubsetis chosenrandomly,
or that thecorrelationsin thesubsetcanbeaccountedfor
in theapproximationlogic.

Third, monotonicaggregateshave thepropertythatwhen
two partial staterecords, �

, and �
4 , are combinedvia

� , the resulting state record �

�

will have the prop-
erty that either

�

�
,

.��
4

.1�	K��

�

L����
	�� K��QK��
,

L>.1�	K��
4

LBL or
�

�/,�.
�E4�.��QK��

�

L����
��� K �QK��/, L .��QK���4EL�L . This is impor-
tantwhendeterminingwhethersomepredicates(suchas
HAVING) canbeappliedin network, beforethe�nal value
of the aggregate is known. Early predicateevaluation
savesmessagesby reducingthedistancethatpartialstate
recordsmust�o w up theaggregationtree.

The fourth dimensionrelatesto the amountof statere-
quiredfor eachpartialstaterecord.For example,apartial
AVERAGErecordconsistsof apairof values,while apar-
tial COUNTrecordconstitutesonly asinglevalue.Though
TAG correctlycomputesany aggregatethat conformsto
thespeci�cationof � in Section3 above, its performance
is inverselyrelatedto theamountof intermediatestatere-
quiredperaggregate.The�rst threecategoriesof this di-
mension(e.g. distributive, algebraic,holistic) were ini-
tially presentedin work ondata-cubes[9].

� In Distributive aggregates,the partial stateis simply
the aggregatefor the partition of dataover which they
arecomputed.Hencethesizeof thepartialstaterecords

is thesameasthesizeof the�nal aggregate.
� In Algebraic aggregates,the partial staterecordsare
not themselvesaggregatesfor the partitions,but areof
constantsize.

� In Holistic aggregates,thepartialstaterecordsarepro-
portional in size to the setof datain the partition. In
essence,for holistic aggregatesno usefulpartialaggre-
gation can be done,and all the datamust be brought
togetherto beaggregatedby theevaluator.

� Uniqueaggregatesaresimilar to holistic aggregates,
exceptthat theamountof statethatmustbepropagated
is proportionalto the numberof distinct valuesin the
partition.

� In Content-Sensitiveaggregates, the partial state
recordsare proportionalin size to some(perhapssta-
tistical) property of the data values in the partition.
Many approximateaggregates proposedrecently in
the databaseliterature are content-sensitive. Exam-
plesof suchaggregatesinclude�x ed-widthhistograms,
wavelets,and so on; see[3] for an overview of such
functions.

In summary, we have classi�ed aggregatesaccordingto
their staterequirements,toleranceof loss,duplicatesen-
sitivity, andmonotonicity. We will referbackto this clas-
si�cation throughoutthetext, asthesepropertieswill de-
terminetheapplicabilityof communicationoptimizations
we presentlater. Understandinghow aggregates�t into
thesecategoriesis across-cuttingissuethatis critical (and
useful)in many aspectsof sensordatacollection.

Note that our formulation of aggregatefunctions,com-
binedwith thistaxonomy, is �e xibleenoughto encompass
awiderangeof sophisticatedoperations.For example,we
have implemented(in thesimulatordescribedin Section
5 below), anisobar�nding aggregate.This is aduplicate-
insensitive,summary, monotonic,content-sensitiveaggre-
gatethat builds a topologicalmap representingdiscrete
bandsof oneattribute(light, for example)plottedagainst
two otherattributes(x andy positionin somelocal coor-
dinatespace,for example.)

4TheHISTOGRAMaggregatesortssensorreadingsinto �x ed-width
buckets and returnsthe sizeof eachbucket; it is content-sensitive be-
causethe numberof buckets variesdependingon how widely spaced
sensorreadingsare.

5COUNTDISTINCT returnsthenumberof distinctvaluesreported
acrossall motes.
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3.3 Attrib ute Catalog

Queriesin TAG containnamedattributes. Somemecha-
nism is neededto allow usersto determinethe setof at-
tributesthey may query, andto allow motesto advertise
the attributesthey can provide. In TAG, we include on
eachmotea smallcatalog of attributes.This catalogcan
be searchedfor attributesof a speci�c name,or iterated
through.To limit theburdenof reportingcataloginforma-
tion from motes,we assumethe centralqueryprocessor
cachesor storestheattributesof all motesit mayaccess.

Whena TAG sensorreceivesa query, it convertsnamed
�elds into local catalog identi�ers. Nodes lacking at-
tributes speci�ed in the query simply tag missing at-
tributesasNULL in their resultrecords(alternatively, the
querycouldspecifythat the lacking nodeshouldopt out
of thequery.) This techniqueincreasesthe scalabilityof
large sensornetwork deploymentsas it doesnot require
all nodesto haveglobalknowledgeof all attributes.

As in relational databases,partial state recordsresult-
ing from the evaluationof a queryhave the samelayout
acrossall nodes. Thus, tuplesin TAG neednot be self-
describing;attribute namesare not carriedwith results,
leadingto asigni�cant reductionin theamountof datathat
mustbepropagatedwith eachtuple. At thesametime, it
is not necessaryfor all nodesto have identicalcatalogs,
which allows heterogeneoussensingcapabilitiesand in-
crementaldeploymentof motes.

Attributesin TAG may be direct representationsof sen-
sor values,suchas light or temperature,or may be in-
trospective, suchasremainingenergy or network neigh-
borhoodinformation. More generally, they canrepresent
time-varyingstatisticsoverlocalsensorvalues,suchasan
exponentiallydecayingaverageof the last � light read-
ings,or morecomplicatedattributessuchasa roomnum-
ber, GPScoordinate,or relativedistanceto someneighbor
from a localizationcomponent.Individualsoftwarecom-
ponentsin TinyOSchoosewhichattributesthey will make
available,andprovide anaccessorfunction for acquiring
thenext attributereading.

4 In Network Aggregates

Given the simple routing protocol from Section2.2 and
our querymodel,we now discussthe implementationof
thecoreTAG algorithmfor in network aggregation.

A naive implementationof sensornetwork aggregation
would be to use a centralized,server-basedapproach
where all sensorreadingsare sent to the basestation,
which thencomputesthe aggregates. In TAG, however,
we computeaggregatesin network whenever possible,
because,if properly implemented,this approachcan be

lower in numberof messagetransmissions,latency, and
power consumptionthanthe server-basedapproach.We
will measurethe advantageof in network aggregationin
Section5 below; �rst, we presentthe basicalgorithmin
detail. We �rst considerthe operationof the basicap-
proachin theabsenceof grouping;weshow how to extend
it with groupingin Section4.2.

4.1 Tiny Aggregation

TAGconsistsof two phases:adistributionphase,in which
aggregatequeriesarepusheddown into thenetwork, and
acollectionphase,wheretheaggregatevaluesarecontin-
ually routedup from childrento parents.Recallthatour
querysemanticspartition time into epochsof duration 
 ,
andthatwe mustproducea singleaggregatevalue(when
notgrouping)thatcombinesthereadingsof all devicesin
thenetwork duringthatepoch.

Givenour goalof usingasfew messagesaspossible,the
collection phasemust ensurethat parentsin the routing
tree wait until they have heardfrom their children be-
forepropagatinganaggregatevaluefor thecurrentepoch.
We will accomplishthis by having parentssubdivide the
epochsuchthatchildrenarerequiredto deliver their par-
tial staterecordsduring a parent-speci�edtime interval.
This interval is selectedsuchthatthereis enoughtime for
theparentto combinepartial staterecordsandpropagate
its own recordto its parent.

Whena mote � receivesa requestto aggregate, � , either
from anothermoteor from theuser, it awakens,synchro-
nizesits clockaccordingto timing informationin themes-
sage,andpreparesto participatein aggregation.In thetree
basedrouting scheme,� choosesthe senderof the mes-
sageas its parent. In addition to the information in the
query, � includesthe interval whenthe senderis expect-
ing to hearpartial staterecordsfrom � . � thenforwards
thequeryrequest� downthenetwork,settingthisdelivery
interval for childrento beslightly beforethetime its par-
entexpectsto see� 'spartialstaterecord.In thetree-based
approach,this forwardingconsistsof a broadcastof � , to
include any nodesthat did not hearthe previous round,
andincludethemaschildren(if it hasany.) Thesenodes
continueto forward the requestin this manner, until the
queryhasbeenpropagatedthroughoutthenetwork.

During theepochafterquerypropagation,eachmotelis-
tensfor messagesfrom its childrenduring the interval it
speci�ed whenforwardingthequery. It thencomputesa
partial staterecordconsistingof the combinationof any
child valuesit heardwith its own local sensorreadings.
Finally, during the transmissioninterval requestedby its
parent,themotetransmitsthis partial staterecordup the
network. Figure1 illustratestheprocess.Noticethatpar-
entslisten for longer than the transmissioninterval they
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Level 1
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Level 3

Level 4

Level 5

Time

Tree
Depth

Sensing and Processing,
Radio Idle
Delivery Interval
(Transmitting)

Listening/Receiving

Radio and Processor Idle

End of
Epoch

Start of
Epoch

Root

Figure1: Partial staterecords�owing up thetreeduring
anepoch.

speci�ed, to overcomelimitations in thequality of clock
synchronizationalgorithmsbetweenparentsandchildren.
In this way, aggregates�o w backup thetreeinterval-by-
interval. Eventually, a completeaggregatearrivesat the
root. During eachsubsequentepoch,a new aggregateis
produced. Notice that, for a signi�cant portion of each
epoch,motesareidle andcanentera low powerstate.

This schemebegsthequestionof how parentschoosethe
durationof theinterval in which they will receive values.
It needsto be long enoughsuchthatall of a node's chil-
drencanreport,but not so long that the epochendsbe-
fore nodesdeepin the treecanscheduletheir communi-
cation. Furthermore,longerintervalsrequireradiosto be
poweredup for moretime, which consumespreciousen-
ergy. In general,the properchoiceof durationfor these
intervalsis somewhatenvironmentspeci�c, asit depends
on the densityof radio cells and“bushiness”of the net-
work topology. For the purposesof the simulationsand
experimentsin this paper, we assumethe network hasa
maximumdepth

�

, andset the durationof eachinterval
to be(EPOCHDURATION)/

�

, with nodesat level 
 trans-
mitting during the 
���� interval. We rely on the TinyOS
MAC layer [32] to avoid collisionsbetweennodestrans-
mitting during thesameinterval. Note that this provides
a lower-boundontheEPOCHDURATIONandconstrains
themaximumsamplerateof thenetwork, sincetheepoch
mustbelongenoughfor partialstaterecordsfrom thebot-
tomof thetreeto propagateto theroot.

To increasethesamplerate,onecouldconsiderpipelining
the communicationsscheduleshown in Figure 1. With
pipelining,theoutputof thenetwork wouldbedelayedby
oneor moreepochs,assomenodeswould wait until the
next epochto reporttheaggregatesthey collectedduring
thecurrentepoch.In exchangefor suchdelays,theeffec-
tive samplerateof the systemis increased(for thesame
reasonthatpipelininga longprocessorstageincreasesthe
clock rateof a CPU.)We do not considersuchschemes

in detailhere;we discusseda fully-pipelinedapproachto
aggregationin a workshopsubmission[20].

In Section5.1 we show how TAG canprovide an order
of magnitudedecreasein communicationscostsover a
centralizedapproach.However, beforediscussingperfor-
mance,we extendtheapproachto supportgrouping.

4.2 Grouping

Grouping in TAG is functionally equivalent to the
GROUPBYclausein SQL: eachsensorreadingis placed
into exactlyonegroup,andgroupsarepartitionedaccord-
ing to anexpressionoveroneor moreattributes.Thebasic
groupingtechniqueis to pushthe expressiondown with
thequery, asknodesto choosethegroupthey belongto,
andthen,asanswers�o w back,updateaggregatevalues
in theappropriategroups.

Partialstaterecordsareaggregatedjustasin theapproach
describedabove,exceptthatthoserecordsarenow tagged
with a group id. When a node is a leaf, it appliesthe
groupingexpressionto computea groupid. It thentags
its partial staterecordwith the groupandforwardsit on
to its parent.Whena nodereceivesan aggregatefrom a
child, it checksthe groupid. If the child is in the same
groupasthe node,it combinesthe two valuesusing the
combiningfunction � . If it is in adifferentgroup,it stores
thevalueof thechild'sgroupalongwith its own valuefor
forwarding in the next epoch. If anotherchild message
arriveswith a valuein eithergroup,thenodeupdatesthe
appropriateaggregate. During the next epoch,the node
sendsthevalueof all thegroupsaboutwhich it collected
informationduring thepreviousepoch,combininginfor-
mation about multiple groupsinto a single messageas
longasmessagesizepermits.Figure2 showsanexample
of computingaquerygroupedby temperaturethatselects
averagelight readings.

Recallthatqueriesmaycontaina HAVINGclause,which
constrainsthesetof groupsin the�nal queryresult.This
predicatecansometimesbepassedinto thenetwork along
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Light: 10

Temp: 20
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Figure 2: A sensornetwork (left) with an in network,
groupedaggregate applied to it (right). Parenthesized
numbersrepresentnodesthatcontributeto theaverage
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with thegroupingexpression.The predicateis only sent
if it canpotentiallybeusedto reducethenumberof mes-
sagesthat mustbe sent: for example,if the predicateis
of the form MAX(attr) 
 x, then informationabout
groupswith MAX(attr) � x neednot be transmitted
up thetree,andsothepredicateis sentdown into thenet-
work. Whenanodedetectsthatagroupdoesnotsatisfya
HAVINGclause,it cannotify othernodesin thenetwork
of this information to suppresstransmissionandstorage
of valuesfrom that group. Note that HAVING clauses
canbepusheddown only for monotonicaggregates;non-
monotonicaggregatesarenotamenableto this technique.
However, notall HAVINGpredicatesonmonotonicaggre-
gatescanbepusheddown; for example,MAX(attr) �

x cannotbeappliedin thenetwork becauseanodecannot
know that,just becauseits local valueof � � �I� is lessthan

� , theMAXover theentiregroupis lessthan � .

Groupingintroducesan additionalproblem: the number
of groupscanexceedavailablestorageon any one(non-
leaf)device. Ourproposedsolutionis to evict oneor more
groupsfrom local storage.Onceaneviction victim is se-
lected, it is forwardedto the node's parent,which may
chooseto hold on to the group or continueto forward
it up the tree. Notice that a singlenodemay evict sev-
eralgroupsin a singleepoch(or thesamegroupmultiple
times,if a badvictim is selected).This is because,once
groupstorageis full, if only onegroupis evictedatatime,
a new eviction decisionmustbemadeevery time a value
representingan unknown or previously evictedgroupar-
rives. Becausegroupscanbe evicted, thebasestationat
thetopof thenetworkmaybecalleduponto combinepar-
tial groupsto form anaccurateaggregatevalue. Evicting
partially computedgroupsis known aspartial preaggre-
gation, asdescribedin [15].

Thus, we have shown how to partition sensorreadings
into anumberof groupsandproperlycomputeaggregates
over thosegroups,evenwhentheamountof groupinfor-
mationexceedsavailablestoragein any onedevice. We
will brie�y mentionexperimentswith groupingandgroup
evictionpoliciesin Section5.2.First,wesummarizesome
of theadditionalbene�tsof TAG.

4.3 Additional Advantagesof TAG

The principal advantageof TAG is its ability to dramat-
ically decreasethe communicationrequiredto compute
an aggregateversusa centralizedaggregationapproach.
However, TAG hasanumberof additionalbene�ts.

Oneof theseis its ability to toleratedisconnectionsand
loss. In sensorenvironments,it is very likely that some
aggregationrequestsor partial staterecordswill be gar-
bled,or thatdeviceswill moveor runoutof power. These

losseswill invariablyresultin somenodesbecominglost,
eitherwithouta parentor not incorporatedinto theaggre-
gation network during the initial �ooding phase. If we
includeinformationaboutqueriesin partialstaterecords,
lost nodescanreconnectby listeningto othernode'sstate
records– notnecessarilyintendedfor them– asthey �o w
up thetree.We revisit theissueof lossin Section7.

A secondadvantageof theTAG approachis that,in most
cases,eachmoteis requiredto transmitonly asinglemes-
sageperepoch,regardlessof its depthin theroutingtree.
In the centralized(non TAG) case,asdataconvergesto-
wardstheroot,nodesat thetop of thetreearerequiredto
transmitsigni�cantly moredatathannodesat the leaves;
their batteriesare drainedfasterand the lifetime of the
network is limited. Furthermore,becausethe top of the
routingtreemustforwardmessagesfor every nodein the
network, the maximumsamplerateof the systemis in-
verselyproportionalto thetotal numberof nodes.To see
this, considera radio channelwith a capacityof � mes-
sagesper second.If � motesareparticipatingin a cen-
tralizedaggregate,to obtaina samplerateof

�

samples
per second,���

�

messagesmust�o w throughthe root
during eachepoch. ���

�

mustbe no larger than � , so
thesamplerate

�

canbeat most ��U

� messagespermote
perepoch,regardlessof thenetwork density. Whenusing
TAG, the maximumtransmissionrate is limited instead
by theoccupancy of the largestradio-cell; in general,we
expectthateachcell will containfar fewer than � motes.

Yet anotheradvantageof TAG is that,by explicitly divid-
ing time into epochs,a convenientmechanismfor idling
theprocessoris obtained.Thelong idle timesin Figure1
show how this is possible;duringtheseintervals,theradio
andprocessorcanbe put into deepsleepmodesthat use
very little power. Of course,somebootstrappingphase
is neededwheremotescanlearnaboutqueriescurrently
in the system,acquirea parent,andsynchronizeclocks;
a simplestrategy involvesrequiringthateverynodewake
up infrequentlybut periodicallyto advertisethis informa-
tion andthatdevicesthathavenotreceivedadvertisements
from their neighborslisten for several times this period
betweensleepintervals. Researchon energy awareMAC
protocols[34] presentsa similar schemein detail. That
work alsodiscussesissuessuchastime synchronization
resolutionand the maximumsleepdurationto avoid the
adverseeffectsof clockskew on individualdevices.

Takenasawhole,theseTAG featuresprovideuserswith a
streamof aggregatevaluesthatchangesassensorreadings
and the underlyingnetwork change.Thesereadingsare
providedin anenergy andbandwidthef�cient manner.
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5 Simulation-BasedEvaluation

In this section,we presenta simulationenvironmentfor
TAG andevaluateits behavior using this simulator. We
alsohaveaninitial, real-world deployment;wediscussits
performanceat theendof thepaper, in Section8.

To studythealgorithmspresentedin this paper, we simu-
latedTAG in Java. Thesimulatormodelsmotebehavior at
a coarselevel: time is divided into unitsof epochs,mes-
sagesare encapsulatedinto Java objectsthat are passed
directly into nodeswithout any modelof thetime to send
or decode.Nodesareallowedto computeor transmitar-
bitrarily within a single epoch,and eachnodeexecutes
serially. Messagessentby all nodesduringoneepochare
deliveredin randomorderduringthenext epochto model
a parallelexecution. Note that this simulatorcannotac-
countfor certainlow-level propertiesof thenetwork: for
example,becausethereis no �ne-grainedmodelof time,
it is notpossibleto modelradiocontentionatabytelevel.

Our simulationincludesan interchangeablecommunica-
tion modelthatde�nes connectivity basedon geographic
distance. Figure 3 shows screenshotsof a visualization
componentof our simulation; eachsquarerepresentsa
singledevice,andshading(in theseimages)representsthe
numberof radiohopsthedevice is from theroot (center);
darker is closer. Wemeasurethesizeof networksin terms
of diameter, or width of thesensorgrid (in nodes).Thus,
a diameter50network contains2500devices.

We have run experimentswith three communications
models; 1) a simple model, where nodeshave perfect
(lossless)communicationwith their immediateneighbors,
which are regularly placed(Figure 3(a)), 2) a random
placementmodel(Figure3(b)), and3) a realistic model
that attemptsto capturethe actualbehavior of the radio
andlink layeron TinyOSmotes(Figure3(c).) In this last
model,noticethat the numberof hopsfrom a particular
nodeto the root is no longerdirectly proportionalto the
geographicdistancebetweenthe nodeand the root, al-
thoughthe two valuesarestill related. This modeluses
resultsfrom realworldexperiments[7] to approximatethe
actuallosscharacteristicsof theTinyOSradio.Lossrates
arehigh in in therealisticmodel:apair of adjacentnodes
losesmorethan20%of thetraf�c betweenthem.Devices
separatedby largerdistanceslosestill moretraf�c.

The simulatoralsomodelsthe costsof topologymainte-
nance: if a nodedoesnot transmita readingfor several
epochs(which will be thecasein someof our optimiza-
tionsbelow), thatnodemustperiodicallysendaheartbeat
to advertisethatit is still alive,sothatits parentsandchil-
drenknow to keeprouting datathroughit. The interval
betweenheartbeatscanbe chosenarbitrarily; choosinga
longer interval meansfewer messagesmustbe sent,but

(a)Simple (b) Random (c) Realistic

Figure3: TheTAG Simulator, with ThreeDifferentCom-
municationsModels,Diameter= 20.

requiresnodesto wait longerbeforedecidingthat a par-
ent or child hasdisconnected,making the network less
adaptableto rapidchange.

This simulationallows us to measurethe the numberof
bytes,messages,and partial staterecordssentover the
radio by eachmote. Sincewe do not simulatethe mote
CPU,it doesnot give usanaccuratemeasurementof the
numberof instructionsexecutedin eachmote. It does,
however, allow us to obtain an approximatemeasureof
thestaterequiredfor variousalgorithms,basedonthesize
of thedatastructuresallocatedby eachmote.

Unlessotherwisespeci�ed, our experimentsareover the
simpleradio topologyin which thereis no loss. We also
assumesensorvaluesdo not changeover thecourseof a
singlesimulationrun.

5.1 Performanceof TAG

In the �rst set of experiments,we comparethe perfor-
manceof theTAG in network approachto centralizedap-
proachesonqueriesfor thedifferentclassesof aggregates
discussedin Section3.2. Centralizedaggregateshave the
samecommunicationscost irrespective of the aggregate
function,sinceall datamustberoutedto theroot. For this
experiment,wecomparedthiscostto thenumberof bytes
requiredfor distributive aggregates(MAXand COUNT),
an algebraicaggregate(AVERAGE), a holistic aggregate
(MEDIAN), a content-sensitive aggregate(HISTOGRAM),
andauniqueaggregate(COUNTDISTINCT ); theresults
areshown in Figure4.

Valuesin this experimentrepresentthe steady-statecost
to extractanadditionalaggregatefrom thenetwork once
thequeryhasbeenpropagated;thecostto �ood a request
down thetreein not considered.

In our 2500 node(
�������

) network, MAXand COUNT
have thesamecostwhenprocessedin thenetwork, about
5000bytesperepoch(totaloverall nodes),sincethey both
sendjustasingleintegerperpartialstaterecord;similarly
AVERAGErequiresjust two integers,andthusalwayshas
doublethe cost of the distributive aggregates. MEDIAN
coststhe sameas a centralizedaggregate,about90000
bytesper epoch,which is signi�cantly more expensive
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thanotheraggregates,especiallyfor larger networks, as
parentshaveto forwardall of theirchildren'svaluesto the
root. COUNTDISTINCT is only slightly lessexpensive
(73000bytes),as thereare few duplicatesensorvalues;
a lessuniform sensor-valuedistribution would reducethe
cost of this aggregate. For the HISTOGRAMaggregate,
wesetthesizeof the�x ed-widthbucketsto be10; sensor
valuesrangedover the interval [0..1000]. At about9000
messagesper epoch,HISTOGRAMprovidesan ef�cient
meansfor extractinga densitysummaryof readingsfrom
thenetwork.

Note that the bene�t of TAG will be more or lesspro-
nounceddependingon the topology. In a �at, single-hop
environment,whereall motesaredirectlyconnectedto the
root, TAG is no betterthanthecentralizedapproach.For
a topologywhere � motesarearrangedin a line, central-
ized aggregateswill require �

4

U�� partial staterecordsto
betransmitted,whereasTAG will requireonly � records.

Thus,wehaveshown that,for oursimulationtopology, in
network aggregationcanreducecommunicationcostsby
an orderof magnitudeover centralizedapproaches,and
that, even in the worst case(suchas with MEDIAN), it
providesperformanceequalto thecentralizedapproach.

5.2 Grouping Experiments

We also ran several experimentsto measurethe perfor-
manceof groupingin TAG, focusingon the behavior of
variouseviction techniques.We tried a numberof simple
eviction policies,but foundthatthechoiceof policy made
little differencefor any of the sensor-valuedistributions
we tested– in the mostextremecase,the differencebe-
tweenthe bestandworst caseeviction policy accounted
for lessthan10% of the total messages.Due to the rel-
ative insigni�canceof theseresultsandspacelimitations,

weomit adetaileddiscussionof themeritsof variousevic-
tion policies.

6 Optimizations

In this section,we presentseveral techniquesto improve
the performanceandaccuracy of the basicapproachde-
scribedabove. Someof thesetechniquesarefunctionde-
pendent;that is, they canonly beusedfor certainclasses
of aggregates.Also notethat,in general,thesetechniques
canbeappliedin auser-transparentfashion,sincethey are
not explicitly a partof thequerysyntaxanddo not affect
thesemanticsof theresults.

6.1 Taking Advantageof A Shared Channel

In our discussionof aggregation algorithmsup to this
point, we have largely ignoredthe fact that motescom-
municateovera sharedradiochannel.Thefactthatevery
messageis effectively broadcastto all othernodeswithin
rangeenablesa numberof optimizationsthatcansigni�-
cantlyreducethenumberof messagestransmittedandin-
creasetheaccuracy of aggregatesin thefaceof transmis-
sionfailures.

In Section4.3,we saw anexampleof how a sharedchan-
nel can be usedto increasemessageef�ciency when a
nodemissesaninitial requestto begin aggregation:it can
initiateaggregationevenaftermissingthestartrequestby
snoopingon thenetwork traf�c of nearbynodes.Whenit
hearsanotherdevicereportinganaggregate,it canassume
it too shouldbeaggregating.By allowing nodesto exam-
ine messagesnot directly addressedto them, motesare
automaticallyintegratedinto the aggregation. Note that
snoopingdoesnot requirenodesto listenall thetime; by
listeningat prede�nedintervals(which canbeshortonce
a mote hastime-synchronizedwith its neighbors),duty
cyclescanbekeptquitelow.

Snoopingcanalsobeusedto reducethenumberof mes-
sagessentfor someclassesof aggregates.Considercom-
putingaMAXoveragroupof motes:if anodehearsapeer
reportinga maximumvalue greaterthan its local maxi-
mum,it canelectto not sendits own valueandbesureit
will notaffectingthevalueof the�nal aggregate.

6.2 HypothesisTesting

The snoopingexampleabove showed that we only need
to hearfrom a particularnodeif thatnode'svaluewill af-
fect theendvalueof theaggregate.For someaggregates,
this factcanbeexploitedto signi�cantly reducethenum-
ber of nodesthat needto report. This techniquecanbe
generalizedto anapproachwecall hypothesistesting. For
certainclassesof aggregates,if anodeis presentedwith a
guessasto thepropervalueof anaggregate,it candecide
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locally whethercontributing its readingandthe readings
of its childrenwill affect thevalueof theaggregate.

For MAX, MIN and other monotonic,exemplaryaggre-
gates,this techniqueis directly applicable. Thereare a
numberof waysit canbeapplied– thesnoopingapproach,
wherenodessuppresstheir local aggregatesif they hear
otheraggregatesthat invalidatetheir own, is one. Alter-
natively, the root of the network (or any subtreeof the
network) seekingan exemplarysensorvalue, suchas a
MIN, might computethe minimum sensorvalue � over
thehighestlevelsof thesubtree,andthenaborttheaggre-
gateandissuea new requestaskingfor valueslessthan

� over thewhole tree. In this approach,leaf nodesneed
not senda messageif their valueis greaterthanthemin-
imum observedover thetop

�

levels; intermediatenodes,
however, muststill forwardpartialstaterecords,soevenif
their valueis suppressed,they maystill have to transmit.

Assuming for a moment that sensorvalues are inde-
pendentanduniformly distributed,thena particularleaf
nodemusttransmitwith probability O/U

���

(where
�

is the
branchingfactor, so O U

���

is the numberof nodesin the
top

�

levels),which is quite low for evensmallvaluesof
�

. For bushyrouting trees,this techniqueoffersa signif-
icant reductionin messagetransmissions– a completely
balancedrouting treewould cut thenumberof messages
requiredto O U

�

. Of course,theperformancebene�t may
not beassubstantialfor other, non-uniform,sensorvalue
distributions;for instance,a distribution in which all sen-
sor readingsareclusteredaroundthe minimum will not
allow many messagesto be saved by hypothesistesting.
Similarly, lessbalancedtopologies(e.g. a line of nodes)
will notbene�t from thisapproach.

For summary aggregates, such as AVERAGE or
VARIANCE, hypothesistesting via a guess from the
root can be applied, althoughthe messagesavings are
not asdramaticaswith monotonicaggregates.Note that
the snoopingapproachcannotbe used: it only applies
to monotonic, exemplary aggregateswhere valuescan
be suppressedlocally without any information from a
centralcoordinator. To obtainany bene�t with summary
aggregatesandhypothesistesting,theusermustde�ne a
�x ed-sizeerrorboundthatheor sheis willing to tolerate
over thevalueof theaggregate;this error is sentinto the
network alongwith thehypothesisvalue.

Considerthecaseof anAVERAGE: any devicewhosesen-
sorvalueis within theerrorboundof thehypothesisvalue
neednot answer– its parentwill then assumeits value
is the sameas the approximateanswerand count it ac-
cordingly (to apply this techniquewith AVERAGE, par-
entsmustknow how many childrenthey have.) It canbe
shown thatthetotalcomputedaveragewill notbeoff from
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Figure5: Bene�t of HypothesisTestingfor MAX

theactualaverageby morethantheerrorbound,andleaf
nodeswith valuescloseto theaveragewill notberequired
to report.Obviously, thevalueof this schemedependson
the distribution of sensorvalues. In a uniform distribu-
tion, the fraction of leavesthat neednot reportapproxi-
matesthe sizeof the error bounddivided by the sizeof
the sensorvaluedistribution interval. If valuesarenor-
mally distributed,a muchlarger fractionof leavesdo not
report.

We conducteda simpleexperimentto measurethe ben-
e�t of hypothesistestingandsnoopingfor a MAXaggre-
gate. The resultsareshown in Figure5. In this exper-
iment, sensorvalueswereuniformly distributedover the
range[0..100],andahypothesiswasmadeattheroot. No-
tice that the performancesavings arenearlytwo-fold for
a hypothesisof 90. We comparedthe hypothesistesting
approachwith the snoopingapproach(which will be ef-
fective even in a non-uniformdistribution); surprisingly,
snoopingbeatthe otherapproachesby offering a nearly
three-fold performanceincreaseover the no-hypothesis
case.This is becausein thedenselypackedsimplenode
distribution, mostdeviceshave threeor more neighbors
to snoopon, suggestingthat only aboutone in four de-
viceswill have to transmit. With topologymaintenance
andforwardingof child valuesby parents,thesavingsby
snoopingis reducedto a factorof three.

7 Impr oving Toleranceto Loss

Up to this point in our experimentswe useda reliable
environment where no messageswere droppedand no
nodesdisconnectedor went of�ine. In this section,we
addressthe problem of loss and its effect on the algo-
rithms presentedthusfar. Unfortunately, unlike in tradi-
tionaldatabasesystems,communicationlossis aa factof
life in thesensordomain;thetechniquesdescribedin the
sectionseekto mitigatethatloss.
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7.1 TopologyMaintenanceand Recovery

TAG is designedto sit on top of a shifting network topol-
ogy that adaptsto the appearanceand disappearanceof
nodes. Although a study of mechanismsfor adapting
topologyis not centralto this paper, for completenesswe
describea basictopology maintenanceand recovery al-
gorithmwhich we usein bothour simulationandimple-
mentation.This approachis similar to techniquesusedin
practicein existing TinyOS sensornetworks, and is de-
rivedfrom thegeneraltechniquesproposedin thead-hoc
networking literature[28, 22].

Networking faults are monitoredand adaptedto at two
levels: First, eachnodemaintainsa small, �x edsizedlist
of neighbors,andmonitorsthequality of thelink to each
of thoseneighborsby trackingthe proportionof packets
received from eachneighbor. This is donevia a locally
uniquesequencenumberassociatedwith eachmessageby
its sender. Whenanode� observesthatthelink quality to
its parent� is signi�cantly worsethanthatof someother
node �

�

, it chooses�

�

as its new parentif �

�

is asclose
or closerto the root as � and �

�

doesnot believe � is its
parent(thelattertwo conditionspreventroutingcycles.)

Second,whena nodeobservesthat it hasnot heardfrom
its parentfor some�x ed period of time (relative to the
epochdurationof thequeryit is currentlyrunning),it as-
sumesits parenthasfailed or moved away. It resetsits
local level (to � ) andpicksa new parentfrom theneigh-
bor table accordingto the quality metric usedfor link-
quality. Notethat this cancausea parentto selecta node
in theroutingsubtreeunderneathit asits parent,sochild
nodesmustreselecttheir parent(asthougha failure had
occurred)whenthey observe thattheir own parent's level
hasgoneup.

Note that switching parentsdoesnot introducethe pos-
sibility of multiple recordsarriving from a single node,
as eachnodetransmitsonly onceper epoch(even if it
switchesparentsduringthatepoch.)Parentswitchingcan
causetemporarydisconnections(andthusadditionallost
records)in thetopology, however, dueto childrenselect-
ing anew parentwhentheir parent's level goesup.

7.2 Effectsof A SingleLoss

We �rst studytheeffect thata singledevice goingof�ine
hasonthevalueof theaggregate;thisisanimportantmea-
surementbecauseit givessomeintuition aboutthemagni-
tudeof errorthatasinglelosscangenerate.Notethat,be-
causewearedoinghierarchicalaggregation,asinglemote
goingof�ine causestheentiresubtreerootedatthenodeto
be(at leasttemporarily)disconnected.In this �rst exper-
imentwe usedthesimpletopology, with sensorreadings
chosenfrom theuniform distribution over [1..1000]. Af-
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Figure 6: Effect of a SingleLosson Various Aggregate
Functions. Computedover a total of 100 runs at each
point. Errorbarsindicatestandarderrorof themean,95%
con�denceintervals.

ter runningthesimulationfor severalepochs,weselected,
uniformly andat a random,a nodeto disable.In this en-
vironment,childrenof thedisablednodeweretemporar-
ily disconnectedbut eventually their valueswerereinte-
gratedinto theaggregateoncethey rediscoveredtheirpar-
ents.Notethat theamountof time takenfor lost nodesto
reintegrateis directly proportionalto thedepthof thelost
node,so we did not measureit experimentally. Instead,
we measuredthemaximumtemporarydeviation from the
truevalueof theaggregatethatthelosscausedin theper-
ceivedaggregatevalueat theroot duringany epoch.This
maximumwascomputedby performing100runsat each
datapoint andselectingthe largesterror reportedin any
run. We also report the averageof the maximumerror
acrossall 100runs.

Figure6 shows the resultsof this experiment. Note that
themaximumloss(Figure6(a))is highly variableandthat
someaggregatesareconsiderablymoresensitive to loss
thanothers.COUNT, for instance,hasavery largeerrorin
theworstcase:if a nodethatconnectstheroot to a large
portionof thenetwork is lost, thetemporaryerrorwill be
very high. Thevariability in maximumerror is becausea
well connectedsubtreeis not alwaysselectedasthe vic-
tim. Indeed,assumingsomeuniformity of placement(e.g.
the devices are not arrangedin a line), as the network
size increases,the chancesof selectingsucha nodego
down, sincea largerproportionof thenodesaretowards
theleavesof thetree.In theaveragecase(Figure6(b)),the
errorassociatedwith aCOUNTis notashigh: mostlosses
do not result in a large numberof disconnections.Note
thatMIN is insensitive to lossin thisuniformdistribution,
sinceseveralnodesareat or nearthetrueminimum. The
errorfor MEDIANandAVERAGEis lessthanCOUNTand
morethanMIN: botharesensitive to thevariationsin the
numberof nodes,but notasdramaticallyasCOUNT.

7.3 Effect of RealisticCommunication

In thesecondexperiment,weexaminehow well TAG per-
forms in the realisticsimulationenvironment(discussed
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in Section5 above). In suchan environment, without
sometechniqueto counteractloss,a largenumberof par-
tial staterecordswill invariablybedroppedandnot reach
the root of the tree. We ran an experimentto measure
the effect of this loss in the realistic environment. The
simulationranuntil the�rst aggregatearrivedat theroot,
andthentheaveragenumberof motesinvolvedin theag-
gregateover the next several epochswasmeasured.The
“No Cache”line of Figure 7 shows the performanceof
this approach;at diameter10, about40% of the partial
staterecordsarere�ected in theaggregateat theroot; by
diameter50, this percentagehasfallen to lessthan10%.
Performancefalls off asthenumberof hopsbetweenthe
averagenodeandtheroot increases,sincetheprobability
of lossis compoundedby eachadditionalhop. Thus,the
basicTAG approachpresentedso far, runningon current
prototypehardware(with its very high lossrates),is not
highly tolerantto loss,especiallyfor largenetworks.Note
thatany centralizedapproachwould suffer from thesame
lossproblems.

7.4 Child Cache

To improve the quality of aggregates, we proposea
simple caching scheme: parentsrememberthe partial
staterecordstheir childrenreportedfor somenumberof
rounds,andusethoseprevious valueswhennew values
are unavailable due to lost child messages.As long as
the durationof this memoryis shorterthan the interval
at which childrenselectnew parents,this techniquewill
increasethe numberof nodesincludedin the aggregate
without over-counting any nodes. Of course,caching
tendsto temporallysmearthe aggregatevaluesthat are
computed,reducingthe temporalresolutionof individ-
ual readingsandpossiblymakingcachingundesirablefor
someworkloads.Notethatcachingis asimpleform of in-
terpolationwheretheinterpolatedvalueis thesameasthe
previousvalue.Moresophisticatedinterpolationschemes,
suchascurve �tting or statisticalobservationsbasedon
pastbehavior, couldbealsobeused.

We conductedsomeexperimentsto show the improve-
mentcachingoffersover thebasicapproach;we allocate
a �x ed sizebuffer at eachnodeandmeasuretheaverage
numberof devicesinvolvedin theaggregationasin Sec-
tion 7.3 above. The resultsare shown in the top three
linesof Figure7 – noticethateven� ve epochsof cached
stateoffer a signi�cant increasein the numberof nodes
countedin any aggregate,andthat15roundsincreasesthe
numberof nodesinvolved in thediameter50 network to
70%(versuslessthan10%without a cache).Asidefrom
thetemporalsmearingdescribedabove, therearetwo ad-
ditional drawbacksto caching;First, it usesmemorythat
could be usedfor groupstorage.Second,it setsa mini-
mumboundon thetime thatdevicesmustwait beforede-
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terminingtheirparenthasgoneof�ine; giventhebene�t it
providesin termsof accuracy, however, webelieveit to be
usefuldespitethesedisadvantages.Thesubstantialbene�t
of this techniquesuggeststhatallocatingRAM to applica-
tion level cachingmaybemorebene�cial thanallocating
it to lower-level schemesfor reliablemessagedelivery, as
suchschemescannottake advantageof the semanticsof
thedatabeingtransmitted.

7.5 UsingAvailable Redundancy

Becausetheremay be situationswherethe RAM or la-
tency costsof thechild cachearenotdesirable,it is worth-
while to look atalternativeapproachesfor improving loss
tolerance.In thissection,weshow how thenetwork topol-
ogycanbeleveragedto increasethequalityof aggregates.
Considera motewith two possiblechoicesof parent:in-
steadof sendingits aggregatevalueto just oneparent,it
cansendit to both parents. A nodecaneasilydiscover
that it hasmultiple parentsby building a list of nodesit
hasheardthatareonestepcloserto the root. Of course,
for duplicate-sensitiveaggregates(seeSection3.2),send-
ing resultsto multiple parentshasthe undesirableeffect
of causingthenodeto becountedmultiple times.Theso-
lution to this is to sendpartof theaggregateto oneparent
andtherestto theother. Considera COUNT; a motewith

���

O childrenandtwo parentscansenda COUNTof �

U��

to bothparentsinsteadof a countof � to a singleparent.
Generally, if theaggregatecanbelinearlydecomposedin
this fashion,it is possibleto broadcastjust a singlemes-
sagethatis receivedandprocessedby bothparents,sothis
schemeincursnomessageoverheads,aslongasbothpar-
entsareat thesamelevel andrequestdatadeliveryduring
thesamesub-interval of theepoch.

A simplestatisticalanalysisrevealstheadvantageof do-
ing this: assumethatamessageis transmittedwith proba-
bility � , andthat lossesareindependent,sothat if a mes-
sage� from node � is lost in transitionto parent

�

, , it is
nomorelikely to belost in transitto

�

4 . 6 First, consider

6Although independentfailuresarenot always a valid assumption,
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thecasewhere � sends� to a singleparent;theexpected
valueof the transmittedcountis �

� � (0 with probabil-
ity KBO

�

�ML and � with probability � ), andthevarianceis
�

4

�

�

�

KRO

�

�ML , sincethesearestandardBernoulli trials
with a probabilityof success� multipliedby a constant� .
For thecasewhere � sends�

U�� to bothparents,linearity
of expectationtellsustheexpectedvalueis thesumof the
expectedvaluethrougheachparent,or �

�

�

���

U��

�

�

��� .
Similarly, we cansumthevariancesthrougheachparent:

var =
���

�����

�

!

D

���	�

��

�

�

!

=
�

D

�

�����	�

��
��

�

!

Thus,thevarianceof themultiple parentCOUNTis much
lessthanwith just a singleparent,althoughits expected
valueis the same.This is becauseit is muchlesslikely
(assumingindependence)for themessageto bothparents
to be lost, anda single losswill lessdramaticallyaffect
thecomputedvalue.

We ran an experimentto measurethe bene�t of this ap-
proachin therealistictopologyfor COUNTwith anetwork
diameterof 50. We measuredthe numberof devicesin-
volved in theaggregationover a 50 epochperiod. When
sendingto multiple parents,the meanCOUNTwas 974
( �

����� �

), while whensendingto only oneparent,the
meanCOUNTwas94 ( �

���

O ). Surprisingly, sendingto
multiple parentssubstantiallyincreasesthe meanaggre-
gatevalue; most likely this is dueto the fact that losses
arenot truly independentaswe assumedabove.

This techniqueappliesequally well to any distributive
or algebraic aggregate. For holistic aggregates, like
MEDIAN, this techniquecannotbe applied,sincepartial
staterecordscannotbeeasilydecomposed.

8 Prototype Implementation

Basedon the encouragingsimulation resultspresented
above, we have built an implementationof TAG for
TinyOS Mica motes[19]. The implementationdoesnot
currentlyincludemany of theoptimizationsdiscussedin
this paper, but containsthe coreTAG aggregationalgo-
rithm andcatalogsupportfor queryingarbitraryattributes
with simplepredicates.In this section,we brie�y sum-
marizeresultsfrom experimentswith this prototype,to
demonstratethat thesimulationnumbersgivenabove are
consistentwith actualbehavior andto show thatsubstan-
tial messagereductionsover a centralizedapproachare
possiblein a realimplementation.

Theseexperimentsinvolved sixteenmotesarrangedin a
depthfour tree,computinga COUNTaggregateover 150
4-secondepochs(a 10 minute run.) No child caching
or snoopingtechniqueswere used. Figure 8 shows the

they will occurwhenlocal interferenceis thecauseof loss.For example,
ahiddennodemaygarblecommunicationto �

<

butnot �

D

, oroneparent
maybein theprocessof usingtheradiowhenthemessagearrives.
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COUNTobserved at the root for a centralizedapproach,
whereall messagesareforwardedto the root, versusthe
in network TAG approach. Notice that the quality of
the aggregateis substantiallybetterfor TAG; this is due
to reducedradio contention. To measurethe extent of
contentionand comparethe messagecostsof the two
schemes,we instrumentedmotesto reportthenumberof
messagessentandreceived.Thecentralizedapproachre-
quired4685messages,whereasTAG requiredjust 2330,
representinga 50% communicationsreduction. This is
lessthan the order-of-magnitudeshown in Figure 4 for
COUNTbecauseour prototypenetwork topology had a
higheraveragefanoutthanthesimulatedenvironment,so
messagesin the centralizedcasehadto be retransmitted
fewer times to reachthe root. Per hop loss rateswere
about5% in the in network approach.In the centralized
approach,increasednetwork contentiondrove theseloss
ratesto 15%. The poor performanceof the centralized
caseis dueto themultiplicativeaccumulationof loss,such
thatonly 45% of themessagesfrom nodesat thebottom
of theroutingtreearrivedat to theroot.

Thiscompletesourdiscussionof algorithmsfor TAG. We
now turn to theextensive relatedwork in thenetworking
anddatabasecommunities.

9 RelatedWork

The databasecommunityhasproposeda numberof dis-
tributedandpush-down basedapproachesfor aggregates
in databasesystems[26, 33], but theseuniversallyassume
a well-connected,low-losstopologythatis unavailablein
sensornetworks. None of thesesystemspresenttech-
niquesfor loss toleranceor power sensitivity. Further-
more,theirnotionof aggregatesis not tied to a taxonomy,
andso techniquesfor transparentlyapplyingvariousag-
gregationandroutingoptimizationsarelacking. Thepar-
tial preaggregationtechniques[15] usedto enablegroup
eviction wereproposedasa techniqueto dealwith very
largenumbersof groupsto improvetheef�ciency of hash
joinsandotherbucket-baseddatabaseoperators.
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The �rst threecomponentsof thepartial-statedimension
of thetaxonomypresentedin Section3.2 (e.g. algebraic,
distributive, andholistic) wereoriginally developedasa
partof theresearchondata-cubes[9]; theduplicatesensi-
tivity, exemplaryvs. summary, andmonotonicitydimen-
sions, as well as the uniqueand content-sensitive state
componentsof partial-stateare our own addition. [29]
discussesonlineaggregation[11] in thecontext of nested-
queries;it proposesoptimizationsto reducetuple-�ow be-
tweenouterandinnerqueriesthatbearsimilaritiesto our
techniqueof pushingHAVINGclausesinto thenetwork.

With respectto querylanguage,ourepochbasedapproach
is relatedto languagesand models from the Temporal
Databaseliterature;see[27] for asurvey of relevantwork.
TheCougarprojectat Cornell[23] discussesqueriesover
sensornetworks,asdoesourown work onFjords[18], al-
thoughthe formeronly considersmoving selections(not
aggregates)into thenetwork andneitherpresentsspeci�c
algorithmsfor usein sensornetworks.

Literatureon active networks[30] identi�ed the ideathat
the network could simultaneouslyroute and transform
data,ratherthansimplyservingasanend-to-enddatacon-
duit. The recentSIGCOMM paperon ESP[4] provides
a constrainedframework for in network aggregation-like
operationsin a traditional network. Within the sensor
network community, work on networksthatperformdata
analysisis largely due to the USC/ISI andUCLA com-
munities. Their work on directed diffusion [13] dis-
cussestechniquesfor moving speci�c piecesof informa-
tion from one place in a network to another, and pro-
posesaggregation-likeoperationsthatnodesmayperform
as data �o ws through them. Their work on low-level-
naming[10] proposesa schemefor imposingnamesonto
relatedgroupsof devicesin a network, in muchthe way
that our schemepartitionssensornetworks into groups.
Work on greedyaggregation [12] discussesnetworking
protocolsfor routingdatato improve theextent to which
datacanbe combinedas it �o ws up a sensornetwork –
it provideslow level techniquesfor building routingtrees
thatcouldbeusefulin computingTAG styleaggregates.

Thesepapersrecognizethataggregationdramaticallyre-
ducesthe amount of data routed through the network
but presentapplication-speci�csolutionsthat, unlike the
declarativequeryapproachapproachof TAG, donotoffer
aparticularlysimpleinterface,�e xible namingsystem,or
any genericaggregationoperators.Becauseaggregationis
viewedasanapplication-speci�coperationin diffusion,it
mustalwaysbecodedin a low-level language.Although
someTAG aggregatesmay also be application-speci�c,
we ask that usersprovide certainfunctional guarantees,
suchascomposabilitywith otheraggregates,anda clas-
si�cation of semantics(quantity of partial state,mono-

tonicity, etc.) which enabletransparentapplicationof
variousoptimizationsand createthe possibility of a li-
brary of commonaggregatesthat TAG userscan freely
apply within their queries. Furthermore,directeddiffu-
sionputsaggregationAPIsin theroutinglayer, sothatex-
pressingaggregatesrequiresthinkingabouthow datawill
be collected,ratherthanjust whatdatawill be collected.
Thisis similarto old-fashionedqueryprocessingcodethat
thoughtaboutnavigatingamongrecordsin thedatabase–
by contrast,our goal is to separatethe expressionof ag-
gregation logic from the detailsof routing. This allows
usersto focuson applicationissuesandenablesthe sys-
temto dynamicallyadjustroutingdecisionsusinggeneral
(taxonomic)informationabouteachaggregationfunction.

Networking protocols for routing data in wirelessnet-
works are very popularwithin the literature [14, 1, 8],
however, noneof themaddresshigherlevel issuesof data
processing,merelytechniquesfor datarouting. Our tree-
basedrouting approachis clearly inferior to theseap-
proachesfor peer to peer routing, but works well for
the aggregationscenarioswe are focusingon. Work on
(N)ACKs (and suppressionthereof)in scalable,reliable
multicasttrees[6, 17] bearssomesimilarity to theprob-
lem of propagatingan aggregate up a routing tree in
TAG. Thesesystems,however, consideronly �x ed, lim-
ited typesof aggregates(e.g. ACKs or NAKs for regions
or recovery groups.) Finally, we presentedan early ver-
sionof this work in aworkshoppublication[20].

10 Conclusions
In summary, we have shown how declarative aggregate
queriescan be distributed and ef�ciently executedover
sensornetworks.Our in network approachcanprovidean
orderof magnitudereductionin bandwidthconsumption
over approacheswheredatais aggregatedandprocessed
centrally. Thedeclarativequeryinterfaceallowsend-users
to takeadvantageof thisbene�t for awiderangeof aggre-
gateoperationswithout having to modify low-level code
or confrontthedif�culties of topologyconstruction,data
routing,losstolerance,or distributedcomputing.Further-
more,this interfaceis tightly integratedwith thenetwork,
enablingtransparentoptimizationsthat further decrease
messagecostsandimprovetoleranceto failureandloss.

We plan to extendthis work asthedatacollectionneeds
of thewirelesssensorcommunityevolve. We aremoving
towardsanevent-drivenmodelwherequeriescanbe ini-
tiatedandresultscollectedin responseto externalevents
in the interior of the network, with the resultsof those
internal sub-queriesbeing aggregatedacrossnodesand
shippedto pointson thenetwork edge.

As sensornetworks becomemore widely deployed, es-
pecially in remote, dif�cult to administer locations,
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bandwidth-and power-sensitive methodsto extract data
from thosenetworkswill becomeincreasinglyimportant.
In suchscenarios,theusersareoftenscientistswho lack
�uency in embeddedsoftwaredevelopmentbut areinter-
estedin using sensornetworks to further their own re-
search.For suchusers,high-levelprogramminginterfaces
area necessity;theseinterfacesmustbalancesimplicity,
expressiveness,andef�ciency in order to meetdatacol-
lectionandbatterylifetime requirements.Giventhis bal-
ance,we seeTAG as a very promisingservicefor data
collection:thesimplicity of declarativequeries,combined
with theability of TAG to ef�ciently optimizeandexecute
themmakesit a goodchoicefor a wide rangeof sensor
network dataprocessingsituations.
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