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Abstract

We presentthe Tiny AGgregation(TAG) servicefor ag-
gregation in low-power, distributed, wireless erviron-
ments. TAG allows usersto expresssimple, declaratve
gueriesandhave themdistributedandexecutedef ciently
in networks of low-power, wirelesssensors.We discuss
variousgenericpropertiesof aggreyates,and shov how
thosepropertiesaffect the performancesf our in network
approach.We include a performancestudy demonstrat-
ing the advantagesf our approachover traditional cen-
tralized,out-of-network methodsanddiscussa variety of
optimizationsfor improving the performanceand fault-
toleranceof the basicsolution.

1 Intr oduction

Recentadvancesn computingtechnologyhave led to the
productionof a new classof computingdevice: thewire-
less,batterypowered,smartsensol25]. Thesenew sen-
sorsareactive, full edged computerscapablenotonly of
measuringeal world phenomendut also Itering, shar
ing, and combiningthosemeasurementsOne example
of suchsmall sensordevices are the motesunderdevel-
opmentat UC Berkeley. Currentgenerationmotesare
roughly2cmx 4cmx 1lcmandareequippedwith aradio,
a processagrmemory a smallbatterypack,anda suite of
sensors.The moteoperatingsystem,TinyOS, providesa
setof primitivesdesignedo facilitate the deploymentof
motesin ad-hocnetworks. In suchnetworks, devicescan
identify eachother and route datawithout prior knowl-
edgeof or assumption@boutthe network topology, al-
lowing the network topologyto changeasdevicesmove,
runoutof power, or experienceshiftingwavesof interfer
ence.

Dueto therelative easeof deploymentof mote-baseden-
sor networks, practitionersin a variety of elds have be-
gun consideringhemfor a rangeof monitoringanddata
collectiontasks. For example: civil engineersare using
motesto monitor building integrity during earthquaks
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[31]; biologistsareplanningmotedeploymentsfor habitat
monitoring[21, 5]; administratorf large computerclus-
tersareinterestedn usingmotesto monitorthetempera-
tureandpower usagdn their datacenters.

All of thesesensorapplicationsdependon the ability to

extractdatafrom the network. Often, this dataconsistsof

summarieqor aggreyations)ratherthanraw sensoread-
ings. Otherresearcherbave notedtheimportanceof data
aggreationin sensonetworks[13, 10, 12]. Thisprevious
work hastendedto view aggreationas an application-
speci ¢ mechanisnthat would be programmednto the
devices on an as-neededasis, typically in errorprone,
low-levellanguagetik e C. In contrastpur positionis that
becauseaggreyationis so centralto emeging sensomet-
work applications,it mustbe provided asa core service
by the systemsoftware. Insteadof a setof extensibleC

APIs, we believe this serviceshouldconsistof a generic,
easilyinvoked high-level programmingabstraction.This
approactenablesisersof sensomnetworks,who oftenare
not networking expertsor evencomputerscientiststo fo-

cuson their applicationsfree from the idiosyncrasieof

theunderlyingembeddedSandhardware.

1.1 The TAG Approach

We have developedTiny AGgregation (TAG), a generic
aggreyationservicefor adhocnetworksof TinyOSmotes.
Therearetwo essentiahttributesof this service. First, it

providesasimple,declaratve interfacefor datacollection
andaggreation,inspiredby selectiorandaggreyationfa-

cilities in databasequery languages. Second,it intelli-

gently distributesandexecutesaggreyationqueriesin the
sensometwork in atime andpower-ef cient manneyand
is sensitve to the resourceconstraintsandlossy commu-
nicationpropertieof wirelesssensonetworks. TAG pro-

cessesaggraeatesin the networkby computingover the
dataasit o ws throughthe sensorsdiscardingirrelevant
dataandcombiningrelevantreadingsnto morecompact
recordswhenpossible.

TAG operatesasfollows: usersposeaggreyationqueries
from a powered,storage-richhasestationOperatorghat
implementthe query are distributedinto the network by
piggybackingon theexisting ad hocnetworking protocol.
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Sensorsoutedatabacktowardstheuserthrougharouting
treerootedat the basestationAs data o ws up this tree,
it is aggreyatedaccordingto anaggreationfunctionand
value-basegartitioningspeci edin thequery As anex-
ample,considera querythat countsthe numberof nodes
in a network of indeterminatesize. First, the requestto
countis injectedinto thenetwork. Then,eachleafnodein
thetreereportsa countof 1 to their parent;interior nodes
sumthecountof their children,add1 to it, andreportthat
valueto their parent.Countspropagateup thetreein this
manneyand o w outattheroot.

1.2 Overview of the Paper

Thecontrikutionsof this paperarefour-fold: rst, we pro-
poseasimple,SQL-like declaratve languagdor express-
ing aggreyation queriesover streamingsensordataand
identify key propertieof aggreyationfunctionsthataffect
theextentto whichthey canbeef ciently processethside
the network. Second,we demonstratdhown suchin net-
work executioncanyield anorderof magnitudereduction

in communicationcomparedto centralizedapproaches.

Third, we shav that by adoptinga well-de ned, declar
ative query languageas a level of abstractionbetween
the userand speci ¢ networking and routing protocols,
anumberof optimizationscanbetransparenthappliedto
further reducethe datademandson the system. Finally,
we shaw thatour focuson a high-level languagdeadsto
useful end-to-endiechniquedor reducingthe effects of
network losson aggreyateresults.

The remainderof the paperis structuredas follows. In
the next section,we brie y review the TinyOS hardware
and software ervironment. Then, we discussthe syntax
andsemantic®f queriesn TAG andclassifythetypesof
aggrejatessupportedy the systemfocusingonthechar
acteristicof aggreyateghatimpacttheirperformancend
fault tolerance.We thenpresenthe core TAG algorithm
and shov how our solution satis es the query require-
mentswhile providing performanceandtoleranceto net-
work faults. We discussseveraloptimizationsfor improv-
ing the performanceof the basicapproach.Additionally,
we include experimentalresultsdemonstratindhe effec-
tivenessandrobustnes®f our algorithmsin a simulation
ervironment,aswell asa brief studyof a real-world de-
ploymenton TinyOS motes. Finally, we discussrelated
work andconclude.

2 Motesand Ad-Hoc Networks

In this section,we provide a brief overvien of the mote
hardwarearchitecturethe TinyOS systemandanad hoc
routingalgorithmfor mote-basedensomnetworks.

2.1 Motes

Current generationTinyOS motes are equippedwith a
4Mhz Atmel microprocessowith 4 kB of RAM and128
kB of codespacea 917 MHz RFM radio runningat 50
kb/s,and512kB of EEPROM. An expansionslotaccom-
modatesa variety of sensoiboardsby exposinga number
of analoginputlinesaswell aspopularchip-to-chipserial
busses. Currentsensoroptionsinclude: light, tempera-
ture,magneticeld, accelerationsound.andpower.

The single-channetadio is half duplex, meaningmotes
cannotsendandreceve at the sametime. Currently the
default TinyOSimplementatiorusesa CSMA-like media
accesgprotocolwith arandombacloff scheme Message
delivery is unreliableby default, thoughapplicationscan
build up anacknavledgmentiayer. Often,a messagec-
knowledgmentanbeobtainedfor free (seeSection2.2).

Power is suppliedvia an AA batterypackor a coin-cell
attachedthroughthe expansionslot. The effective life-
time of the device is determinedy this power supply In
turn, the power consumptionof eachsensomodetends
to bedominatedby the costof transmittingandreceving
messagedn termsof power consumptiontransmittinga
single bit of datais equivalentto 800 instructions. This
enegy tradeof betweercommunicatiorandcomputation
impliesthatmary applicationswill bene t by processing
thedatainsidethenetwork ratherthansimply transmitting
thesensoreadings An AA batterypackwill allow amote
to send5.52million messageéf it doesno othercompu-
tation andonly powersits radio up to transmit)which is
equialentto onemessag@ersecondevery dayfor about
two months— notlong if the goalis to deplgy longlived,
zero-maintenancad-hocsensonetworks. Hence power-
conservingalgorithmsareparticularlyimportant.t Aswe
will discussn Sectiord.1, ourdesignis amenableo very
low powermodesn whichtheradiois keptpowereddown
for long periodsof time.

To understandhow datais routedin our ad-hocaggreja-
tion network, two propertief radiocommunicatiomeed
to be emphasizedFirst, radiois a broadcasmediumso
that any mote within hearingdistancehearsa message,
irrespectve of whetheror notthatmoteis theintendedre-
cipient. Second,we only make useof symmetriclinks
(whereif mote canhearmote , canalsohear .)
As is commonin ad-hocprotocols,asymmetridinks are
detectedandblacklistedusinga techniquesimilar to that
proposedn AODV [24].

Messagen the currentgeneratiorof TinyOSarea x ed

INote thatassensomevicesbecomemoreintegrated,it is expected
thattheratio of communicatiorto computationcostswill getmoreim-
portantover time assilicon ef ciency increasesvhile the physicalcosts
of pushingradiowavesover theair remainconstant.
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size — by default, 30 bytes. Eachdevice hasa unique
sensorD thatdistinguishest from others.All messages
specifytheir recipient(or specify broadcast meaningall
availablerecipients),allowing motesto ignore messages
not intendedfor them, althoughnon-broadcasinessages
arereceivedby all moteswithin range- unintendedecip-
ientssimply dropmessagenot addressetb them.

2.2 Ad-Hoc Routing Algorithm

Giventhisoverview of themoteervironmentwe now dis-

cusshow sensordevicesroute data. One commontech-
nigue, which we sketch here, is to build a routing tree.
We omit somedetailsof this approacidueto spacecon-

straints— a numberrouting protocols suitable for this

purposehave beenproposed;the readeris referredto

[32, 13, 12, 14, 1] for moreinformation.In general,TAG

is agnosticto the choiceof routing algorithm, requiring
it to provide just two capabilities. First, it mustbe able
to deliver queryrequestsgo all nodesin anetwork.? Sec-
ond, it mustbe ableto provide oneor moreroutesfrom

every nodeto theroot of the network whereaggreation
datais beingcollected. Theseroutesmustguaranteehat
at mostonecopy of every messagarrive (no duplicates
aregenerated).

In thetree-basedoutingschemepnemoteis appointedo
betheroot, usuallybecausét is the pointwherethe user
interfacesto the network. The root broadcasts message
askingmotesto organizeinto aroutingtree;in thatmes-
sageit speci esits own id andits level, or distancefrom
theroot(in thiscasezero.)Any motewithoutanassigned
level thathearghismessagassignsts own levelto bethe
level in the messag@lusone. It alsochooseghe sender
of the messagesits parent, throughwhich it will route
messaget theroot.

Eachof thesemotesthen rebroadcastshe routing mes-
sagejnsertingtheir own ids andlevels. Theroutingmes-
sage oods down thetreein this fashion,with eachnode
rebroadcastinghe messageuntil all nodeshave beenas-
signeda level and a parent. Theserouting messageare
periodically broadcasfrom the root, so that the process
of topologydiscoverygoeson continuously This constant
topologymaintenancenakesit relatively easyto adaptto
network changesausedy mobility of certainnodes,or
to theadditionor deletionof motes.We describeaspeci ¢
topology maintenancerotocolusedfor our experiments
onlossin Section7.1 belov. To maintainstability in the
network, parentsareretainedunlessa child doesnot hear
from themfor somelong periodof time, at which point it

2Notethat,asan optimization,it maybe usefulfor theroutinglayer
tolimit theextentto which queriesarepropagatetasecdn propertief
thequery—for example ashort-lived queryover constrainedjeographic
areaneednot be sentto motesfar avay from thatarea.We resere such
optimizationsfor futurework.

selectsa new parentusingthis sameprocess.We look in
moredetailattherobustnes®f thisapproactwith respect
to lossandits effecton aggreyatevaluesin Section?.

When a mote wishesto senda messagéo the root, it
broadcastsa messageddressedo its parent,which in
turn forwardsthe messageon to its parent,and so on,
eventuallyreachingtheroot. In Section4, we shawv how,
asdatais routedtowardstheroot, it canbecombinedwith
datafrom othermotesto ef ciently combineroutingand
aggreyation.Now, however, we turn to the syntaxandse-
manticsof aggreyatequeriesin TAG.

3 Query Model and Environment

Given our goal of allowing usersto pose declaratve
gueriesover sensometworks, we neededa languagefor
expressingsuchqueries. Ratherthaninventingour own,
we choseto adopta SQL-stylequery syntax. We sup-
port SQL-style queries(without joins) over a single ta-
ble calledsensors , whoseschemads known atthebase
station. As is the casein Cougar[23], this tablecanbe
thoughtof asanappend-onlyelationaltablewith oneat-
tribute per input of the motes(e.g., temperaturelight.)
In TAG, we focus on the problem of aggreyate sensor
readingsthoughfacilitiesfor collectingindividual sensor
readingsalsoexist.

Beforedescribinghe semantic®f queriesin generalwe
begin with anexamplequery Considera userwhowishes
to monitor the occupanyg of the conferencaoomson a
particular oor of a building, which shechoosego do by
usingmicrophonesensorattachedo motes,andlooking
for roomswherethe averagevolumeis over somethresh-
old (assuminghatroomscanhave multiple sensors)Her
querycouldbeexpresseds:

SELECT AVG(volume),room  FROMsensors
WHEREfloor = 6
GROUPBY room
HAVING AVG(volume) > threshold

EPOCHDURATION 30s

This query partitions moteson the 6th oor according
to the roomin which they arelocated(which may be a

hard-codeaonstantn eachdevice,or maybedetermined
via somelocalizationcomponengvailableto thedevices.)
The querythenreportsall roomswherethe averagevol-

umeis over a speci ed threshold. Updatesaredelivered
every 30 secondsalthoughthe usermay deragister her
queryatary time.

In generalgqueriesn TAG have theform:

SELECT ( ),
WHERE selPreds
GROUPBY attrs
HAVING havingPreds
EPOCHDURATION

With theexceptionof the EPOCHDURATIONclausethe
semanticof this statementresimilar to SQL aggrejate

attrs FROMsensors
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gueries. The SELECTclausespeci esan arbitraryarith-
metic expressiorover oneor moreaggreationattributes.
We expectthat the commoncasehereis that will
simply bethe nameof a singleattribute. Attrs ~ (option-
ally) selectgheattributesby whichthesensoreadingsare
partitioned, thesecanbeary subsebf attrs  thatappear
in the GROUPBY clause. The syntaxof the clause
is discussedelawn; note that multiple aggreygatesmay
be computedn asinglequery The WHEREElause Iters
outindividual sensoreadingseforethey areaggreyated.
Suchpredicatescantypically be executedlocally at the
mote beforereadingsare communicatedasin [23, 19].
The GROUPBY clausespeci es an attribute basedpar
titioning of sensorreadings.Logically, eachreadingbe-
longsto exactly onegroup,andtheevaluationof thequery
is a table of groupidenti ers andaggreyatevalues. The
HAVING clause lters that table by suppressingyroups
thatdo not satisfythehavingPreds predicates.

The primary semanticdifferencebetweenTAG queries
and SQL queriesis that the outputof a TAG queryis a
streamof values ratherthana singleaggreyatevalue (or
batchedresult). In monitoringapplications suchcontin-
uousresultsare often more usefulthana single, isolated
aggreyate,asthey allow usersto understandhow the net-
work is behaiing over time and obsenre transienteffects
(such as messagdosses)that make individual results,
takenin isolation, hardto interpret. In thesestreamse-
mantics eachrecordconsistf one groupid,aggregate
value pair pergroup. Eachgroupis time-stampednd
thereadingsusedto computean aggreyaterecordall be-
long to the sametime interval, or epod. The duration
of eachepochis theargumentof the EPOCHDURATION
clause,which speci es the amountof time (in seconds)
deviceswait beforeacquiringandtransmittingeachsuc-
cessve sample. This value may be aslarge asthe user
desires;it mustbe at leastas long as the time it takes
for amoteto processandtransmita singleradiomessage
and do somelocal processing- about30 ms (including
averageMAC bacloff in a low-contentionervironment)
for currentgeneratiormotes(yielding a maximumsam-
ple rateof about33 samplegersecond.)In section4.1,
we discusssituationsthatrequirelongerlower boundson
epochduration.

3.1 Structure of Aggregates

Theproblemof computingaggreyatequeriesn largeclus-
tersof nodeshasbeenaddresseth the contet of shared-
nothingparallelqueryprocessingrvironmentq26]. Like
sensonetworks,thoseervironmentsequirethecoordina-
tion of a large numberof nodesto processaggreyations.
Thus,while the severebandwidthlimitations, lossycom-
munications,and variable topology of sensornetworks

meanthatthe speci ¢ implementatiortechniquesisedin
thetwo ervironmentamustdiffer, it is still usefulto lever
agethe techniquedor aggreyatedecompositiorusedin
databassystemg2, 35].

The approachusedin such systems(and followed in
TAG) istoimplement  viathreefunctions:amemging
function , aninitializer , andanevaluator .

In general, hasthefollowing structure:

where and are multi-valuedpartial state
recods computecbver oneor moresensowalues repre-
sentingthe intermediatestateover thosevaluesthat will
berequiredto computeanaggreyate. is thepartial-
staterecordresultingfrom the applicationof function
to and . For example,if is the memy-
ing functionfor AVERAGEeachpartial staterecordwill
consisof apairof values:SUMaNdCOUNTand is spec-
i ed asfollows, giventwo staterecords and

Theinitializer is neededo specifyhow to instantiatea
staterecordfor a single sensorvalue; for an AVERAGE
over a sensorvalueof , the initializer returnsthe
tuple . Finally, the evaluator takesa partial
staterecordand computeshe actualvalue of the aggre-
gate. For AVERAGEthe evaluator simply
returns

Thesethreefunctionscaneasilybe derived for the basic
SQL aggreyatesjn generalary operationthatcanbe ex-
pressecascommutatve applicationsof a binaryfunction
is expressible.

3.2 Taxonomyof Aggregates

Given our basic syntax and structureof aggregates,an

ohvious questionremains:what aggreyatefunctionscan
be expressedin TAG? The original SQL speci cation
offers just ve options: COUNT MIN, MAX SUM and
AVERAGEAIthoughthesebasicfunctionsaresuitablefor

awide rangeof databasepplicationswe did not wishto

constrainTAG to only thesechoices.For this reasonwe

presentgeneraklassi cationof aggreatefunctionsand
shaov how the dimensionf that classi cationaffect the

performanceof TAG throughoutthe paper We will as-
sumethatwhenaggreyationfunctionsareregisteredwith

TAG, they areclassi ed alongthe dimensiongdescribed
belov.®

3We omit a detailed discussionof how new aggregate functions
areregisteredwith motes. For now, aggrgatesare pre-compiledinto
motes. Virtual-machinelanguagesecentlyproposedor TinyOS-style
[16] motescouldalsobe usedfor this purpose.
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| [[ MAX, MIN | COUNT, SUM| AVERAGE| MEDIAN [ COUNTDISTINCT * | HISTOGRAM || Section |
DuplicateSensitve No Yes Yes Yes No Yes Section7.5
Exemplary(E), Summary(S) E S S E S S Section6.2
Monotonic Yes Yes No No Yes No Sectiord.2
Partial State Distributive | Distributive Algebraic | Holistic Unique Content-Sensiie Section5.1

Tablel: Classe®f aggreyates

We classify aggreyatesaccordingto four propertiesthat
are particularly importantto sensornetworks. Table 1
shawvs how speci ¢ aggreationfunctionscan be classi-
ed accordingto theseproperties,andindicatesthe sec-
tions of the paperwherethe variousdimensionsof the
classi cationareemphasized.

The rst dimensionis duplicatesensitvity. Duplicatein-
sensitiveaggrejatesare unafectedby duplicatereadings
from a singledevice while duplicatesensitiveaggrejates
will changewhena duplicatereadingis reported.Dupli-
catesensitvity impliesrestrictionson network properties
andon certainoptimizationsasdescribedn Section7.5.

Secondgexemplaryaggreyatesreturnone or morerepre-
sentatve valuesfrom the setof all values;summaryag-
gregatescomputesome property over all values. This

distinctionis importantbecausexemplaryaggreyateshe-
have unpredictablyin the faceof loss,and,for the same
reason,are not amenableto sampling. Corversely for

summarnaggreatestheaggreyateappliedto asubsetan
betreatedasarobustapproximatiorof thetrueaggreyate
value,assuminghateitherthesubseis choserrandomly

or thatthe correlationsn the subsetanbe accountedor

in theapproximatioriogic.

Third, monotonicaggrgateshave the propertythatwhen
two partial staterecords, and , are combinedvia
, the resulting state record  will have the prop-
erty that either or
This is impor-
tantwhendeterminingwhethersomepredicateg{suchas
HAVING canbeappliedin network beforethe nal value
of the aggreateis known. Early predicateevaluation
saszesmessageby reducingthe distancethat partial state
recordsmust o w uptheaggreationtree.

The fourth dimensionrelatesto the amountof statere-
quiredfor eachpartial staterecord.For example,a partial
AVERAGEecordconsistf a pair of values while a par
tial COUNTecordconstituteonly asinglevalue. Though
TAG correctlycomputesary aggreyatethat conformsto
the speci cationof in Section3 above, its performance
is inverselyrelatedto the amountof intermediatestatere-
quiredperaggreyate. The rst threecategyoriesof this di-
mension(e.g. distributive, algebraic,holistic) were ini-
tially presentedn work on data-cube$9].
In Distributive aggrejates,the partial stateis simply
the aggregatefor the partition of dataover which they
arecomputed Hencethesizeof the partial staterecords

is thesameasthesizeof the nal aggreate.

In Algebraic aggreates,the partial staterecordsare
not themselesaggrejatesfor the partitions,but are of
constansize.

In Holistic aggreyatesthepartialstaterecordsarepro-
portionalin sizeto the setof datain the partition. In
essencefor holistic aggrejatesno usefulpartial aggre-
gation can be done, and all the datamust be brought
togetherto be aggreyatedby the evaluator

Unique aggraeyatesare similar to holistic aggreyates,
exceptthatthe amountof statethatmustbe propagated
is proportionalto the numberof distinct valuesin the
partition.

In Content-Sensitiveaggreates, the partial state
recordsare proportionalin size to some(perhapssta-
tistical) property of the datavaluesin the partition.
Many approximate aggrejates proposedrecently in
the databasditerature are content-sensitie. Exam-
plesof suchaggreyatesnclude x ed-widthhistograms,
wavelets, and so on; see[3] for an overview of such
functions.

In summary we have classi ed aggregyatesaccordingto

their staterequirementstoleranceof loss, duplicatesen-
sitivity, andmonotonicity We will referbackto this clas-
si cation throughoutthetext, asthesepropertieswill de-

terminetheapplicability of communicatioroptimizations
we presentlater Understandindhow aggrejatest into

thesecatagoriesis across-cuttindgssuethatis critical (and
useful)in mary aspect®f sensodatacollection.

Note that our formulation of aggreyatefunctions,com-
binedwith thistaxonomyis e xible enoughto encompass
awide rangeof sophisticate@perationsFor example we
have implementedin the simulatordescribedn Section
5below), anisobar nding aggreyate.Thisis aduplicate-
insensitve, summarymonotonic content-sensiieaggre-
gatethat builds a topological map representingliscrete
bandsof oneattribute (light, for example)plottedagainst
two otherattributes(x andy positionin somelocal coor
dinatespacefor example.)

4The HISTOGRAMggregatesortssensorreadingsinto x ed-width
buckets and returnsthe size of eachbucket; it is content-sensite be-
causethe numberof buckets variesdependingon how widely spaced
sensoreadingsare.

SCOUNTDISTINCT returnsthe numberof distinctvaluesreported
acrossall motes.
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3.3 Attrib ute Catalog

Queriesin TAG containnamedattributes. Somemecha-
nismis neededo allow usersto determinethe setof at-
tributesthey may query andto allow motesto adwertise
the attributesthey canprovide. In TAG, we include on
eachmotea smallcatalog of attributes. This catalogcan
be searchedor attributesof a speci c name,or iterated
through.To limit the burdenof reportingcataloginforma-
tion from motes,we assumehe centralquery processor
cachesr storesthe attributesof all motesit mayaccess.

Whena TAG sensorecevesa query it corvertsnamed

elds into local catalogidenti ers. Nodeslacking at-
tributes speci ed in the query simply tag missing at-
tributesasNULL in their resultrecordgalternatvely, the
guery could specifythat the lacking nodeshouldopt out
of the query) This techniqueincreaseshe scalability of
large sensometwork deploymentsasit doesnot require
all nodego have globalknowledgeof all attributes.

As in relational databasespartial state recordsresult-
ing from the evaluationof a query have the samelayout
acrossall nodes. Thus,tuplesin TAG neednot be self-

describing;attribute namesare not carriedwith results,
leadingto asigni cant reductionin theamountbf datathat
mustbe propagatedvith eachtuple. At the sametime, it

is not necessaryor all nodesto have identical catalogs,
which allows heterogeneousensingcapabilitiesandin-

crementableploymentof motes.

Attributesin TAG may be direct representationsf sen-
sor values,suchas light or temperaturepr may be in-
trospectve, suchasremainingenegy or network neigh-
borhoodinformation. More generally they canrepresent
time-varyingstatisticsoverlocal sensowvalues suchasan
exponentiallydecayingaverageof the last light read-
ings,or morecomplicatedattributessuchasaroomnum-
ber, GPScoordinatepr relative distanceo someneighbor
from alocalizationcomponentindividual softwarecom-
ponentsn TinyOSchoosewnhichattributesthey will make
available,andprovide an accessofunctionfor acquiring
thenext attributereading.

4 In Network Aggregates

Given the simple routing protocol from Section2.2 and
our query model,we now discussthe implementatiorof
thecoreTAG algorithmfor in network aggregation.

A naive implementationof sensornetwork aggreyation
would be to use a centralized, serverbasedapproach
where all sensorreadingsare sentto the basestation,
which then computeghe aggreates. In TAG, however,

we computeaggreatesin network whenever possible,
becausejf properlyimplementedthis approachcanbe

lower in numberof messagdransmissionslateng, and
power consumptiorthanthe sener-basedapproach.We
will measurehe advantageof in network aggreationin
Section5 below; rst, we presenthe basicalgorithmin
detail. We rst considerthe operationof the basicap-
proachin theabsencef grouping;we shav how to extend
it with groupingin Section4.2.

4.1 Tiny Aggregation

TAG consistf two phasesadistribution phasein which
aggreyatequeriesare pusheddown into the network, and
acollectionphasewherethe aggreatevaluesarecontin-
ually routedup from childrento parents.Recallthat our
querysemanticgartition time into epochsof duration ,
andthatwe mustproducea singleaggrejatevalue(when
not grouping)thatcombineghereading<of all devicesin
thenetwork duringthatepoch.

Givenour goal of usingasfew messageaspossible the
collection phasemust ensurethat parentsin the routing
tree wait until they have heardfrom their children be-
fore propagatingnaggreyatevaluefor thecurrentepoch.
We will accomplishthis by having parentssubdvide the
epochsuchthatchildrenarerequiredto deliver their par
tial staterecordsduring a parent-speci edtime interval.
Thisinterval is selectedsuchthatthereis enoughtime for
the parentto combinepartial staterecordsand propagate
its own recordto its parent.

Whena mote recevesa requesto aggrajate, , either
from anothemoteor from the user it awakens,synchro-
nizesits clockaccordingo timing informationin themes-
sageandprepareso participatén aggregation.In thetree
basedrouting scheme, chooseshe senderof the mes-
sageasits parent. In additionto the informationin the
query includesthe interval whenthe sendeiis expect-
ing to hearpartial staterecordsfrom thenforwards
thequeryrequest downthenetwork, settingthisdelivery
interval for childrento beslightly beforethetime its par
entexpectsto see 'spartialstaterecord.In thetree-based
approachthis forwardingconsistsof a broadcasbf , to
include ary nodesthat did not hearthe previous round,
andincludethemaschildren(if it hasary.) Thesenodes
continueto forward the requestin this manney until the
queryhasbeenpropagatedhroughouthe network.

During the epochafter query propagationeachmotelis-
tensfor messagefrom its childrenduring the interval it
speci ed whenforwardingthe query It thencomputesa
partial staterecordconsistingof the combinationof arny
child valuesit heardwith its own local sensorreadings.
Finally, during the transmissiorinterval requestedy its
parent,the motetransmitsthis partial staterecordup the
network. Figurel illustratesthe process Notice thatpar
entslisten for longerthanthe transmissiorinterval they
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Figurel: Partial staterecords owing up thetreeduring
anepod.

speci ed, to overcomelimitationsin the quality of clock
synchronizatioralgorithmsbetweerparentsandchildren.
In this way, aggreyates o w backup thetreeinterval-by-
interval. Eventually a completeaggreyatearrivesat the
root. During eachsubsequentpoch,a new aggrejateis
produced. Notice that, for a signi cant portion of each
epochmotesareidle andcanenteralow power state.

This schemebegsthe questionof how parentchoosethe
durationof theinterval in which they will receve values.
It needgto be long enoughsuchthatall of a nodes chil-
drencanreport, but not so long that the epochendsbe-
fore nodesdeepin the tree canscheduletheir communi-
cation. Furthermore|ongerintervalsrequireradiosto be
poweredup for moretime, which consumegreciousen-
ergy. In generalthe properchoiceof durationfor these
intervalsis somavhaternvironmentspeci c, asit depends
on the densityof radio cells and “bushiness’of the net-
work topology For the purposesof the simulationsand
experimentsin this paper we assumehe network hasa
maximumdepth , andsetthe durationof eachinterval
to be(EPOCHDURATION/ , with nodesatlevel trans-
mitting during the interval. We rely on the TinyOS
MAC layer[32] to avoid collisionsbetweemodestrans-
mitting during the sameinterval. Note thatthis provides
alower-boundonthe EPOCHDURATIONandconstrains
themaximumsamplerateof the network, sincetheepoch
mustbelong enoughor partialstaterecordsrom thebot-
tom of thetreeto propagatedo theroot.

Toincreasdhesamplerate,onecouldconsiderpipelining
the communicationsscheduleshavn in Figure 1. With
pipelining,the outputof the network would be delayedby
oneor moreepochsassomenodeswould wait until the
next epochto reportthe aggrejatesthey collectedduring
the currentepoch.In exchangeor suchdelays the effec-
tive samplerate of the systemis increasedfor the same
reasorthatpipeliningalong processostageincreaseshe
clock rate of a CPU.) We do not considersuchschemes

in detailhere;we discussed fully-pipelined approacto
aggreyationin aworkshopsubmissiorj20].

In Section5.1 we shav how TAG can provide an order
of magnitudedecreasen communicationsostsover a
centralizedapproachHowever, beforediscussingperfor
mance we extendthe approacho supportgrouping.

4.2 Grouping

Grouping in TAG is functionally equialent to the
GROUPBY clausein SQL: eachsensoreadingis placed
into exactly onegroup,andgroupsarepartitionedaccord-
ing to anexpressioroveroneor moreattributes. Thebasic
groupingtechniqueis to pushthe expressiondown with

the query asknodesto choosethe groupthey belongto,

andthen,asanswerso w back, updateaggreyatevalues
in theappropriatagroups.

Partial staterecordsareaggrayatedjustasin theapproach
describedhbove, exceptthatthoserecordsarenow tagged
with a groupid. Whena nodeis a leaf, it appliesthe
groupingexpressionto computea groupid. It thentags
its partial staterecordwith the groupandforwardsit on
to its parent. Whena noderecevesan aggreatefrom a
child, it checksthe groupid. If the child is in the same
groupasthe node,it combinesthe two valuesusing the
combiningfunction . If it isin adifferentgroup,it stores
thevalueof the child's groupalongwith its own valuefor
forwardingin the next epoch. If anotherchild message
arriveswith avaluein eithergroup,the nodeupdateshe
appropriateaggreate. During the next epoch,the node
sendghe valueof all the groupsaboutwhich it collected
informationduring the previous epoch,combininginfor-
mation about multiple groupsinto a single messageas
longasmessagsizepermits.Figure2 shovs anexample
of computinga querygroupedby temperatureéhatselects
averagedight readings.

Recallthatqueriesmay containa HAVINGclause which
constrainghe setof groupsin the nal queryresult. This
predicatecansometimede passednto the network along

SELECT AVG(11 ght), tenp/ 10 Group| AVG
\ [rm)_:fg FROM sensor s X % éS ‘?‘?‘2)
: GROLP BY tenp/ 10 oLs | 2
K. // Vo
o o _Tsmpilﬂ Grous| ave] v . K-
b‘ b Light: 15 1 10 b— & b
Light: 50 « 2 50
L) Aggregate A\ |Groupf AVG|
Light: 25 AVG(light) 1l L %335)
Y 3 25
w Groups }
ST 1o LSS
e ight: 2:10<temp =20 o
v 3:20<temp =30 N -~ Griu AYOG 65)
6 (G ® |
Light: 5

Figure 2. A sensornetwork (left) with an in network,
groupedaggregate applied to it (right). Parenthesized
numbergepresenhodeshatcontributeto theaverage
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with the groupingexpression.The predicateis only sent
if it canpotentiallybe usedto reducethe numberof mes-
sagegshat mustbe sent: for example,if the predicateis

of the form MAX(attr) X, theninformation about
groupswith MAX(attr) X neednot be transmitted
up thetree,andsothe predicatds sentdown into thenet-

work. Whena nodedetectghata groupdoesnot satisfya

HAVINGclause,t cannotify othernodesin the network

of this informationto suppresdransmissiorand storage
of valuesfrom that group. Note that HAVING clauses
canbe pusheddown only for monotonicaggregatesnon-

monotonicaggreyatesarenot amenabldo thistechnique.
However, notall HAVINGpredicate®n monotonicaggre-
gatescanbe pusheddown; for example MAX(attr)

x cannotbeappliedin the network because nodecannot
know that, just becauséts local value of is lessthan

, theMAXovertheentiregroupis lessthan .

Groupingintroducesan additionalproblem: the number
of groupscanexceedavailable storageon ary one (non-
leaf) device. Our proposedsolutionis to evict oneor more
groupsfrom local storage.Oncean eviction victim is se-
lected, it is forwardedto the nodes parent,which may
chooseto hold on to the group or continueto forward
it up the tree. Notice that a single nodemay evict sev-

eralgroupsin a singleepoch(or the samegroupmultiple

times,if a badvictim is selected).This is becausepnce
groupstorages full, if only onegroupis evictedatatime,

anew eviction decisionmustbe madeevery time avalue
representingan unknown or previously evicted groupar-

rives. Becausegroupscanbe evicted, the basestationat
thetop of thenetwork maybecalleduponto combinepar

tial groupsto form anaccurateaggreyatevalue. Evicting

partially computedgroupsis known aspartial preaggre-

gation, asdescribedn [15].

Thus, we have shavn how to partition sensorreadings
into anumberof groupsandproperlycomputeaggreyates
over thosegroups,evenwhenthe amountof groupinfor-
mationexceedsavailable storagein any onedevice. We
will brie y mentionexperimentswith groupingandgroup
eviction policiesin Sectionb.2. First,we summarizesome
of theadditionalbene tsof TAG.

4.3 Additional Advantagesof TAG

The principal advantageof TAG is its ability to dramat-
ically decreasdhe communicationrequiredto compute
an aggreateversusa centralizedaggreation approach.
However, TAG hasanumberof additionalbene ts.

One of theseis its ability to toleratedisconnectiongnd
loss. In sensorervironments,it is very likely that some
aggrejationrequestsor partial staterecordswill be gar

bled,or thatdeviceswill move or run outof power. These

losseswill invariablyresultin somenodeshecomingost,

eitherwithouta parentor notincorporatednto theaggre-
gation network during the initial ooding phase. If we

includeinformationaboutqueriesin partial staterecords,
lostnodescanreconnecby listeningto othernodes state
records- notnecessarilyntendedfor them—asthey ow

up thetree.We revisit theissueof lossin Section?.

A secondadwantageof the TAG approachs that,in most
caseseachmoteis requiredto transmitonly asinglemes-
sageperepoch regardlesof its depthin theroutingtree.
In the centralized(non TAG) case,asdatacorvergesto-
wardstheroot, nodesat thetop of thetreearerequiredto
transmitsigni cantly moredatathannodesat the leaves;
their batteriesare drainedfasterand the lifetime of the
network is limited. Furthermorebecausehe top of the
routing treemustforward messagefor every nodein the
network, the maximumsamplerate of the systemis in-
verselyproportionalto the total numberof nodes.To see
this, considera radio channelwith a capacityof mes-
sagegersecond.If  motesare participatingin a cen-
tralized aggreyate,to obtaina samplerateof samples
persecond, messagemust o w throughthe root
during eachepoch. mustbe no largerthan , so
thesamplerate canbeatmost messageper mote
perepoch regardlesof the network density Whenusing
TAG, the maximumtransmissiorrate is limited instead
by the occupany of thelargestradio-cell;in generalwe
expectthateachcell will containfarfewerthan motes.

Yetanotheradvantageof TAG is that, by explicitly divid-
ing time into epochs.a corvenientmechanisnfor idling
the processors obtained.Thelongidle timesin Figurel
shav how thisis possibleduringthesentervals,theradio
andprocessorcanbe put into deepsleepmodesthat use
very little power. Of course,somebootstrappingphase
is neededvheremotescanlearnaboutqueriescurrently
in the system,acquirea parent,and synchronizeclocks;
asimplestratay involvesrequiringthatevery nodewake
up infrequentlybut periodicallyto adwertisethis informa-
tion andthatdevicesthathave notrecevedadwertisements
from their neighborslisten for several timesthis period
betweersleepintervals. Researclon enegy avareMAC
protocols[34] presentsa similar schemein detail. That
work also discussesgssuessuchastime synchronization
resolutionand the maximumsleepdurationto avoid the
adwerseeffectsof clock skew onindividual devices.

Takenasawhole,theseTAG featuregprovide userswith a
streanof aggreyatevalueshatchangesissensoreadings
andthe underlyingnetwork change. Thesereadingsare
providedin anenegy andbandwidthef cient manner
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5 Simulation-BasedEvaluation

In this section,we presenta simulationenvironmentfor
TAG andevaluateits behaior usingthis simulator We
alsohave aninitial, real-world deployment;we discussts
performancettheendof thepaperin Section8.

To studythe algorithmspresentedn this paper we simu-
latedTAG in Java. Thesimulatormodelsmotebehavior at
a coarsdevel: time s dividedinto units of epochsmes-
sagesare encapsulateéhto Java objectsthat are passed
directly into nodeswithout any modelof thetimeto send
or decode.Nodesareallowedto computeor transmitar
bitrarily within a single epoch,and eachnode executes
serially Messagesentby all nodesduringoneepochare
deliveredin randomorderduringthenext epochto model
a parallelexecution. Note that this simulatorcannotac-
countfor certainlow-level propertiesof the network: for
example,becauseghereis no ne-grained modelof time,
it is not possibleto modelradiocontentiorata bytelevel.

Our simulationincludesan interchangeableommunica-
tion modelthatde nes connectvity basedon geographic
distance. Figure 3 shawvs screenshotsf a visualization
componentof our simulation; eachsquarerepresentsa

singledevice,andshadingin theseémagesyepresentthe

numberof radiohopsthedevice is from theroot (center);
darlkeris closer We measureghesizeof networksin terms
of diameter or width of thesensomrid (in nodes).Thus,

adiameter50 network contains2500devices.

We have run experimentswith three communications
models; 1) a simple model, where nodeshave perfect
(losslesstommunicatiowith theirimmediateneighbors,
which are regularly placed (Figure 3(a)), 2) a random
placementmodel (Figure 3(b)), and 3) a realistic model
that attemptsto capturethe actualbehaior of the radio
andlink layeron TinyOS motes(Figure3(c).) In this last
model, notice that the numberof hopsfrom a particular
nodeto therootis no longerdirectly proportionalto the
geographicdistancebetweenthe node and the root, al-
thoughthe two valuesare still related. This modeluses
resultsfrom realworld experimentg7] to approximatehe
actuallosscharacteristicef the TinyOSradio. Lossrates
arehighin in therealisticmodel: a pair of adjacennhodes
losesmorethan20%of thetrafc betweerthem.Devices
separatedy largerdistancedosestill moretraf c.

The simulatoralso modelsthe costsof topology mainte-
nance:if a nodedoesnot transmita readingfor several
epochg(which will be the casein someof our optimiza-
tionsbelow), thatnodemustperiodicallysenda heartbeat
to adwertisethatit is still alive, sothatits parentsandchil-
drenknow to keeprouting datathroughit. The interval
betweerheartbeatganbe chosenarbitrarily; choosinga
longerinterval meansfewer messagesustbe sent, but

(a) Simple (b)Random (¢ Realistic

Figure3: TheTAG Simulator with Three Different Com-
municationdModels,Diameter= 20.

requiresnodesto wait longerbeforedecidingthata par
ent or child hasdisconnectedmaking the network less
adaptableo rapidchange.

This simulationallows us to measurehe the numberof
bytes, messagesand partial staterecordssentover the
radio by eachmote. Sincewe do not simulatethe mote
CPU, it doesnot give usanaccuratameasuremenf the
numberof instructionsexecutedin eachmote. It does,
however, allow us to obtain an approximatemeasureof
thestaterequiredfor variousalgorithms basenthesize
of thedatastructuresallocatedby eachmote.

Unlessotherwisespeci ed, our experimentsare over the
simpleradio topologyin which thereis no loss. We also
assumesensoivaluesdo not changeover the courseof a
singlesimulationrun.

5.1 Performanceof TAG

In the rst setof experiments,we comparethe perfor

manceof the TAG in network approactto centralizedap-
proache®n queriedor thedifferentclasse®f aggreyates
discussedn Section3.2. Centralizedaggregyateshave the
samecommunicationsostirrespectve of the aggrejate
function,sinceall datamustberoutedto theroot. For this

experimentwe comparedhis costto thenumberof bytes
requiredfor distributive aggreggates(MAXand COUNT,

an algebraicaggreyate (AVERAGE;, a holistic aggrejate
(MEDIAN), a content-sensitie aggregate(HISTOGRANW)

andauniqueaggrejate(COUNTDISTINCT ); theresults
areshavn in Figure4.

Valuesin this experimentrepresenthe steady-stateost
to extractan additionalaggreyatefrom the network once
thequeryhasbeenpropagatedthecostto ood arequest
down thetreein not considered.

In our 2500 node ( ) network, MAXand COUNT
have the samecostwhenprocessedh the network, about
5000bytesperepoch(totaloverall nodes)sincethey both
sendustasingleintegerperpartial staterecord;similarly
AVERAGEHEequiregusttwo integers,andthusalwayshas
doublethe costof the distributive aggreyates. MEDIAN
coststhe sameas a centralizedaggreyate, about90000
bytes per epoch, which is signi cantly more expensve
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Figure4: In networkVs. CentralizedAggregates

thanotheraggreates,especiallyfor larger networks, as
parenthaveto forwardall of their children'svaluesto the
root. COUNTDISTINCT is only slightly lessexpensve
(73000bytes), asthereare few duplicatesensorvalues;
alessuniform sensotvaluedistribution would reducethe
costof this aggrejate. For the HISTOGRAMaggreate,
we setthesizeof the x ed-widthbucketsto be 10; sensor
valuesrangedover theinterval [0..1000]. At about9000
messagegper epoch,HISTOGRAMrovides an ef cient
meandor extractinga densitysummaryof readingsrom
the network.

Note that the bene t of TAG will be more or lesspro-
nounceddependingpnthetopology In a at, single-hop
ervironmentwhereall motesaredirectly connectedo the
root, TAG is no betterthanthe centralizedapproach.For
atopologywhere motesarearrangedn aline, central-
ized aggregateswill require partial staterecordsto
betransmittedwhereasTAG will requireonly records.

Thus,we have shaovn that, for our simulationtopology; in
network aggreationcanreducecommunicatiorcostsby
an order of magnitudeover centralizedapproachesand
that, even in the worst case(suchas with MEDIAN), it
providesperformancequalto thecentralizedapproach.

5.2 Grouping Experiments

We also ran several experimentsto measurethe perfor
manceof groupingin TAG, focusingon the behaior of
variouseviction techniquesWe tried a numberof simple
eviction policies,but foundthatthechoiceof policy made
little differencefor ary of the sensotvalue distributions
we tested- in the mostextremecase,the differencebe-
tweenthe bestand worst caseeviction policy accounted
for lessthan10% of the total messagesDue to the rel-
ative insigni canceof theseresultsandspacdimitations,

we omit adetaileddiscussiorof themeritsof variousevic-
tion policies.

6 Optimizations

In this section,we presentseveraltechniquego improve
the performanceand accurag of the basicapproachde-
scribedaborve. Someof thesetechniquesrefunctionde-
pendentthatis, they canonly be usedfor certainclasses
of aggreyates.Also notethat,in generalthesetechniques
canbeappliedin ausertransparentashion sincethey are
not explicitly a partof the querysyntaxanddo not affect
thesemantic®f theresults.

6.1 Taking Advantageof A Shared Channel

In our discussionof aggreyation algorithmsup to this
point, we have largely ignoredthe fact that motescom-
municateover a sharedradiochannel. Thefactthatevery
messagés effectively broadcasto all othernodeswithin
rangeenablesa numberof optimizationsthat cansigni -
cantlyreducethe numberof messagesansmittecandin-
creaseéheaccuray of aggreyatesin thefaceof transmis-
sionfailures.

In Section4.3, we sawv anexampleof how a sharedcchan-
nel can be usedto increasemessageef ciency whena
nodemissesaninitial requesto begin aggreation:it can
initiate aggreyationevenaftermissingthe startrequesby
snoopingonthenetwork traf ¢ of nearbynodes.Whenit
hearsanotheievice reportinganaggreyate it canassume
it too shouldbe aggreyating.By allowing nodesto exam-
ine messagesot directly addressedo them, motesare
automaticallyintegratedinto the aggregation. Note that
snoopingdoesnot requirenodesto listen all thetime; by
listeningat prede nedintervals (which canbe shortonce
a mote hastime-synchronizedvith its neighbors),duty
cyclescanbekeptquite low.

Snoopingcanalsobe usedto reducethe numberof mes-
sagessentfor someclasse®f aggregates.Considercom-
putingaMAXoveragroupof motes:if anodehearsapeer
reportinga maximumvalue greaterthan its local maxi-
mum, it canelectto not sendits own valueandbe sureit

will notaffectingthevalueof the nal aggreate.

6.2 HypothesisTesting

The snoopingexampleabove shaoved that we only need
to hearfrom a particularnodeif thatnodes valuewill af-

fectthe endvalueof the aggreyate.For someaggrejates,
thisfactcanbe exploitedto signi cantly reducethe num-
ber of nodesthat needto report. This techniquecanbe
generalizedo anapproactwe call hypothesisesting For

certainclasse®f aggregjatesjf anodeis presentedavith a
guessasto the propervalueof anaggrejate,it candecide
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locally whethercontributing its readingandthe readings
of its childrenwill affectthevalueof theaggreyate.

For MAX MIN and other monotonic,exemplary aggre-
gates,this techniqueis directly applicable. Therearea
numberof waysit canbeapplied-thesnoopingapproach,
wherenodessuppresgheir local aggreyatesif they hear
otheraggreatesthat invalidatetheir own, is one. Alter-
natively, the root of the network (or ary subtreeof the
network) seekingan exemplarysensorvalue, suchas a
MIN, might computethe minimum sensorvalue over
the highestievelsof the subtreeandthenaborttheaggre-
gateandissuea new requestaskingfor valueslessthan
overthewholetree. In this approachleaf nodesneed
not senda messagé their valueis greaterthanthe min-
imum obsenedoverthetop levels;intermediatenodes,
however, muststill forwardpartialstaterecordssoevenif
theirvalueis suppressedhey maystill have to transmit.

Assuming for a momentthat sensorvalues are inde-
pendentand uniformly distributed, thena particularleaf
nodemusttransmitwith probability (where isthe
branchingfactor, so is the numberof nodesin the
top levels),whichis quitelow for evensmallvaluesof

. For bushyrouting trees.this technigueoffers a signif-
icantreductionin messagdransmissions- a completely
balancedouting treewould cut the numberof messages
requiredto . Of course the performanceébene t may
not be assubstantiafor other non-uniform,sensowalue
distributions;for instancea distributionin which all sen-
sor readingsare clusteredaroundthe minimum will not
allow mary message$o be saved by hypothesigesting.
Similarly, lessbalancedopologies(e.g. a line of nodes)
will notbene t from thisapproach.

For summary aggrejates, such as AVERAGE or
VARIANCE hypothesistesting via a guessfrom the
root can be applied, althoughthe messagesavings are
not asdramaticaswith monotonicaggreyates.Note that
the snoopingapproachcannotbe used: it only applies
to monotonic, exemplary aggrejateswhere values can
be suppressedocally without any information from a
centralcoordinator To obtainary bene t with summary
aggregyatesand hypothesigesting,the usermustde ne a
x ed-sizeerror boundthathe or sheis willing to tolerate
over the value of the aggreyate;this erroris sentinto the
network alongwith the hypothesiwvalue.

Considetthecaseof anAVERAGEary devicewhosesen-
sorvalueis within the errorboundof thehypothesisalue
neednot answer— its parentwill thenassumaits value
is the sameas the approximateanswerand countit ac-
cordingly (to apply this techniquewith AVERAGEpar
entsmustknow how mary childrenthey have.) It canbe
shawvn thatthetotalcomputedaveragewill notbeoff from
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Figure5: Bene t of Hypothesislestingfor MAX

theactualaverageby morethanthe errorbound,andleaf
nodeswith valuescloseto theaveragewill notberequired
to report. Obviously, the valueof this schemalepend®n
the distribution of sensorvalues. In a uniform distribu-
tion, the fraction of leavesthat neednot reportapproxi-
matesthe size of the error bounddivided by the size of
the sensorvalue distribution interval. If valuesare nor-
mally distributed,a muchlargerfraction of leavesdo not
report.

We conducteda simple experimentto measurethe ben-
et of hypothesigestingand snoopingfor a MAXaggre-
gate. The resultsare shovn in Figure5. In this exper
iment, sensovalueswere uniformly distributed over the
rang€0..100],andahypothesisvasmadeattheroot. No-
tice that the performancesasings are nearly two-fold for
a hypothesisof 90. We comparedhe hypothesigesting
approachwith the snoopingapproachiwhich will be ef-
fective evenin a non-uniformdistribution); surprisingly
snoopingbeatthe other approachesy offering a nearly
three-fold performanceincreaseover the no-hypothesis
case.Thisis becausen the denselypacled simplenode
distribution, mostdevices have threeor more neighbors
to snoopon, suggestinghat only aboutone in four de-
viceswill have to transmit. With topology maintenance
andforwardingof child valuesby parentsthe savings by
snoopings reducedo afactorof three.

7 Improving Toleranceto Loss

Up to this point in our experimentswe useda reliable
ervironmentwhere no messagesvere droppedand no
nodesdisconnectedr went of ine. In this section,we
addressthe problem of loss and its effect on the algo-
rithms presentedhusfar. Unfortunately unlike in tradi-
tional databassystemscommunicatioriossis a a factof
life in the sensodomain;thetechniqueslescribedn the
sectionseekto mitigatethatloss.
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7.1 TopologyMaintenanceand Recovery

TAG is designedo sit on top of a shifting network topol-

ogy that adaptsto the appearancand disappearancef

nodes. Although a study of mechanismdor adapting
topologyis not centralto this paper for completenesae

describea basictopology maintenanceand recovery al-

gorithmwhich we usein both our simulationandimple-

mentation.This approachis similarto techniquesisedin

practicein existing TinyOS sensometworks, andis de-
rivedfrom the generatechniquegproposedn the ad-hoc
networking literature[28 22].

Networking faults are monitoredand adaptedto at two
levels: First, eachnodemaintainsa small, x edsizedlist
of neighborsandmonitorsthe quality of thelink to each
of thoseneighborshy trackingthe proportionof paclets
receved from eachneighbor This is donevia a locally
uniguesequencaumberassociatewvith eachmessagéy
its senderWhenanode obsenesthatthelink qualityto
its parent is signi cantly worsethanthatof someother
node , it chooses asits new parentif is asclose
or closerto therootas and doesnotbelieve s its
parent(thelattertwo conditionspreventroutingcycles.)

Secondwhena nodeobsenesthatit hasnot heardfrom
its parentfor some x ed period of time (relative to the
epochdurationof the queryit is currentlyrunning),it as-
sumesits parenthasfailed or moved awvay. It resetsits
locallevel (to ) andpicksanew parentfrom the neigh-
bor table accordingto the quality metric usedfor link-
quality. Notethatthis cancausea parentto selecta node
in the routing subtreeunderneatlit asits parent,so child
nodesmustreselectheir parent(asthougha failure had
occurredwhenthey obsene thattheir own parents level
hasgoneup.

Note that switching parentsdoesnot introducethe pos-
sibility of multiple recordsarriving from a single node,
as eachnodetransmitsonly once per epoch(even if it

switchegparentdduringthatepoch.)Parentswitchingcan
causetemporarydisconnectiongandthusadditionallost
records)in thetopology however, dueto childrenselect-
ing anew parentwhentheir parentslevel goesup.

7.2 Effectsof A SingleLoss

We rst studythe effectthata singledevice goingof ine
hasonthevalueof theaggreatethisis animportantmea-
suremenbecausé givessomeintuition aboutthe magni-
tudeof errorthatasinglelosscangenerateNotethat,be-
causene aredoinghierarchicabggreation,asinglemote
goingof ine causesheentiresubtregootedatthenodeto
be (atleasttemporarily)disconnectedin this rst exper
imentwe usedthe simpletopology, with sensorreadings
chosernfrom the uniform distribution over [1..1000]. Af-
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Figure 6: Effect of a Single Losson Various Aggregate
Functions. Computedover a total of 100 runs at each
point. Error barsindicatestandarderrorof themean 95%
con denceintenals.

terrunningthesimulationfor severalepochswe selected,
uniformly andat a random,a nodeto disable.In this en-
vironment,childrenof the disablednodeweretemporar
ily disconnectedut eventuallytheir valueswerereinte-
gratedinto theaggrejateoncethey rediscaoveredtheir par
ents.Notethatthe amountof time takenfor lost nodesto
reintegrateis directly proportionalto the depthof thelost
node,so we did not measurdt experimentally Instead,
we measuredhe maximumtemporarydeviation from the
truevalueof theaggreyatethatthelosscausedn the per
ceivedaggrejatevalueat theroot duringany epoch.This
maximumwascomputedby performing100runsat each
datapoint and selectingthe largesterror reportedin ary
run. We also reportthe averageof the maximumerror
acrossll 100runs.

Figure 6 shaws the resultsof this experiment. Note that
themaximumloss(Figure6(a))is highly variableandthat
someaggreatesare considerablymore sensite to loss
thanothers.COUNTfor instancehasaverylargeerrorin

theworstcase:if a nodethatconnectgherootto alarge
portion of the network is lost, the temporaryerrorwill be
very high. Thevariability in maximumerroris because
well connectedsubtrees not always selectedasthe vic-

tim. Indeed assumingomeuniformity of placemente.qg.
the devices are not arrangedin a line), as the network

size increasesthe chancesf selectingsucha nodego

down, sincea larger proportionof the nodesaretowards
theleavesof thetree.In theaveragecase(Figuré(b)),the

errorassociateavith a COUNTis notashigh: mostlosses
do not resultin a large numberof disconnections Note

thatMIN is insensitve to lossin this uniform distribution,

sinceseveralnodesareat or nearthetrue minimum. The

errorfor MEDIANandAVERAGEHs lessthanCOUNTand
morethanMIN: botharesensitve to the variationsin the

numberof nodesbut notasdramaticallyasCOUNT

7.3 Effect of Realistic Communication

In thesecondxperimentwe examinehow well TAG per
forms in the realistic simulationernvironment(discussed
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in Section5 above). In suchan ervironment, without
sometechniqueo counteractoss,alarge numberof par
tial staterecordswill invariablybe droppedandnotreach
the root of the tree. We ran an experimentto measure
the effect of this lossin the realistic ervironment. The
simulationranuntil the rst aggreatearrivedat theroot,
andthenthe averagenumberof motesinvolvedin theag-
gregateover the next several epochsvasmeasured.The
“No Cache”line of Figure 7 shaws the performanceof
this approach;at diameter10, about40% of the partial
staterecordsarere ected in the aggreyateat the root; by
diameters0, this percentagdasfallento lessthan 10%.
Performancédalls off asthe numberof hopsbetweerthe
averagenodeandtherootincreasessincethe probability
of lossis compoundedy eachadditionalhop. Thus,the
basicTAG approachpresentedsofar, runningon current
prototypehardware (with its very high lossrates),is not
highly tolerantto loss,especiallyfor largenetworks. Note
thatary centralizedapproactwould suffer from the same
lossproblems.

7.4 Child Cache

To improve the quality of aggrejates, we proposea
simple caching scheme: parentsrememberthe partial
staterecordstheir childrenreportedfor somenumberof
rounds,and usethoseprevious valueswhennew values
are unavailable due to lost child messages.As long as
the durationof this memoryis shorterthan the interval
at which childrenselectnew parentsthis techniquewill
increasethe numberof nodesincludedin the aggreyate
without over-counting ary nodes. Of course,caching
tendsto temporally smearthe aggrejatevaluesthat are
computed,reducingthe temporalresolutionof individ-
ual readingsandpossiblymakingcachingundesirabldor
someworkloads.Notethatcachings asimpleform of in-
terpolationwheretheinterpolatedralueis the sameasthe
previousvalue.More sophisticateéhterpolationschemes,
suchascune tting or statisticalobsenationsbasedon
pastbehaior, couldbealsobeused.

We conductedsome experimentsto shov the improve-
mentcachingoffers over the basicapproachwe allocate
a x edsizebuffer at eachnodeand measurehe average
numberof devicesinvolvedin the aggreationasin Sec-
tion 7.3 above. The resultsare shawvn in the top three
linesof Figure7 — noticethateven ve epochsf cached
stateoffer a signi cant increasen the numberof nodes
countedn ary aggr@ate andthat15roundsincreaseshe
numberof nodesinvolvedin the diameter50 network to
70% (versudessthan 10% without a cache).Aside from
thetemporalsmearingdescribedabove, therearetwo ad-
ditional drawbacksto caching;First, it usesmemorythat
could be usedfor groupstorage.Second,t setsa mini-
mumboundon thetime thatdevicesmustwait beforede-

Percentage of Network Involved, Child Caching

Percentage of Network Involved

10 15 20 25 30 35 40 45 50
Network Diameter

No Cache ——
5 Epochs Cache ---->¢----

9 Epochs Cache -3~

15 Epochs Cache ~{-}

Figure7: Percentage of NetworkParticipating in Aggre-
gateFor Varying Amountof Child Cache

terminingtheir parenthasgoneof ine; giventhebene tit
providesin termsof accuray, however, we believeit to be
usefuldespitehesedisadwantagesThesubstantiabene t
of thistechniquesuggestshatallocatingRAM to applica-
tion level cachingmay be morebene cial thanallocating
it to lower-level schemedor reliablemessagelelivery, as
suchschemegannottake advantageof the semanticsof
thedatabeingtransmitted.

7.5 UsingAvailable Redundancy

Becausethere may be situationswherethe RAM or la-

teng costsof thechild cachearenotdesirableit is worth-

while to look at alternatve approachefor improving loss
toleranceln this sectionwe shov how thenetwork topol-

ogy canbeleveragedo increasahequality of aggreyates.
Considera motewith two possiblechoicesof parent:in-

steadof sendingits aggreyatevalueto just one parent,it

cansendit to both parents. A nodecan easily discover
thatit hasmultiple parentsby building a list of nodesit

hasheardthat are one stepcloserto the root. Of course,
for duplicate-sensitie aggrejatesseeSection3.2),send-
ing resultsto multiple parentshasthe undesirable=ffect
of causinghenodeto be countedmultiple times. Theso-
lution to thisis to sendpartof theaggreyateto oneparent
andtherestto the other Considera COUNTa motewith

childrenandtwo parentscansenda COUNTof

to both parentsinsteadof a countof to asingleparent.
Generallyif theaggrejatecanbelinearly decomposeth

this fashion,it is possibleto broadcasjust a singlemes-
sagehatis recevedandprocessetly bothparentssothis

scheméncursno messageverheadsaslong asbothpar

entsareatthesameevel andrequestiatadelivery during
thesamesub-intenal of theepoch.

A simplestatisticalanalysisrevealsthe advantageof do-
ing this: assumehata messagés transmittedvith proba-
bility , andthatlossesareindependentsothatif ames-
sage fromnode islostin transitionto parent it is
nomorelikely to belostin transitto . ® First, consider

6Although independentailuresare not always a valid assumption,
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the casewhere sends to asingle parent;the expected
valueof the transmittedcountis (O with probabil-
ity and with probability ), andthevarianceis
, sincethesearestandardBernoullitrials
with a probability of success multiplied by aconstant .
For the casewhere sends  to bothparents]inearity
of expectatiortellsustheexpectedvalueis the sumof the
expectedvaluethrougheachparentor .
Similarly, we cansumthevarianceghrougheachparent:

var= =

Thus,the varianceof the multiple parentCOUNTis much

lessthanwith just a single parent,althoughits expected
valueis the same. This is becausét is muchlesslikely

(assumingndependencepr the messagéo bothparents
to be lost, and a singlelosswill lessdramaticallyaffect

thecomputedvalue.

We ran an experimentto measureghe bene t of this ap-

proachin therealistictopologyfor COUNTWwith anetwork

diameterof 50. We measuredhe numberof devicesin-

volvedin the aggregationover a 50 epochperiod. When
sendingto multiple parents,the meanCOUNTwas 974

( ), while whensendingto only one parent,the

meanCOUNTwas 94 ( ). Surprisingly sendingto

multiple parentssubstantiallyincreaseghe meanaggre-
gatevalue; mostlikely this is dueto the fact that losses
arenottruly independenaswe assumedbove.

This techniqueappliesequally well to any distributive
or algebraic aggreyate. For holistic aggrayates, like
MEDIAN this techniquecannotbe applied,since partial
staterecordscannotbe easilydecomposed.

8 Prototype Implementation

Basedon the encouragingsimulation results presented
above, we have built an implementationof TAG for
TinyOS Mica motes[19]. Theimplementationdoesnot
currentlyincludemary of the optimizationsdiscussedn
this paper but containsthe core TAG aggreationalgo-
rithm andcatalogsupportfor queryingarbitraryattributes
with simple predicates.In this section,we briey sum-
marizeresultsfrom experimentswith this prototype,to
demonstrat¢hat the simulationnumbersgivenabove are
consistenwith actualbehaior andto show thatsubstan-
tial messageeductionsover a centralizedapproachare
possiblein arealimplementation.

Theseexperimentsinvolved sixteenmotesarrangedn a
depthfour tree,computinga COUNTaggregateover 150
4-secondepochs(a 10 minute run.) No child caching
or snoopingtechniqueswvere used. Figure 8 shows the

they will occurwhenlocalinterferences thecauseof loss. For example,
ahiddennodemaygarblecommunicatioio  butnot , oroneparent
maybein theprocesf usingtheradiowhenthemessagarrives.

Count Per Epoch, 16 Nodes (Epoch Duration = 4 Seconds)
20 T T T T

‘ TAG
Centralized ---------

COUNT

0 0 2‘0 4‘0 6;0 éO 160 1‘20 1‘40

Epoch
Figure8: Comparisorof Centralizedand TAG basedAg-
gregation Approadesin Lossy Prototype Ervironment

Computinga COUNTover a 16 nodenetwork.

COUNTobsened at the root for a centralizedapproach,
whereall messageareforwardedto the root, versusthe
in network TAG approach. Notice that the quality of
the aggreateis substantiallybetterfor TAG; this is due
to reducedradio contention. To measurethe extent of
contentionand comparethe messagecosts of the two
schemeswe instrumentednotesto reportthe numberof
messagesentandreceved. The centralizecapproache-
quired4685messagesyhereasTAG requiredjust 2330,
representinga 50% communicationgeduction. This is
lessthan the orderof-magnitudeshovn in Figure 4 for
COUNTbecauseour prototype network topology had a
higheraveragefanoutthanthe simulatedervironment,so
messages the centralizedcasehadto be retransmitted
fewer timesto reachthe root. Perhop loss rateswere
about5% in thein network approach.In the centralized
approachjncreasechetwork contentiondrove theseloss
ratesto 15%. The poor performanceof the centralized
casds dueto themultiplicativeaccumulatiorof loss,such
thatonly 45% of the messagefrom nodesat the bottom
of theroutingtreearrivedatto theroot.

This completeour discussiorof algorithmsfor TAG. We
now turn to the extensive relatedwork in the networking
anddatabaseommunities.

9 RelatedWork

The databaseommunityhasproposeda numberof dis-
tributedand push-devn basedapproache$or aggrejates
in databassystemg26, 33], but theseuniversallyassume
awell-connectedlow-losstopologythatis unavailablein
sensornetworks. None of thesesystemspresenttech-
niquesfor loss toleranceor power sensitvity. Further
more,their notionof aggreateds nottied to ataxonomy
andso techniquedor transparenthapplying variousag-
gregationandrouting optimizationsarelacking. The par
tial preaggrgationtechniqueq15] usedto enablegroup
eviction were proposedas a techniqueto dealwith very
largenumbersof groupsto improvetheef ciency of hash
joinsandotherbucket-basedlatabaseperators.
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The rst threecomponent®f the partial-statedimension
of the taxonomypresentedn Section3.2 (e.g. algebraic,
distributive, and holistic) were originally developedasa
partof theresearclon data-cube§9]; theduplicatesensi-
tivity, exemplaryvs. summaryandmonotonicitydimen-
sions, as well asthe unigue and content-sensitie state
componentsof partial-stateare our own addition. [29]
discussesnlineaggreyation[11] in the context of nested-
queriesjt propose®ptimizationgo reducetuple- ow be-
tweenouterandinner queriesthatbearsimilaritiesto our
techniqueof pushingHAVINGclausesnto the network.

With respecto querylanguageourepochbasedapproach
is relatedto languagesand modelsfrom the Temporal
Databaséditerature;se€[27] for asuney of relevantwork.
The Cougarmprojectat Cornell[23] discussesjueriesover
sensomnetworks,asdoesour own work on Fjords[18], al-
thoughthe former only considersamoving selectiongnot
aggregatesjnto the network andneitherpresentspeci c
algorithmsfor usein sensometworks.

Literatureon active networks[30] identi ed theideathat
the network could simultaneouslyroute and transform
dataratherthansimply servingasanend-to-endlatacon-
duit. The recentSIGCOMM paperon ESP[4] provides
a constrainedramawork for in network aggrayation-like
operationsin a traditional network. Within the sensor
network community work on networksthatperformdata
analysisis largely dueto the USC/ISI and UCLA com-
munities. Their work on directed diffusion [13] dis-
cussedechniquedor moving speci ¢ piecesof informa-
tion from one placein a network to another and pro-
posesaggraation-likeoperationghatnodesmayperform
as data o ws throughthem. Their work on low-level-
naming[1Q proposes schemdor imposingnamesonto
relatedgroupsof devicesin a network, in muchthe way
that our schemepartitionssensometworks into groups.
Work on greedyaggr@ation[12] discussesetworking
protocolsfor routing datato improve the extentto which
datacanbe combinedasit o ws up a sensometwork —
it provideslow level techniquedor building routingtrees
thatcouldbeusefulin computingTAG styleaggreyates.

Thesepapersrecognizethat aggreyationdramaticallyre-
ducesthe amountof data routed through the network
but presentapplication-speci csolutionsthat, unlike the
declaratve queryapproactapproactof TAG, donot offer
aparticularlysimpleinterface, e xible namingsystempr
ary genericaggreyationoperatorsBecausaggraationis
viewedasanapplication-speci coperationin diffusion, it
mustalwaysbe codedin a low-level language Although
someTAG aggreatesmay also be application-speci c,
we ask that usersprovide certainfunctional guarantees,
suchascomposabilitywith otheraggreyates,anda clas-
si cation of semanticgquantity of partial state, mono-

tonicity, etc.) which enabletransparentpplication of
various optimizationsand createthe possibility of a li-
brary of commonaggreyatesthat TAG userscan freely
apply within their queries. Furthermore directeddiffu-
sionputsaggreyationAPIsin theroutinglayer, sothatex-
pressingaggr@atesequiresthinking abouthow datawill
be collected ratherthanjust what datawill be collected.
Thisis similarto old-fashionedjueryprocessingodethat
thoughtaboutnavigatingamongrecordsn thedatabase
by contrast,our goalis to separatehe expressionof ag-
gregationlogic from the detailsof routing. This allows
usersto focuson applicationissuesand enableshe sys-
temto dynamicallyadjustroutingdecisionsusinggeneral
(taxonomic)informationabouteachaggreyationfunction.

Networking protocolsfor routing datain wireless net-
works are very popularwithin the literature[14, 1, 8],

however, noneof themaddressigherlevel issuesof data
processingmerelytechniquedor datarouting. Our tree-
basedrouting approachis clearly inferior to theseap-
proachesfor peerto peerrouting, but works well for

the aggreyationscenariosve are focusingon. Work on
(N)ACKSs (and suppressionthereof)in scalable reliable
multicasttrees[6, 17] bearssomesimilarity to the prob-
lem of propagatingan aggreate up a routing tree in

TAG. Thesesystemshowever, consideronly x ed, lim-

ited typesof aggreatese.g. ACKs or NAKSs for regions
or recovery groups.) Finally, we presentedan early ver

sionof thiswork in aworkshoppublication[20].

10 Conclusions

In summary we have shovn how declaratve aggreyate
gueriescan be distributed and ef ciently executedover
sensonetworks. Ourin network approacttanprovidean
orderof magnitudereductionin bandwidthconsumption
over approachesvheredatais aggreyatedand processed
centrally Thedeclaratvequeryinterfaceallowsend-users
to take advantageof thisbene t for awide rangeof aggre-
gateoperationsvithout having to modify low-level code
or confrontthe dif culties of topologyconstructiondata
routing,losstolerancepr distributedcomputing.Further
more,thisinterfaceis tightly integratedwith the network,
enablingtransparenbptimizationsthat further decrease
messageostsandimprovetoleranceo failureandloss.

We planto extendthis work asthe datacollectionneeds
of thewirelesssensoicommunityevolve. We aremoving
towardsan event-drivenmodelwherequeriescanbe ini-
tiatedandresultscollectedin responséo externalevents
in the interior of the network, with the resultsof those
internal sub-queriesdbeing aggregyatedacrossnodesand
shippedo pointson the network edge.

As sensometworks becomemore widely deployed, es-
pecially in remote, dif cult to administer locations,
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bandwidth-and power-sensitve methodsto extract data
from thosenetworkswill becomencreasinglyimportant.
In suchscenariosthe usersare often scientistswho lack

uency in embeddedoftwaredevelopmentout areinter

estedin using sensornetworks to further their own re-

searchFor suchusershigh-level programmingnterfaces
area necessity theseinterfacesmustbalancesimplicity,

expressvenessandef ciency in orderto meetdatacol-

lectionandbatterylifetime requirementsGiventhis bal-

ance,we seeTAG asa very promisingservicefor data
collection:thesimplicity of declaratve queriescombined
with theability of TAG to ef ciently optimizeandexecute
themmakesit a good choicefor a wide rangeof sensor
network dataprocessingituations.
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