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Abstract

We show how the databasecommunitys notion of a
genericqueryinterfacefor dataaggregationcanbeapplied
to ad-hocnetworksof sensordevices.Ashasbeennotedin
thesensometworkliterature, aggregationis importantasa
data-reductiontool; networkingapproaches howerer, have
focusedon application speci ¢ solutions,whereasour in-
networkaggregation appmad is driven by a generl pur-
pose SQL-styldnterfacethat canexecutequeriesover any
type of sensordata while providing opportunitiesfor sig-
ni cant optimization. We presenta variety of techniques
to improve the reliability and performanceof our solution.
We also show how groupedaggregatescan be efciently
computedand offer a comparisonto related systemsand
databaseprojects.

1. Intr oduction

Recentadvancesin computingtechnologyhave led to
the productionof a new classof computingdevice: the
wireless,batterypowered,smartsensor Unlike traditional
sensorsleployedthroughoubuildings,labs,andequipment
everywhere thesenew sensorsare not merely passve de-
vicesthatmodulatea voltagebasedn someervironmental
parameterthey arefull edged computerscapableof |-
tering,sharing,andcombiningsensoreadings.

At UC Berkeley, researcherbave developedsmall sen-
sor devices called motes and an operatingsystem,called
TinyOS, thatis especiallysuitedto runningonthem.Motes
areequippedwith aradio, a processagranda suite of sen-
sors. TinyOS makesit possibleto deploy ad-hocnetworks
of sensorghatcanlocateeachotherandroutedatawithout
ary apriori knowledgeof network topology

As variousgroupsaroundthe countryhave begunto de-
ploy large networks of sensorsa needhasarisenfor tools
to collectand query datafrom thesenetworks. Of partic-
ular interestare aggreyates— operationsvhich summarize
currentsensorvaluesin someor all of a sensometwork.
For example givenadensenetwork of thousandsf sensors

queryingtemperatureyserswantto know temperaturgat-
ternsin relatively large regionsencompassingensof sen-
sors—individual sensorreadingsareof little value.

Sensometworks arelimited in externalbandwidth,i.e.
how muchdatathey candeliver to an outsidesystem. In
mary casesthe externally available bandwidthis a small
fractionof the aggreateinternalbandwidth.Thuscomput-
ing aggreatesin-network is alsoattractize from a network
performanceand longevity standpoint:extractingall data
overall timefromall sensorsvill consumdargeamountof
time andpower aseachindividual sensors datais indepen-
dently routedthroughthe network. Previous studieshave
shawvn [6] thataggreyationdramaticallyreducegsheamount
of dataroutedthroughthe network, increasingthroughput
andextendingthe life of batterypoweredsensometworks
aslessloadis placedon power-hungryradios.

Previousnetworkingresearchl1, 10, 6] approachedg-
gregationas an applicationspeci ¢ techniquethat can be
usedto reducethe amountof datathat mustbe sentover a
network. In the databaseommunity however, aggrejates
areviewedasagenericechniquahatcanbeappliedto ary
data,irrespectve of the application.In this work, we adopt
thisdatabasetuition: oursystenprovidesagenericaggre-
gationinterfacethat allows aggreyatequeriesto be posed
over networks of sensorsTherearetwo bene tsof thisap-
proachoverthetraditionalnetwork solution: rst, by de n-
ing the languagethat usersuseto expressaggrajates,we
cansigni cantly optimize their computation. Second be-
causethe sameaggreationlanguagecan be appliedto all
datatypes,theburdenon programmerss substantiallyess:
they canissuedeclaratve, SQL stylequeriegatherthanim-
plementingcustomnetworking protocolsto extractthe data
they needfrom the network.

In this paper we discusshe challengesassociatedvith
implementingthe ve basicdatabaseggreates(COUNT
MIN, MAX SUM and AVERAGEwith groupingin ad-hoc
networks of sensors. We shov how our this genericap-
proachleadsto a signi cant power savings. Further we
shaw thatsensometwork queriescanbe structuredastime
seriesof aggregates,and how such queriesadaptto the
changingnetwork structure. We have implementedearly



versionsf thesetechniquesndarein theproces®f exper
imentallyvalidatingthem.

We begin with the relevant backgroundn the TinyOS
platformonwhichouraggreationalgorithmsaredeployed,
alongwith a brief summaryof aggreyationin databaseys-
tems. Following that, we presenbur algorithmsfor aggre-
gation,relatedandfuturework, andconclusions.

2. Background

In this section,we rst discussthe relevant designas-
pectsof the TinyOS operatingsystemand mote architec-
ture. For more completetreatmeniof thesetopics, referto
[9, 18, 8]. We thensummarizeaggreationin databaseys-
temsanddiscusshow thosetechniquegrovide ausefuland
well de ned frameawork for computingaggreyatesn sensor
networks.

2.1 Motes

A photographof the current generationof motesis
shavnin Figurel. Thesedevicesareequippedvith a4Mhz
Atmel microprocessowith 512 bytesof RAM and8 kB of
codespacea 917 MHz RFM radiorunningat 10 kb/s,and
32kB of EEPROM. An expansionslotaccommodatea va-
riety of sensoboardsby exposinganumberof analoginput
linesaswell aspopularchip-to-chipserialbusses.Current
sensoroptionsinclude: light, temperaturemagnetic eld,
acceleratior{fandvibration),sound andpower.

Theradio hardware usesa single channel,and useson-
off keying. It providesanunhtufferedbit-level interface;the
rest of the communicationstack (up to messagdayer) is
implementedoy TinyOS software. Like all single-channel
radios,it offers only a half duplex channel. Currently the
default TinyOS implementationusesa CSMA-like media
accessprotocol with randombacloff scheme. Message
delivery is unreliableby default, though applicationscan
build up an acknavledgementayer. Often, a messageic-
knowledgementanbe obtainedfor free (seebelow in Sec-
tion 2.3).

Figure 1. ATinyOSSensoMote

Paweris suppliedvia afree-hangingAA batterypackor
acoin-cellattachedhroughthe expansiorslot.

The effective lifetime of the sensoris determinedy its
power supply In turn, the power consumptiorof eachsen-
sor nodeis dominatedby the costof transmittingand re-
ceving messagesncluding processocost, sendinga sin-
gle bit of datarequiresabout4000nJ of enegy, whereas
a singleinstructionon a 5mW processorunningat 4Mhz
consume®nly 5 nJ(see[9]). Thus,in termsof powercon-
sumption,transmittinga single bit of datais equivalentto
800 instructions. This enegy tradeof betweencommuni-
cationandcomputationmpliesthatmary applicationswill
bene t by processinghedatainsidethenetwork ratherthan
simply transmittingthe sensoreadings.

2.2 TinyOS

TinyOS provides a numberof servicesto greatly sim-
plify writing programghatcaptureandprocessensoiata
andtransmitmessagesvertheradio. Thereadetis referred
to [8] for detailsof the operatingsystem.For the purposes
of this paper TinyOSshouldbethoughtof asan API which
cansendandreceve messageandreadfrom sensorsThe
next sectiongoesinto somedetailonthemessagingndnet-
working aspectf TinyOS andwirelesssensorsasthose
aremostrelevantto thetopic of aggregation.

2.3. Ad-hoc SensorNetworks

In this section,we discusshow datais routedin our ad-
hoc aggregationnetwork. To understandhe solution, two
propertiesof radio communicatiomeedto be emphasized.
First, radio is a broadcastmedium, suchthat any sensor
within hearingdistancecanhearany messageifrespectve
of whetheror notit is theintendedrecipient. Secondradio
links aretypically symmetric:if sensor canhearsensor,
we assumesensor canalsohearsensor . Note thatthis
may not be a valid assumptiorin somecasesif 'ssignal
strengthis higher, becauséts batteriesarefresheror its sig-
nalis moreampli ed, will beableto hear but notreply
to it.

Messages thecurrentgeneratiorof TinyOSarea x ed
sizepreprogrammedhto sensors- by default, 30 byte mes-
sagesareused.Eachmessagé/pehasamessgeid thatdis-
tinguishest from othertypesof messagesSensoprogram-
merswrite messagéd speci ¢ handlerghatareinvokedby
TinyOS whena messagef the appropriated is heardon
theradio. Eachsensorhasa uniquesensorid that distin-
guishest from othersensorsAll messagespecifytheirre-
cipient (or broadcastmeaningall availablerecipients),al-
lowing sensordo ignore messagesot intendedfor them,
althoughnon-broadcasnessagemuststill be recevedby



all sensorsvithin range—unintendedecipientssimplydrop
messagenot addressetb them.

Giventhis brief primer on wirelesssensorcommunica-
tion, we now shov how sensorgoutedata. The technique
we adoptis to build aroutingtree! We appointonesensor
to betheroot Theroot is the point from which the rout-
ing treewill bebuilt, anduponwhich aggreateddatawill
corverge. Thus,theroot is typically the sensorthatinter
facesthe queryinguserto therestof the network. Theroot
broadcastamessagaskingsensorso organizeinto arout-
ing tree;in thatmessagé& speci esits own id andits level,
or distancefrom the root, which is zero. Any sensorthat
hearsthis messageassignsts own level to be the level in
the messag@lusone,if its currentlevel is not alreadyless
thanor equalto thelevel in themessagelt alsochooseshe
senderof the messageasits parent, throughwhich it will
route messageso the root. Eachof thesesensorghenre-
broadcastsheroutingmessagensertingtheir own ids and
levels. The routing messageoods down the treein this
fashion,with eachnoderebroadcastinghe messagauntil
all nodeshave beenassigned level anda parent. Nodes
that hearmultiple parentschooseone arbitrarily, although
we will discussapproachesn below (Section3.3) where
multiple parentscanbe usedto improve the quality of ag-
gregates. Theserouting messagesare periodically broad-
castfrom theroot, sothatthe procesof topologydiscovery
goeson continuously This constantopologymaintenance
malkesit relatively easyto adaptto network changesaused
by mobility of certainnodespr to theadditionor deletionof
sensorseachsensosimply looksatthe history of receved
routing messagesandchooseghe “best” parent,while en-
suringthatno routing cyclesarecreatedwith thatdecision.

This approachmakesit possibleto ef ciently routedata
towardsthe root. When a sensorwishesto senda mes-
sageto theroot, it sendsthe messageo its parent,which
in turn forwardsthe messagen to its parent,and so on,
eventuallyreachingheroot. Thisapproactdoesnt address
point-to-pointrouting; however, for our purposes,ooding
aggregationrequestsandrouting repliesup the treeto the
root is sufcient. We'll seein the Section3 how, asdata
is routedtowardsthe root, it can be combinedwith data
from othersensorgo ef ciently combinerouting and ag-
gregation. First, however, we describehow aggreyatesare
expressedn databaseystems.

INotethatthis is oneof mary possibletechniqueshatcould be used;
the readeris referredto [18, 11, 10, 12, 1] for more information. Our
obserationsaboutaggrgationof sensodatado notdependnaparticular
routingtreealgorithm;rather they exploit thefactthatsuchastructurecan
be built andmaintainedef ciently in the presencef a changingnetwork
topology

2.4. Aggregationin DatabaseSystems

Aggregationin SQL-basedlatabaseystemss de ned
by an aggregate function and a grouping predicate The
aggreyatefunction speci eshow a setof valuesshouldbe
combinedo computeanaggrejate;thestandardetof SQL
aggregatefunctionsis COUNT, MIN, MAX, AVERAGE,
andSUM. Thesecomputethe obviousfunctions;for exam-
ple,the SQL statement:

SELECT AVERAGE(temp) FROMsensors

computeghe averagetemperaturdrom sometable sen-
sors , which represents setof sensoreadingsthat have
beenreadinto the system. Similarly, the COUNTunction
countsthenumberof itemsin aset,the MIN andMAXfunc-
tions computeminimal and maximalvalues,and SUMcal-
culatesthe total of all values. Additionally, mostdatabase
systemsallow userde ned functions(UDFs) that specify
morecomplex aggr@atesghanthe velistedabove.

Groupingis alsoa standardeatureof databaseystems.
Ratherthanmerelycomputingasingleaggreyatevalueover
the entiresetof datavalues,a groupingpredicatepartitions
the valuesinto groupsbasedon someattribute. For exam-
ple,thequery:

SELECT TRUNC(temp/10), AVERAGE(light)
FROMsensors
GROUPBY TRUNC(temp/10)
HAVING AVERAGE(light) 50

partitions sensorreadingsinto groupsaccordingto their
temperatureeadingandcomputesheaveragdight reading
within eachgroup. The HAVING clauseexcludesgroups
whoseaveragdight readingsarelessthanor equalto 50.

In the restof this paper we discussthe challengesas-
sociatedwith implementingthe ve basicaggrejateswith
groupingin ad-hocnetworks of TinyOS sensors.We start
by consideringa singleaggrejatebeingcomputedatatime,
andthenarguethatoftenusersareinterestedn viewing ag-
gregatesassequencesf changingvaluesovertime. Wedis-
cusstheimplicationof thisassertiornin Section6. Through-
out this work, we will assumethe useris stationedat a
desktop-clas®C with amplememory Despitethe simple
appearancesf this architecturetherearea numberof dif-
culties presentedby thelimited capabilitiesof the sensors,
aswe will seein thenext section.

Throughoutthe following analysesthe focusis on re-
ducing total numberof messagesequiredto computean
aggrejate; this is becauseas discussedabore, message
transmissiorcoststypically dominateenegy consumption
of sensorsespeciallywhenperformingonly simplecompu-
tationsuchasthe ve standardlatabaseggrejates.



3. Generic Aggregation Techniques

A naive implementationof sensometwork aggregation
would beto usea centralizedserverbasedapproactwhere
all sensoreadingsaresentto thehostPC,which thencom-
putesthe aggreyates. However, as was shawvn in [6], a
distributed,in-networkapproachwhereaggreatesare par
tially or fully computedby the sensorghemselesasread-
ings are routedthroughthe network towardsthe host-PC
canbe considerablymoreef cient. In this section,we fo-
cus on the in-network approach becausejf properlyim-
plementedit hasthe potentialto be bothlower lateng/ and
lower powerthanthe senerbasedapproach.

To illustrate the potentialadvantagesof the in-network
approachgonsideithe simpleexampleof computinganag-
gregateover a groupof sensorsaarrangedasshavn in Fig-
ure 2. Dottedlinesrepresentonnectiondetweersensors,
solid linesrepresentheroutingtreeimposedon top of this
graph (as discussedabove) to allow sensorgo propagate
datato the root alonga single path. In the centralizedap-
proach,eachsensowaluemustbe routedto theroot of the
network; for anodeatdepth , thisrequiresn-1messaget®
be transmittedper sensor The sensorsn Figure2(a) have
beenlabeledwith their distancefrom the root; summing
thesenumbergjivesatotal of sixteenmessagerequiredto
routeall aggreyationinformationto the root. Contrastthis
with the sensordn Figure 2(b): sensorswith no children
simply transmittheir readingsto their parents. Intermedi-
atenodes(with children)combinetheir own readingswith
the readingsof their childrenvia the aggreyationfunction

andpropagatdhe partial aggreyate alongwith ary extra
datarequiredto updatethe aggrayate up thetree.

Notice that the amountof datatransmittedin this so-
lution dependon the aggreyate. Considerthe AVERAGE
function: at eachintermediatenode , the sumand count
of all children's sensoreadingsareneededo computethe
averageof sensoreadingsof the subtreerootedat . We
assumehat,in thecaseof AVERAGE, bothpiecesof infor-
mationwill easily t into asingle30 bytemessageThus,a
total of ve messagereedto be sentfor the averagefunc-
tion. In the caseof the otherstandardSQL aggreyatesno
additionalstateis required: COUNTMIN, MAX and SUM
canbe computedby a parentnodegiven sensoror partial
aggrejatevaluesatall of the child nodes.

In this work we focus on a classof aggreyation pred-
icatesthat is particularly well suited to the in-network
regime. Suchaggrejatescanbe expressedhsan aggreyate
function overthesets and suchthat:

1)

We focusedon this classof aggreyatesfor two reasons:
rst thebasicSQL aggregatesall exhibit theabove property
andsecondecaus¢heproblemswith thissubstructurenap

Figure 2. Serverbaseda) versusin-network(b) ag-
gregation. In (a), eac nodeis labelledwith the num-
ber of messgesrequiredto getdatato thehostPC: a
total of 16 messgesare required. In (b), only one
messge is sentalong eadh edge as aggregation is
performedby the sensos themselves.

easily onto the underlyingnetwork. We expectto tackle
more generalizedaggreyation predicatessuchas median,
in afuturework.

For thereasonglescribedabove,in network aggreyation
is alwaysa superiorchoice. Giventhe in-network regime,
we next give a brief descriptionof how aggregationqueries
arepusheddown into a sensometwork andhow resultsare
returnedto the user For the purposef this discussion,
we assumeggreatequeriesdo not specifygroups;gueries
with groupsare discussedn Section4. Then,in the re-
mainderof this sectionwe examineotherproblemshatcan
arisein ad-hocsensoervironmentsandsketchpossibleso-
lutions.

3.1 Injecting a Query

Computinganaggreateconsistof two phasesa prop-
agationphasejn which aggreyatequeriesarepusheddown
into sensometworks, andan aggregation phasewherethe
aggreyatevaluesare propagatedip from childrento par
ents. The mostbasicapproachto propagationworks just
like the network discovery algorithmdescribedabove, ex-
ceptthatleaf nodes(nodeswith no children)mustdiscover
thatthey areleavesandpropagatesingularaggreyatesup to
their parents.Thus,whenasensor recevesanaggreate

, eitherfrom anothersensoiwor from theuser it transmits
andbeginslistening.If hasary children,it will hearthose
childrenre-transmit to their children,andwill know it is
notaleaf. If, aftersometimeinterval , hasheardno chil-
dren,it concludest is aleafandtransmitdts currentsensor



valueup theroutingtree.If haschildren,it assumeshey
will all reportwithin time , andsoaftertime it computes
thevalueof appliedto its own valueandthe valuesof its
childrenandforwardsthis partialaggrejateto its parent.
Noticethatchoosingoo shortadurationfor canleadto
missedreportsfrom children,andalsothatthe propervalue
of variesdependingon the depthof the routingtree. We
will discussa possiblesolutionto this problemin the next
section;for now, assumehat is setto belong enoughthat
themessagéastime to propagatelown to all leavesbelov
andback,or, numerically:

(2)

where is the time to senda messageand is
thetime to processanaggreationrequest Empirical stud-
iessuggesthat needgo be 200 0or more
milliseconds.Thetime to transmita 30-bytemessag®n a
10kbit radio is about50 ms: eachnibble mustbe DC bal-
anced(have the samenumberof onesand zeros),costing
extra bits. This, plusthe overheadof simpleforward error
correctionmeanghatfor every byte, 18 bits mustbetrans-
mitted; 18 * 30 bytes/ 10000bits / sec= 50ms. Computa-
tion time is small, but signi cantly morethan50 ms must
beallocatedperhopto accounfor differencesn clock syn-
chronizationbetweensensorsand randomcollision detec-
tion back-of thatsensorengagen. Thus,for a deepsen-
sornetwork, computinga singleaggreyatecantake several
secondslin the next section,we will seethattheunreliable
communicationnherentto sensometworks, coupledwith

suchlong computationtimes make this simplein-network
approachundesirable.

3.2 StreamingAggregates

Sensonetworksareinherentlyunreliable:individual ra-
dio transmissiorcanfail, nodescanmove,andsoon. Thus,
it is veryhardto guarante¢hatasigni cant portionof asen-
sornetwork wasnot detachedluringa particularaggreate
computation. Consider for example,what happensvhen
a sensor , broadcasts andits only child, , somehav
misseghe messagéperhapdecauseét wasgarbledduring
transmission.) will neverhear rebroadcasgndwill as-
sumethatit hasno childrenandthatit shouldforwardonly
its own sensorvalue. The entire network belov is thus
excludedfrom theaggregationcomputationandtheendre-
sultis probablyincorrect. Indeed,whenary subtreeof the
graphcanfail in thisway; it is impossibleto give ary guar
anteesaboutthe accuray of theresult.

Onesolutionto this problemis to double-checlaggre-
gateshy computingthemmultiple times. The simplestway
to do this would be to requestthe aggreyatebe computed
multiple timesat the root of the network; by observingthe
common-casealueof theaggreyate the client couldmake

a reasonabl@uessasto its true value. The problemwith
this techniqueis that it requiresretransmittingthe aggre-
gaterequesidown the network multiple times, at a signi -
cantmessageverheadandtheusermustwait for theentire
aggrejationinterval for eachadditionalresult.

Instead we proposeusinga pipelinedaggregate which
works as follows. In this scheme,aggreatesare propa-
gatedinto the network asdescribedabore. However, in the
pipelinedapproachtime is divided into intervals of dura-
tion . During eachintenal, every sensorthat hasheard
the requestto aggreyatetransmitsa partial aggreyate by
applying to its local readingandthe valuesits children
reportedduring the previous interval. Thus, after the rst
interval, the root hearsfrom sensorsone radio-hopaway.
After thesecondit hearsaggreyatesof sensor®neandtwo
hopsaway, andsoon. In orderto include sensorswvhich
missedtherequesto begin aggrayation,a sensothathears
anothersensomreportingits aggregatevalue canassumet
too shouldbegin reportingits aggreatevalue.

In additionto tendingto include nodesthatwould have
beenexcludedfrom asinglepassaggreation,thepipelined
solutionhasa numberof interestingproperties: rst, after
aggrejateshave propagatedip from leaves, a new aggre-
gatearrivesevery seconds.Note thatthe valueof can
be quite small,aboutthetime it takesfor a singlesensoto
produceandtransmita sensorreading,versusthe value of

in thesimplemulti-roundsolutionproposedabove, which
is roughly timeslarger Second,the total time
for anaggreyationrequesto propagatedown to the leaves
and backto the root is roughly , but the userbegins to
seeapproximationf the aggreateafter the rst intenal
haselapsed;in very deepnetworks, this additionalfeed-
backmay be a usefulapproximatiorwhile waiting for the
truevalueto propagat@utandback.Thebene tsof online,
streamingaggreatevaluesarediscussedh the databasét-
eratureononline-aggreation[7]. Thesewo propertiegpro-
vide userswith astreamof aggreyatevaluesthatchangess
sensoreadingsandtheunderlyingnetwork change As dis-
cussedibove, suchcontinuougesultsareoftenmoreuseful
thanasingle,isolatedaggreyate,asthey allow usersto un-
derstanchow the network is behaing over time. Figure3
illustratesa simpleaggreaterunningin a pipelinedfashion
overasmallsensometwork.

The mostsigni cant dravback of this approachis that
a numberof additionalmessagearetransmittecto extract
the rst aggreyateover all sensorsFor the exampleshavn
in Figure 3, 22 messagesare sent,sinceeachaggreating
nodeis transmitsonceper time interval. The comparable
non-pipelinedaggrayaterequiresonly 10 messages one
down andonebackalongeachedge. Note, however, that,
in this example afterthisinitial 12 messageverheadgach
additionalaggreyatearrives at a cost of only 5 messages
andatarateof oneupdatepertime interval. Still, it is use-



ful to consideroptimizationsto reducethis overhead.One
option is that sensorscould transmitonly whenthe value
of the aggreyatecomputedover their subtreechangesand
parentscould assumeheir children's aggreyatevaluesare
unchangedinlessthey heardifferently. In sucha scheme,
far fewer messagewill be sent,but someof the ability to

incorporatenodesthat failed to hearthe initial requestto

aggreyatewill alsobelost, astherewill befeweraggreate
reportsfor thosenodeso snoopon. We resenetheanalysis
of thetradeofs of theseapproachefor futurework.

We believe a hybrid pipeline schemewill signi cantly
improvetherobustnes®f aggreyatesy tendingto incorpo-
ratenodesthatloseinitial aggrgationrequestsPipelining
alsoimprovesthroughputwhich canbe importantwhena
a singleaggreyaterequiressecondg€o compute. With this
pipelined modelin mind, we now considera number of
other optimizationsthat canimprove the ef ciency of ag-
gregatesn sensometworks.

3.3 Taking Advantageof A Shared Channel

In our discussionof aggreyation algorithmsup to this
point, we have largely ignoredthe fact that sensorscom-
municateover a sharedradio channel. The factthat every
messagés effectively broadcasto all othersensorswithin
rangeenablesa numberof optimizationsthat can signi -
cantly reducethe numberof messagetransmittedandin-
creaseheaccuray of aggreyatesn thefaceof transmission
failures.

We sav anexampleof how asharecchannekanbeused
to increasanessagef ciency whenasensothatmissesan
initial requesto begin aggreyation: it caninitiate aggreja-
tion evenafter missingthe startrequesby snoopingon the
network traf c of nearbysensorsWhenit seesanothersen-
sor reportingan aggreate,it canassumet too shouldbe
aggreyating.

This techniqueis not only bene cial for improving the
numberof sensorsparticipatingin ary aggrayate;it also
substantiallyreduceshe numberof messagethatmustbe
sentwhenusingthepipelinedaggreationschemeBecause
nodesassumehey shouldbegin aggreyationary time they
hearan aggreatereported,a sensordoesnot needto ex-
plicitly tell its childrento begin aggreyation. It cansimply
reportits valueto its parents,which its childrenwill also
hear Thechildrenwill assumehey missedhestartrequest
andinitiate aggreyationlocally. For the simpleexamplein
Figure3, noneof themessageassociatetvith blackarrons
actually needto be sent. This reducesthe total messages
requiredto computethe rst full aggreyateof the network
from 22to 17, for atotal savings of 23%.

Of coursefor laterroundsin the aggreyation,whenno
messagesre sentfrom parentsto children, thesesarings
areno longeravailable. Snoopingcan,however, be usedto

reducethe numberof messagesentfor certainclasseof

aggregates.Considercomputinga maximumover a group
of sensorsjf a sensorhearsa peerreportinga maximum
valuegreatethanits localmaximumijt canelectto notsend
its own valueandbeassureaf notaffectingthevalueof the

nal aggreate. We will discussvariantsof this technique
in moredetailin Section3.4below.

In additionto reducinghenumberof messagethatmust
be sent, the inherently broadcashatureof radio also of-
ferscommunicationsedundang whichimprovereliability.
Considera sensomwith two parents:insteadof sendingits
aggrejatevalueto justoneparent;t cansendit to bothpar
ents. It is easyfor a nodeto discover thatit hasmultiple
parentssinceit cansimply build alist of nodest hasheard
thatareonestepcloserto theroot. Of coursefor aggreyates
otherthanMIN andMAX, sendingto multiple parentsre-
sults hasthe undesirablesffect of causingthe nodeto be
countedmultiple times. The solutionto thisis to sendpart
of theaggreateto oneparentandtherestto theother Con-
sideraCOUNTasensomwith childrenandtwo parents
cansenda COUNof to bothparentdnsteadof a count
of toasingleparent.A simplestatisticalanalysisreveals
theadwantageof doingthis: assumehata messagés trans-
mitted with probability , andthatlossesareindependent,
sothatif amessage from sensor islostin transitionto
parent it isnomorelikelytolostin transitto . 2 First,
considerthecasewhere sends to asingleparentitheex-
pectedvalueof thetransmittedcountis (O with prob-
ability and with probability ), andthevariances

, sincetheseare standardBernoulli trials
with a probability of success multiplied by a constant .
For thecasewhere sends to bothparentslinearity of
expectationtells usthe expectedvalueis the sumof the ex-
pectedvaluethrougheachparentor . Similarly,
we cansumthevarianceshrougheachparentto get:

var= =
Thus, the varianceof the multiple parentCOUNTis much
less, althoughits expectedvalueis the same. This is be-
causdt is muchlesslikely (assumingndependencdpr the
messag#o bothparentdo belost,andasinglelosswill less
dramaticallyeffect the computedvalue.Notethatthe prob-
ability that no datais lost is actually lower with multiple
parents( versus ), suggestinghatthis may not always
be a usefultechnique However, sincelossesarealmostas-
suredof happeningoccasionallywhenaggreyating,we be-
lieve userswill preferthattheir aggrejatesbe closerto the
correctanswerthanexactly right moreoften.

This techniqueappliesequallywell for SUMandAVER-
AGEaggreyatesor for ary aggrejatewhichis alinearcom-
binationof a numberof values.For rank-base@ggrejates,

2Although failure independencés not always a valid assumptionjt
will occurwhena hidden-nodegarblescommunicatiorto  but not
or whenoneparentis forwardinga messagandanotheiis not.
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Figure 3. Pipelinedcomputatiorof aggregates

like modeandmedian this techniquecannotbe applied.

We now presenbur nal techniqueor increasingheef-
ciency of aggreyatesrephrasingaggrejatesashypotheses
to dramaticallyreducethe numberof sensorgequiredto
respondo ary aggreate.

3.4. HypothesisTesting

Althoughthe abore techniqueoffer signi cant gainsin
termsof numberof messagesransmittedand robustness
with respectio naive approacheshesetechniquesstill re-
quire input from every nodein a network to computean
aggrejate.In this section,we obsene thatwe only needto
hearfrom a particularsensolif that sensors sensorvalue
will affectthe endvalueof the aggreyate.For someaggre-
gatesthis cansigni cantly reducethenumberof nodeghat
needto report.

We presenteda simple example of hypothesistesting
above: whencomputinga MAXor MIN, a sensoicansnoop
on the valuesits peersreportand omit its own valueif it
knowsit cannotaffectthe nal valueof theaggreate.This
techniquecan be generalizedto an approachwe call hy-
pothesistesting If a nodeis presentedvith a guessasto
the propervalueof anaggreyate eitherby snoopingon an-
other sensors aggreyatevalue or by explicitly being pre-
sentedwith a hypothesisy the useror root of the network,
it candecidelocally whethercontributing its readingand
the readingsof its childrenwill affect the value of the ag-
gregate.

For MAX MIN andothertop-n3] aggrejates this tech-
nigueis directly applicable.Therearea numberof waysit
canbe applied— the snoopingapproacltis one. As another
example therootof thenetwork seekingaMIN sensowalue
mightcomputehevalueof theaggreyateoverthetop lev-
els of the network (usingthe pipelinedapproachdescribed
above),andthenaborttheaggreyateandissueanew request
askingfor only thosesensowalueslessthanthe minimum
obsenedin thetop levels. In this approachjeaf nodes

will berequiredto sendno messagé their valueis greater
thanthe minimum obsenedoverthetop levels(interme-
diate nodesmustforward the requesto aggreate,so they
muststill sendmessages.)f we assumesensovaluesare
independenandrandomlydistributed (a big assumption!),
then a particularleaf mote musttransmitwith probability

(whereb is the branchingfactorof thetreeand s
the numberof sensordn the top k levels), which is quite
low for evensmallvaluesof . Since,in a balancedree,
atleasthalf the nodesarein the bottommostevel, this can
reducethe total numberof messagethatmustbe sentby a
factorof two or more.

For otheraggreyateghataccumulatatotal, suchasSUM
andCOUNThistechniquewill neverbeapplicable For the
athird classof statisticalaggrgyates,suchasAVERAGEr
variancethistechnigueanreducghenumberof messages,
althoughnot asdrastically To obtainany bene t with such
aggrejates,the usermustde ne an error boundthat he is
willing to tolerateover the value of the aggreate. Given
this errorbound,the sameapproachasfor top-naggreyates
canbeapplied.Considerthe caseof anaverage:ary sensor
that is within the error boundof the approximateanswer
neednot answer— its parentcan assumeits valueis the
sameas the approximateanswerand countit accordingly
(this schemerequiresparentsto know how mary children
they have.) Thetotal computedaveragewill notbeoff from
the actualaverageby morethanthe error bound,andleaf
sensorsvith valuescloseto theaveragewill notberequired
to report. Obviously, thevalueof this schemevariesgreatly
onthedistribution of sensowvalues.If valuesareuniformly
distributed, the fraction of leavesthat neednot reportwill
approximatehe sizeof the error bound. If valuesarenor-
mally distributed,a muchlarger percentagef leaveswill
not report. Thus,the value of this schemedependsn the
expecteddistribution of valuesandthetoleranceof the user
to inaccurateerrorbounds.

In summarywe proposedisingin-network aggreyation
to computeaggreates.By pipeliningaggrejateswe were



able to increasethroughputand smoothover intermittent
lossesinherentin radio communication.We improved on

this basicapproactwith severalothertechniquessnooping
overtheradioto reducemessagéadandimproveaccuray

of aggreyatesandhypothesigestingto invert problemsand
further reducethe numberof messagesent. In the next

sectionwe augmenthealgorithmspresentedh thissection
to supportgrouping.

4. Grouping

Recallthatgroupingcomputesggreyatesoverpartitions
of sensorreadings.The basictechniquefor groupingis to
pushdown a setof predicateghat specifygroup member
ship, asksensorgo choosethe group they belongto, and
then,asanswerso w back,updatethe aggrgatevaluesin
theappropriategroups.

Grouppredicatesare appendedo requestgo begin ag-
gregation. If sendingall predicategequiresmore storage
thanwill t into a single messagemultiple messagesre
sent.Eachgrouppredicatespeci esagroupid, a sensoiat-
tribute(e.qg.light, temperatureandarangeof sensovalues
thatde ne membershipn the group. Groupsareassumed
to bedisjoint andde ned over the sameattribute, which is
typically not the attribute being aggreyated. Becausehe
numberof groupscanbe large enoughsuchthatinforma-
tion aboutall groupsdoesnot t into the RAM of ary one
sensoy sensorgick the groupthey belongto asmessages
de ning grouppredicateso w pastanddiscardinformation
aboutothergroups.

Messagegontainingsensedvaluesare propagatedust
asin the pipelinedapproactdescribedabore. Whena sen-
soris aleaf, it simply tagsthe sensowaluewith its group
number Whena sensorecevesa messagéom achild, it
checksthe groupnumber If the child is in the samegroup
asthe sensoyit combinesthe two valuesjust asabove. If
it is in a differentgroup, it storesthe value of the child's
groupalongwith its own value for forwardingin the next
interval. If anotherchild messagarriveswith a valuein
eithergroup, the sensoupdateghe appropriateaggrayate.
During the next interval, the sensomwill sendout thevalue
of all groupsit collectednformationaboutduringthe previ-
ousinterval, combininginformationaboutmultiple groups
into a singlemessagaslong asthe messageize permits.
Figure4 shavs an exampleof computinga querygrouped
by temperaturehat selectsaveragelight readings. In this
snapshotdatais assumedo have lled the pipeline,such
that resultsfrom the bottom of the tree have reachedthe
root.

Recallthat SQL queriesalsocontaina HAVING clause
that constrainsthe set of groupsin the nal queryresult
by applyinga ltration predicateto eachgroup's aggreyate
value. We sometimegassthis predicateinto the network

alongwith partitions. The predicateis only sentinto the
network if it canpotentiallybe usedto reducethe number
of messagethatmustbesent:for, example,if thepredicate
is of the form MAX(attr) X, theninformationabout
groupswith MAX(attr) X neednotbetransmittedup
thetree,andsothe predicatds sentdown into the network.
However, otherHAVINGpredicatessuchasthose ltering
AVERAGHEggrayates,or of the form MAX(attr) X,
cannotbe appliedin the network becausehey canonly be
evaluatedvhenthe nal group-aggrgatevalueis known.

Becaus¢henumberof groupscanexceedavailablestor
ageon ary one sensoy a way to evict groupsis needed.
Oncean eviction victim is selectedjt is forwardedto the
sensots parent,which may chooseto hold on to the group
or continueto forwardit up thetree.Becausegroupscanbe
evicted, the userworkstationat the top of the network may
be calleduponto combinepartial groupsto form anaccu-
rate aggreyatevalue. Evicting partially computedgroups
is known as partial preaggregation, as describedin the
databaséiterature[13].

There are a numberof possiblepolicies for choosing
which groupto evict. We believe that policies which in-
curasigni cant storageoverheadmorethanafew bits per
group) are undesirablebecausehey will reducethe num-
berof groupsthatcanbe storedandincrease¢he numberof
messagethatmustbesent.Evicting groupswith low mem-
bershipis likely a goodpolicy, asthosearethe groupsthat
areleastlikely to be combinedwith othersensorreadings
andsoarethe groupsthatbene t theleastfrom in-network
aggreation.

Evicting groups forces information about the current
time interval into higherlevel nodesin the tree. Sincein
the standardipelinedschemepresentedbove, aggreyates
are computedover valuesfrom the previous time interval,
this presentsan inconsisteng. We believe, however, that
this will not dramaticallyeffect aggreyates;verifying this
remainsanareaof futurework.

Thus, we have shovn how to partition sensomreadings
into a numberof groupsand properly computeaggreyates
overthosegroupsevenwhentheamountof groupinforma-
tion exceedsavailablestoragdn ary onesensar

5. RelatedWork

In this section,we discussrelatedwork from both the
databasandsensonetworkingcommunities Althoughthe
networking communityhasbegunto exploreissuesof data
collectionwithin sensometworks, thereis no otherwork
that we are aware of that proposesa generic,query-based
schemdor extractingdatafrom sensometworks.

With respecto aggrayation,the semanticaisedhereare
largelyapartof theSQL standard2]. Thepartialpreaggre-
gationtechniqueg13] usedto enablegroupeviction were
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Figure 4. A sensometwork(left) with anin-network,groupedaggregateappliedto it (right). Parenthesizeciumbes
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actuallytradk this information.

proposedas a techniqueto deal with very large numbers
of groupsto improve the ef ciency of hashjoins andother
bucket-basediatabaseperators.

The Cougar project at Cornell [15] discusseqjueries
oversensonetworks,asdoesour own work on Fjords[14],
althoughthe formeronly considersmoving selectionoper
atorsonto sensorsand neither presentsa speci ¢, power
sensitve algorithmsfor usein sensometworks.

The problemof computingaggreyatesin large clusters
of nodeshasbeenaddressegbreviously in the contet of
shared-nothingjuery processingernvironments[16]. Solu-
tionsdevelopedfor suchervironmentshowever, have little
applicability in the domainof sensometworks asthey as-
sumea static, fully-connected,storagerich topology and
dependon communicatiorheary techniquessuchas hash
partitioning.

Literatureonactive-networks[17] rst identi ed theidea
that the network could simultaneougoute and transform
data,ratherthansimply servingasan end-to-enddatacon-
duit. Within the sensometwork community work on net-
worksthat performdataanalysishasbeenlargely con ned
to theUSC/ISlandUCLA communities.Theirwork on di-
recteddiffusion[11] discussesechniquegor moving spe-
ci ¢ piecesof information from one placein a network
to anothey and proposesaggrayation-like operationsthat
nodesmay performasdata o ws throughthem. [6] pro-
posesa schemdor imposingnamesonto relatedgroupsof
sensorsn a network, in muchtheway thatour schemepar
titions sensonetworksinto groups.[10] discussesetwork-
ing protocolsfor routingdatato improvetheextentto which
datacanbe combinedasit o ws up a sensometwork — it
provideslow level techniquegor building routingtreesthat
couldbeusefulin computingdatabasstyleaggreates.

Networking protocolsfor routing datain wirelessnet-
works are very popularwithin the literature[12, 1, 4, 5],
however, noneof themaddresshigherlevel issuesof data
processingmerely techniquesfor datarouting. Our tree
basedrouting approachis clearly inferior to these ap-
proachedor peerto peerrouting, but works well for the
aggregationscenariosve arefocusingon.

TheTinyOSgroupat UC Berkeley haspublishedanum-
berof paperdescribingthe designof motes[9], thedesign
of TinyOS[8], andthe implementationof the networking
protocolsusedto constructad-hocsensornetworks [18].
None of this work directly addressesssuesof data col-
lection or aggreyation, but is importantasthe platformon
which our solutionoperates.

6. Future Work

Thereare a numberof areasof future work. Clearly,
experimentaland mathematicalalidation of mary of the
techniquepresentedh thispapelis neededAs researchers
at UC Berkeley, we are currentlyworking with the sensor
testbedbuilt by the TinyOS groupto empirically verify the
algorithmswe have presented.Beyond veri cation, how-
ever, thereareseveralsigni cant challengeghathave been
glossedoverin thiswork.

We have not explored the tradeofs between fully
pipelined communicationand techniquessuchas sending
valuesonly whensensoreadingsshange Thereareanum-
berof optionsin this spacegachof which hasdifferentmes-
sagecostsandrobustnesgproperties.

We do not yet fully understanchow our approachbe-
haveswhensensoramove. Although the routing treecon-
structionalgorithm allows moving nodesto reattach,and



the pipelinedaggreation schemecan eventually adjustto

movednodesor subtreesit isimportantto formally charac-
terize how movementsand disconnectiongffect the value
of aggreyates.

Finally, we have not exploredthe problemof comput-
ing multiple simultaneousggrayatesover a single sensor
network. It shouldbe possiblefor sensorsto accommo-
datemultiple queries(just asthey handlemultiple groups)
up to somesmall numberof queries. There may be an
eviction option, aswith grouping,but theremay alsobe a
point at which the in-network approachis so slow thatthe
sener-basedapproachagainbecomesviable. The imple-
mentationissuesassociatedvith simultaneousaggreyates
must be explored beforethesein-network approachegan
beimplementedn a databaseystemthatsupportsconcur
rentqueries.

7.Conclusion

We have demonstratetechniquedor applyingdatabase
style aggreyateswith groupsto sensorreadings o wing
throughad-hocsensometworks. By applyinggenericag-
gregation operationsin the tradition of databasesystems,
our approachoffersthe ability to queryarbitrarydatain a
sensometwork without custom-luilding applications. By
pipeliningthe o w of datathroughthe sensometwork, we
are able to robustly computeaggreyateswhile providing
rapid and continuousupdatesof their value to the user
Finally, by snoopingon messagedn the sharedchannel
andapplyingtechniquedor hypothesigesting,we areable
to substantiallyimprove the performanceof our basicap-
proach.

This work marks a rst step towards a generic, in-
network approacHor collectingandcomputingover sensor
data.SQL, asit hasdevelopedover mary years hasproven
to work work well in the contet of databaseystems.We
believe a similarlanguagewhenproperlyappliedto sensor
networks,will offer similarbene tsasSQL:easeof use,ex-
pressvenessandastandardnwhichresearctandindustry
canbuild.
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