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Abstract—There has been growing interestin building large-
scale distrib uted monitoring systemsfor sensor enterprise, and
ISP networks. Recentwork has proposedusing Principal Com-
ponent Analysis (PCA) over global traf c matrix statistics to
effectively isolate network-wide anomalies.To allow sucha PCA-
based anomaly detection schemeto scale, we proposea novel
approximation schemethat dramatically reducesthe burden on
the production network. Our schemeavoids the expensve step
of centralizing all the data by performing intelligent lItering
at the distrib uted monitors. This Itering reducesmonitoring
bandwidth overheads, but can result in the anomaly detector
making incorr ect decisions based on a perturbed view of the
global data set. We employ stochastic matrix perturbation the-
ory to bound such errors. Our algorithm selectsthe ltering
parameters at local monitors such that the errors made by
the detector are guaranteedto lie below a userspeci ed upper
bound. Our algorithm thus allows network operators to explic-
itly balance the tradeoff between detection accuracy and the
amount of data communicated over the network. In addition,
our approach enables real-time detection becausewe exploit
continuous monitoring at the distrib uted monitors. Experiments
with traf c data from Abilene backbone network demonstrate
that our methodsyield signi cant communication bene ts while
simultaneously achieving high detection accuracy

I. INTRODUCTION

Today's large distributed systems(e.g., sener clusters,
large Internet Service Providers (ISPs), and enterprisenet-
works) employ distributed monitoring infrastructuresto col-
lect and aggreyate information describingsystemstatusand
performance Remotemonitor sensorsare typically deployed
throughoutthe network yielding numeroudarge and widely-
distributed time-seriesdata streamsrepresentingnformation
from multiple vantagepoints; this informationis continuously
monitoredand analyzedfor a variety of purposes.

An exampleapplicationthatemploys a distributed monitor
ing infrastructuras onethatseekdo detectnetwork-widetraf-
¢ anomaliesRecentwork by Lakhina,etal. [13] proposesn
anomalydetectionrschemen which monitorsshipobsenations
to a centralNetwork OperationsCenter(NOC), which in turn
assembleandanalyzeghedatato performanomalydetection.
Speci cally, they proposethat local monitors continuously
measurehe total volumeof traf ¢ (in bytes)on eachnetwork
link, and periodically push all recent measurementso the
NOC. The NOC thenperformsPrincipal ComponentAnalysis
(PCA) ontheassembledatamatrix to revealtraf c anomalies

thatwerenot detectablén ary singlelink-level measurements.

Lakhina,etal. demonstrat¢hatthis techniqués quiteeffective
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in detectinganomaliesin trafc, in partdueto the inherently
low-dimensionalnatureof the underlyingdata.

However, such a “periodic push” approachsuffers from
two scalability limitations. The rst limitation hasto do with
the time scale of operationand how fast anomaliescan be
detected.The work by Lakhina, et al was initially shavn to
work at 5 and 10 minute time scales[13]. However mary
anomaliesoccur on much smallertime scales.If the method
were employed on a secondor sub-secondime scale,then
the volume of measurementdata transmitted through the
network would increasedramaticallybecausehe monitoring
datawould needto be collectedon a second(or sub-second)
time scale.

The secondscalability limitation hasto do with the effect
of increasingthe numberof monitoring sites.An approachn
which all monitorsuploadall of their datato a centralpro-
cessingsite regularly, createstwo problems.It may overload
the centralprocessingsite. Also, sendingsuchlarge quantities
of datathroughthe network is a problemfor certainkinds of
networks such as sensornetworks, mary wirelessnetworks,
and enterprisenetworks (that do not overprovision inter-site
connectvity). Although such measurementverheadmay be
supportablein today's ISPs, it may not in the future as we
move towards petascalemonitoring infrastructuresthat will
monitor hundredsor thousand®f network datafeatures.The
combinedeffect of increasingthe numberof monitorswhile
simultaneouslyreducing the time scale of operationcould
lead to an explosionin the volume of datacollectedfor this
application.

It is a central premiseof this work that backhaulingall
distributed monitoring data may be unnecessarydepending
upon the particular monitoring task, and thus smart data-
Itering or data-reductiorat the local monitoring sitesshould
be employed. This approachwould enabledistributed moni-
toring systemsto scalemore gracefully both as the number
of monitorsincreaseand asthe time scalefor datacollection
andanomalydetectiondecreasest he promisingeffectiveness
of the Lakhina, et al. techniqueprovidesstrongmotivation for
designinga signi cantly more communication-etient PCA-
basedschemefor real-timeanomalydetection.

We are thus motivatedto study how well traf c anomalies
can be detectedif only a portion of the monitoreddata is
shippedto the NOC. In this paper we take the ideas of
Lakhina, et al. and recastthemin a communication-etient



framawork that detectsanomaliesat a desiredaccurag level

with low communicationcost. It is communicationef cient

becausewe reducethe amountof data neededfor anomaly
detection.We engagethe monitorsin local Itering so that
they only senddatato the NOC on an“as-neededbasis.The
NOC (oftenreferredto asa coorinator hereafter)guidesthe
monitorsin how to do the ltering becauset seesthe global
data and knows, via the triggering condition, the extent of

dependencieacrossdifferentmonitors.

In our framework, the distributed monitors collect data
continuouslybut eachmonitor only updatesthe coordinator
with new dataas needed(determinedby the Itering param-
eter). Monitors can do so at any momentin time, and are
not restrictedto time window boundaries(such as every 5
minutes).Becausehe NOC will nd out anything it “needs”
to know immediately (ignoring network delays),the NOC is
effectively doing continuoustracking, which in turn enables
real-timedetection.

Our Contributions. We propose a novel approach for
communication-etient online detection of network-wide
trafc anomalies.Our solution is unusualin that it extends
the power of the PCA-basednethodby couplinginsightsfrom
StotasticMatrix Perturbation(SMP)theorytogetherwith in-
network processingdeas[4], [17]. Becausewe lter locally
at the distributedmonitors,the NOC's view of the global data
(capturedin a matrix) is approximatesince elementsin the
matrix can becomeout-of-date.Thus the computationof the
principle componentss doneon a perturbeddatamatrix. We
appealto Matrix Perturbatiortheoryasit helpsto quantify the
effect of suchperturbation®n the computatiorof eigervectors
and eigervalues. Out-of-date data can lead to errors that
propagatehroughthe anomalydetectorincludingnot only the
eigervalues but alsothe anomalytrigger thresholds- because
all of thesearedata-drven.Thisresultsin ananomalydetector
thatcanmalke mistales.Using SMP theory we derive analytic
boundson the termsaffectedby error propagationWe design
analgorithmthatderives Itering parameter$or the monitors,
suchthat the errors madeby the detectorare bounded.Our
algorithm combinesmary techniquestogethey SMP theory
binary searchand monte carlo simulation.

Our evaluationusingreal-world datastreamsollectedfrom
awell known ISP network shaws that our methodswork very
well. While sendinglessthan 10% of the original time-series
data (over an orderof-magnitudereductionin communica-
tion), we guaranteghat the detectionerror would be no more
than 4% biggerthanwhenusingfull data.In fact, our system
performs much better than thesebounds;we nd that the
actual error ratesare nearly indistinguishablefrom the full-
datamethod.This resultsin a hugesavingsin communication
overhead(e.qg., typically 80 or 90% of the original datais
no longer sent)with only a very small impacton errors.Put
anotherway, within the same( x ed) communicationbudget,
our algorithmscan allow for a ten-fold increasein the time
granularity of network-statisticscollection. Finally, we show
that our systemcanindeedscalegracefully asthe numberof

monitorsgrows.

Prior Work. A number of techniqueshave been proposed
to detectnetwork trafc anomalies[1], [3], [13], [20], [25].
However, the goal of minimizing communicationoverhead
in widely distributed Internet ervironments has not been
addressedRecentprogressn distributedmonitoring,pro ling
and anomaly detection[18], [23], [24] aims to shareinfor-
mation and foster collaborationbetweenwidely distributed
monitoringboxesto offerimprovementsoverisolatedsystems.
Thesesystemsare examplesfor which a distributed detection
tool suchasourswould be useful.

In a distributed online setting, Keralapuraet al. [12] pro-
posedsolutionsto detectthresholdviolations on sum func-
tions with speci ed accurag while minimizing communica-
tion overhead.Sharfmanet al. [19] proposedprotocols to
detectgeneraldistributedfunctionsexceedingthresholdsising
a geometricdecompositionmethod. However, their method
assumespresetthresholds,does not considerglobal matrix
analysisqueries andcannotscaleto large networkswith high-
speeddatastreams.

In our recentpaper [6], we illustrated that SMP theory
can be used to analytically relate the errors in detection
performanceas a function of the errorsin data collection.
Howeverthatwork doesnotde ne analgorithmfor controlling
the errorsin datacollection (e.g.,via ltering), becausehe
mathematicalrelationshipbetweendata errors and detection
errorsis the inverseof what is neededto designa practical
scheme.In this work, we design such an algorithm, by
allowing the userto specify a tolerable detectionerror and
working backwardsto determinethe kinds of errorsin data
collectionthatareallowedto achiese thetargetdetectiorerror.
In [6], the tunable knob was an eigervalue error metric -
not a very intuitive knoh Our approachproposedhereinis
more appealingsince it allows the tolerable detectionerror
to becomethe tunable knob; becausethere is a tradeof
betweenthe detectionaccurag andthe communicationgost,
our algorithm explicitly allows a network operatorto control
this tradeof.

Il. PROBLEM DESCRIPTION AND BACKGROUND
We considera monitoring systemthat includes a set of

lects a locally-obsered time-seriesdata stream(Fig. 1). For

instance,the monitors may be attachedto routersto collect
the volume of trafc per secondfrom each network link,

participatein re walls to log the numberof TCP connection
requestpersecondpr connecto senersto recordthe number
of DNS transactionger minute. A centralcoordinator node
seeksto obsene the ensembleof thesetime series (i.e.,

the global network-wide data), and make global decisions
such as those concerning matters of network-wide health.
The applicationof detectingvolumeanomaliesacrossa large
network employs sucha distributed monitoring infrastructure.
A volume anomalyrefersto unusualtrafc load levelsin a
network that are causedby anomaliessuchas DDoS attacks,
ash crowds, device failures,miscon gurations,and so on.
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Fig. 1. The distributed monitoring system.

Eachmonitor M; collectsa new datapoint Y ;(t) at every
time stepand,assuminga naie, “continuouspush” protocol,
sendghenew pointto thecoordinatorBasedon theseupdates,
the coordinatorkeepstrack of a sliding time window of size
m (i.e., them mostrecentdatapoints)for eachmonitor'stime
series,organizedinto a matrix Y of sizem n (wherethe
i™ columnY; captureshe datafrom monitori, seeFig. 1).
The coordinatorthenmakesits decisionsbasedon this global
Y matrix.

Centralized SubspaceMethod for Volume Anomaly De-

tection. We now brie y summarizethe PCA-basedanomaly
detectorin [13]. As obseredby Lakhinaetal., dueto the high

level of trafc aggreyation on ISP backbonelinks, volume
anomaliescan often go unnoticedby being “buried” within

normaltrafc patterns.On the other hand,they obsene that,
althoughthe measurediatais of seeminglyhigh dimensional-
ity (n = numberof links), normaltrafc patternsactuallylie in

a very low-dimensionalkubspacefurthermore separatingout
this normaltrafc subspaceaisingPCA (to nd the principal
trafc components)nakesit much easierto identify volume
anomaliesin the remainingsubspace.

As before,let Y be the global m n time-seriesdata
matrix, centeredto have zero mean,and let y = y(t)
denotea n-dimensionalvectorof measurementfor all links)
from a single time step t. Formally, PCA is a coordinate-
transformationmethodthat mapsa given set of data points
onto principal componentsorderedby the amount of data
variancethatthey capture The setof n principal components,
fvigl,, arede ned as:

X 1

Yv v )xk

j=1

andarethe n eigervectorsof the estimatedcovariancematrix
A = %YTY . As shavnin [13], PCArevealsthatthe Origin-
Destination(OD) o w traf c matriceg(i.e.,thecompleterafc

demandacrossan entire network) of ISP backbonedave low
intrinsic dimensionality Becausehe link trafc andthe end-
to-endtrafc demandsarelinearly related,it turnsoutthatthe

Vi = arg krpg k(Y

ensemblef all link traf ¢ in abackbonenetwork alsoexhibits
low dimensionality For example,in the Abilene network with
41 links, mostdatavariancecanbe capturedby the rst k = 4
principal componentsThus, the underlyingnormalOD o ws
effectively residein a (low) k-dimensionalsubspaceof R".
This subspacds referredto as the normal trafc subspace
Sn. The remaining(n k) principal componentsconstitute
the abnormaltrafc subspaces,.
Detectingvolumeanomaliegelieson the decompositiorof
link trafc y = y(t) atary time stepinto normalandabnormal
componentsy = y, + Ya, suchthat (a) y, correspondgo
modelednormaltraf ¢ (the projectionof y onto S,), and(b)
ya correspondgo residualtrafc (the projectionof y onto
S,). Mathematicallyy, (t) andy,(t) canbe computedas

yn(t) = PPTy = Cny andy,(t) = (I PPT)y = Cay

componentsvhich capturethe dominantvariancein the data.
The matrix C, = PP T representshe linear operatorthat
performs projection onto the normal subspaceS,,, and, C,
projectsonto the abnormalsubspaces, .

As obsened in [13], a volume anomalytypically results
in a large changeto y,; thus, a useful metric for detecting
abnormalrafc patternss the squarecpredictionerror (SPE):
SPE kyak? = kCayk? More formally, their proposed
algorithm signalsa volume anomalyif

SPE = kCayk®> Q 1)

whereQ denoteghethresholdstatisticfor the SPE residual
functionatthel  con dencelevel. Sucha statisticaltestfor
the SPE residualfunction, known asthe Q-statistic[9], can
be computedasa functionQ = Q ( k+1;:::; n), Of the
(n k) non-principaleigervaluesof the covariancematrix A .
With the computedQ , this statisticaltest canguarantedhat
the false alarm probability is no morethan  (under certain
assumptions).

Our Communication Efcient Detection Problem. The
problemwe addresss how to do the Itering at the monitors,
so asto sendas little dataas possiblethrough the network
but still allow the anomalydetectorto work accurately The
ideais that monitors should senda descriptionof their time
seriessignal, and then not sendarny more measurementgor
summariesuntil a changehappenghatis either“suf ciently
large” or likely to impact the global trigger condition being
monitored. In our application, the trigger condition being
monitored by the coordinatoris that in Eqn (1). Because
the monitors senddatalessfrequentlyto the coordinator the
coordinators view of the global network datacan be out-of-
dateandperturbedThus,the statisticit computedor anomaly
detection,suchasthe eigervaluesand projectionmatrix, will
deviate from thoseof the true global state.This implies that
the detectionerror at the coordinator (when triggering on
condition (1)) will differ from that achiezed using the full
data.

Our solution includesthe designof protocolsusedby the
monitorsand coordinatoy and an algorithmto determinehow
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Fig. 2. Distributed detectionsystem.

. Coordinator

to do the appropriate Itering. We allow the user (network
operator)to input the tolerabledeviation of the false alarm
probability, a parameterthat speci es how much the false
alarmprobability achieszed by our approximationtechniqueis
permittedto deviate from the falsealarm probability achieved
by the centralized-dataolution. We provide an algorithm for
computingeachmonitor's ltering parametetthat guarantees
that our false alarm probability does not deviate by more
than the specied deviation . In order to guaranteean
error performancewithin , we needto track and limit the
perturbationsn the systemcausedoy thelocal ltering at the
monitors. This amountsto boundingthe perturbationsof the
eigervalues ;, projectionmatrix C 5 andtriggerthresholdQ
(all of which getperturbeddueto errorpropagatiorthatoccurs
with out-datedmeasurementiata). In this paper we shov
that all of thesesystemcomponenterrors can be bounded,
andthusexcellentdetectioncanstill be achieved, evenwith a
substantiakeductionin datatransmittedto the coordinator

Our ltering parameterareboth heterogeneoug@crosddif-
ferentmonitors)andadaptye in time. Intuitively, the selection
of the Itering parametert a monitor shouldtake into account
two things: the variability of the local time seriesdataitself,
andthe mamginal impactthis particulardatahason the global
trigger condition relative to other data streams.We thus aim
to do ltering locally at monitors using parameterghat are
derived basedupon global correlationsacrossdifferent data
streamsand their joint impact on the trigger condition being
tracked.

I11. OUR APPROACH

The architectureof our systemis depictedin Fig. 2. Our
approachconsists of two parts: (1) the monitors process
their collected data by applying local ltering to suppress
unnecessarynessageaipdatesto the coordinator;and (2) the
coordinatormakes global decisionsand provides feedbackto
the monitors(e.g.,local lter parametesettings)basedon the
obsened updates.

As mentionedearlier, Y (t) denotesthe actualtime series
obsenedat monitoringnodeM;, which is one columnvector
of datamatrix Y. We use R;(t) to denotethe approximate
representatiorof Y ;(t) thatis sentto the coordinator If no
furtherdatais sentshortlyaftertimet, thecoordinatomssumes
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T Local monitor slack parameters

TABLE |
Notation.

that R;(t) senes as a prediction of the true data at these
latter time instances.A simple prediction model might set
Ri(t) to thelatestY ;(t) valuecommunicatedrom the site, or

an averageof recentcommunicationshut more sophisticated
predictionmodels[4], [10] canbeused.Ourtechniquesemain

applicableregardlessof prediction-modekpeci cs.

The coordinatorhas two principal tasks: (1) to carry out
anomalydetection basedon the PCA subspacenethod,using
the inputs R; (t) it receves,and (2) to computethe ltering
parameters; for eachmonitor. The inputsto the coordinator
arethe deviation of falsealarmprobability , andthe ltered
time series.The outputsof the coordinatorare a trigger that
is red wheneer the conditionin Eqgn (1) is true, and the
Itering parameters;, thataresentto the monitorswhenever
they change.We will informally call the ltering parameter
at a nodethe “slack” for that node.The monitorsuseslacks
whentracking the drift betweenthe actualtime seriessignal
and the prediction function; whenever this drift exceedsthe
allowed slack, the monitor sendsthe coordinatoran updated
prediction, R; (t). Intuitively, theseslacksare usedto upper
bound the differencebetweenthe coordinators view of the
dataandthe actualdata.

The Local Monitor Protocol. Given a slack parameter ;,
the protocol that runs at each monitor site M; is fairly
straightforvard.Let R; (t) bethe mostrecentpredictionmodel
for Y (t) sentto the coordinator At ary time t, monitor M

continuouslytracksthe deviation of Y ; (t) from its prediction
Ri(t) asW(t) = Yi(t) R;(t), andchecksthe condition
JW i (1)) i - Whenever jW (t)j > ;, the monitor sendsan
updatemessageo the coordinatorthatincludesY ;(t) andan
up-to-datepredictionR; (t), andresetsW ; (t) to zero.(Tablel

summarizeur notation.)

The Coordinator Protocol. The coordinator maintains a
perturbed/ersion? of theaccurateglobaldatamatrix Y . The
connectiorbetweenthe slacksandthe coordinators detection
schemecomesfrom the following. The PCA at the coordi-
natoris performedon a perturbedversion of the covariance
matrix, A := 1¢TY = A+ . The magnitudeof the
perturbationmatrix  is determinedby the slack parameters

covariancematrix throughthe control of the slackparameters.



Procedure Monitor(i, ;)
Input: Monitor index i, local slack parameter ; .
1. while (true) do

2. t := currenttime

3. Wi(t) =Yi(t) Ri(t)

4. if GW(t)j > i) then

5. Sendupdatemessagdi; Y i (t); Rj(t)) to coordinator
6. SetW(t) =0

7. if (new slack ; is receved from coordinator)then

8. Set | =

Procedure Coordinator()
Input: Deviation on falsealarm probability
1. while (true) do
2. Make a new row of datay = R (t) Rn (t)
Replacethe oldestrow of ¥ using¥, pointedto by Y'; (t)
for each (monitor update(i; Y i (t); R; (t)) receved) do
Setlocal predictionR; (t):= R; (1)
Set¥i(t):= Y (t)
Re-compute®CA on ¥
Re-computeahreshold® , matrix € 5 andresidualk€ 4 k2
if (k€ayk?> & ) then
r e(*anomaly”);
Computenewn optimal settingsfor local slacksf ;g basedon
and maintainedstatistics(Sec.1V)
if (adaptve allocation)then disseminatéf ;g)

©eNOO,®

10.

11.

Fig. 3. Proceduredor (a) local monitor updateprocessingand (b)
distributed detectionat the coordinator

The coordinatorprotocolworks asfollows. Eachtime t, if
a new input arrivesat the coordinatorfrom someor all of the
monitors,it carriesout the following steps:
1) Makesa new row of datay as9 = [ ¥1(t) ¥a(t)
¥a(t) 1; where ¥i(t) is dened as either the
updatereceved from monitori (if one exists), or the
correspondingredictionR; (t) otherwise.
2) Updatesits view of the global data¥, by replacingthe
oldestrow of ¥ usingy.
3) Re-compute$CAon Y, the residualprojectionmatrix
€ ., andthe trigger threshold® .
4) Performsanomalydetectionusing€,;Q andy; res
analarmif k€.9k?> § .

The coordinatorcan recomputethe monitor slacks either
periodically or upon each monitor update. The coordinator
only sendsnew slacksto the monitorsif thereis a substantial
change Due to lack of spacewe do not expandon this issue
herein.A high-level pseudo-codéescriptionof boththelocal-
monitor and coordinatorprotocolsis depictedin Fig. 3.

IV. ALGORITHM FOR FILTERING PARAMETER SELECTION

We now describeour methodfor determiningthe parameters
usedfor Itering ; (alsocalledsladks) by the local monitors.
Let denotethe false alarm probability that is guaranteed
by the Q -statisticconditionin Eqn (1) in the original push-
all solution. Similarly, » denotesthe false alarm probability
of our approximationalgorithm. The false alarm deviation,

, speci es the extent to which the » is allow to increase
comparedto . In particular our goal is to determine
valuessuchthatthe falsealarmprobability * of ourtechnique
satises " < , while minimizing communicationcost

Userlnput: deviation of
falsealarmprobability

Detectiol ¢
error Q

Q
N U ISR e
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Outputtb monitors
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@

Fig. 4. Perturbatioranalysisfrom deviation of falsealarmto monitor
slacks.

on the network!. To determinethe ; values minimizing
communicatiorfor a given , we needto be ableto quantify
the effects of local monitor Itering on the obsenred false
alarm probability.

We remindthe readerthat becauseghe monitors Iter their
dataandthusoften do not sendupdatego the coordinatoythe
coordinators matrix of the global datacan have elementghat
are out-of-date.This perturbedview of the data propagates
errorsforward througha PCA-basedietectorasfollows. First
therewill beerrorsin thecomputatiorof theeigervaluesof the
covariancematrix, and secondtherewill be errorsintroduced
into the projection matrix (projecting onto the anomalous
subspacepswell asto theQ threshold.The errorsin these
last two terms, causeerrors in the trigger condition, thus
causingerrorsin the detectionaccurag. The directionof error
propagations depictedin (Fig. 4(a)) via the dashedines.

Becausethe goal of our algorithmis to take the tolerable
deviation of falsealarmprobabilityasinput,andproducethe

i parametergisoutput,we needa modelof error propagation
in the inversedirectionto which it naturally o ws. This turns
out to be a non-trivial task due to the complex dependencies
acrosdifferentparametersn our monitoringframework. The
errorsin the eigervaluesare critical in our methodologyas
they impactall partsof the PCA-basedletector We thuselect
to control the errorsintroducedinto the eigervalues.Let |

matrixA = 1Y TY, andits perturbedversionA = 1¥T¢,

m
respectiely. We usgthe L » aggregateeigen-eror , de ned
i)2, as a metric of the

formally as = 1 " (Y

errorsacrossthe setof eigervalues.By limiting this quantity

we canlimit error propagationOur approachthus consistsof

a two step method: 1) given a false alarm deviation bound
, determinean upperboundon eigen-error ; 2) thenfor a

given eigen-error , nd monitor slacks ; suchthat eigen-
error doesnot exceedits bound.

1Even though condition (1) is only a one-sidedtest, our experimental
results demonstratethat our methodsachiee very small missed-detection
rates,similar to [13].



A. Stepl: From false alarm deviation to eigen-erior

Unfortunately thereis no closed-formsolution for deter
mining the tolerableeigen-error given a desiredboundon
the falsealarm probability ». As mentionedearlier, errorsin
the eigervaluespropagatethroughk€ ,9k? andthe threshold

, thusaffecting the trigger conditionk€ ,9k2 > Q , which
determineghe falsealarm deviation

Fromourobsenations, is typically monotonicallyincreas-
ing in ; this matchesour intuition as larger perturbationgo
eigervaluesnaturally imply higher false alarm probabilities.
Thus, given an ef cient methodfor computing for a given
tolerable eigen-error , our stratgy is to determine for a
given usinga binary searchstrategy. Our searchstartswith
an initial guessfor a tolerable , and then computesour
estimatefor the resulting . If thisis too far from our target

, then a standardbinary searchprocedurecan be usedto
iteratively nd a better valuethat satis esour requirements
on . A pseudo-codeescriptionof our methodfor estimating
the eigen-error correspondingto a desired is given in
Fig. 5. Thus,in whatfollows, we focuson estimating for a
particular . Our analysisrelies on consideringthe following
randomvariables:

y = l(kCayk?= )" 1 ho(ho  1)= ] @
2 ,hj
21 3 - P
wherehg = 1 575 b= J_k+1 forp 1,2,3. The

X randomvarlableessentlalImormallzestherandomquannty
kCayk? andis known to approximatelyfollow a standard
normal distribution [11]. To perform detectionon kC ,yk?
with falsealarm , the thresholdQ can be determinedas
a high-order complex function of 41 ;:::; o [9]. Based
on (2), we can expressthe false alarm probability (of the
original PCA-basedletector)as

Pr kCayk2>Q =Pr[X>c]=

wherec denoteghe (1
distribution.

In our approximationsetting, the normalized quantity of
k€.9k? is denotedby X ratherthan X . Let x denotean
upperboundon jX  Xj. Then, the deviation of the false
alarmprobability in our approximatedetectionschemecanbe
estimatedas

)-percentileof a standardnormal

= Pr[c x < N@©;1)< ¢ ] 3

where N (0; 1) denotesa standardnormal random variable.
A key issue hereis how to estimatethe x upper bound
on jX  Xj. Our approachis to use a Monte Carlo (MC)
sampling techniqueto obtain obserations of the jX X
randomvariable,and usethe maximumof theseobsenations
as an estimateof x . (Due to spaceconstraints the details
canbefoundin [7].)

B. Step2: Fromtolerable eigen-erior to monitor sladks

Let W denotethe error matrix that arisesdue to lItering;
in otherwordsY = Y W . Dueto our Itering methodsall

Procedure FalseAlarmDEigenError(, err)

Input : Deviation of falsealarm probability; desiredapproximation
factor (err) for eigen-error .

.1 =00 /I seach range for

while ( ( u | ) do

1) > err
(1+ )
onteCarloSampling]
rc x <N@1)<c]
) then , = else | :=

X

oaAWN,,

0:5
Mo
P
if ( >
7. return()

Fig. 5. Procedurefor estimatingeigen-errorgiven a false alarm
probability deviation  using binary search.

the elementsof the columnvectorW ; areboundedwithin the
interval [ i; i]. To keepthe analysistractable we make the
following assumptiongboth fairly standardin SMP theory)
on this Itering error matrix W :

1) The columnvectorsW 1;:::; W, areindependenand
radially symmetricm-dimensionarandomvectors,i.e.,
their projectionson a sphereis uniformly distributed.

2) Foreachi = 1;:::;n, all elementof columnvectorW ;
arei.i.d. randomvarlablesmth mean0 andvariance ?:

Note that the independenceassumptionis on the single-
monitor errorsonly — this by no meandmpliesthatthe signals
receved by different monitors are statistically independent.
The error variance 2 := 2( ) is a function of the corre-
spondingmonitor slack becausehe slack determineghe size
of the allowed drift (or discrepang), betweenthe true data
andthe coordinators view of the data,beforethe coordinator
needsan updat

Let = % " denotethe average of the perturbed
eigervaluesof A. Basedon the statistical analysison the
Frobeniusnorm of , we can prove the following theorem
relatingmonitor slacks ; to an upperboundof the aggregyate
eigen-error

Theorem 1 Underthe above assumption®n ltering errors,

setting 1;:::; n to satisfy
U U
X0 X
Z{J _ |2 + {J i + E |4 = 4
m i=1 m n i=1
guaranteesthat with probability 1 o(2s).

(We referto astolerable eigen-eror in what follows.) [7]
containsthe proof of this theoremas well as similar results
for the eigen-subspac€ , andindividual eigervalues.Given
a tolerableeigen-error asinput, we can then solve for the
slacks ; usingthe equationin Theoreml. However to do so,
we needto quantify the relationshipbetweenerror variances

i and local slacks ;. We now discussdifferent techniques
employed in our systemfor this purpose.

Homogeneous Slack Allocation: Uniform Distrib ution
Method. A simplemethodthat oftenworkswell in practiceis
to assumehat Itering errorsareindependentianduniformly
distributed in [ ;; i]. This gives a closed form for local



2
variances: ; = -4-. Assuminghomogeneouslackallocation,
that is, all monitors sharethe sameslack ; = , we can
directly solve Eqn. (4) for
p

T

D

P
3n +3 hm2+m n

"m+n

HomogeneousSlack Allocation: Local Variance Estimation
Method. In somecasesthe uniform-distritution assumption
for Itering errorsmaybeunrealistic A moreaccuratenethod
is to estimatdocal errorvariances ; ( ) directly from the data.
Varianceestimationis performedlocally (at eachmonitor) by
tting a(e.g.,quadraticfunctionof usingarecentwindow of
obsenations.Theselocal functionsare sentto the coordinator
(eitherperiodically or on-demand)and pluggedinto Eqn. (4)
to solvefor anew . While imposingsomeadditionaloverhead
onthenetwork andlocal monitors,this methodavoids possibly
unrealisticuniformity assumption®n the monitor data.

HeterogeneousSlack Allocation. We now considerallowing

to dynamically adaptto local streamcharacteristicsLet the
messagepdatefrequeny (adirectmeasuref communication
cost)of eachmonitorM; beafunctionf;( ;). Then,assuming
eachslack takes on a randomvalue uniformly in the range
[ i; il, we canformalize heterogeneouslack allocationas

the following optimizationproblem:
v

ﬁ X2
fi(i) suchthat 2 —

i m i
wherethe secondsummandn Eqn. (4) is ignored,sinceit is
typically an orderof magnitudesmallerthanthe rst. We used
the methodin [17], basedon Lagrangianmultipliers to solve
for theoptimalslackallotments Althoughheterogeneouslack
values are intuitively appealing,they often bring maginal
bene t over homogeneousllocations.We will seethis to be
the casein our evaluationsaswell.

Minimize A=
inimiz 3

V. EVALUATION
A. EvaluationMethodolay and Metrics

We implementedour systemand developeda trace-drven
simulator to validate our methods. The real world trafc,
used as input to our simulator comes from the Abilene
network. We used four one-weektracesof routerto-router
origin-destination(OD) trafc matrices. The tracescontain
OD- ow traf c loadsmeasuredevery 10 minutes,for all 121
o ws of the Abilene network, from which we cancomputethe
perlink traf c loadsfor all 41 links, usingits providedrouting
matrix. With a time unit of 10 minutes,datawas collectedfor
1008time units for eachweek.

To evaluate the detectionaccurag of our approach,we
synthetically injected 60 anomaliesand 60 non-malicious
burstg into the datasetusing the methoddescribedin [13],

2|n [13] the authorsusethe term “small anomaly”to refer to eventsthat
shouldbe ignored(not agged) and whosedetectioncountsasfalsealarms.
While we use their samemethodfor syntheticanomalies,we changethe
terminologyto be moreintuitive.
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Fig. 6. Monitor slacks,communicationcost and accrueddetection.
The dashedline is the detectionerror of centralizedapproachwith
completedata.

so that we would have sufcient anomalydatato compute
error rates. We used a thresholdQ correspondingto an
1 = 995%con dencelevel. In thedetectionprocesswhen
ary anomalyis missed,we countit as a misseddetection;
when ary non-maliciousburst is detectedwe countit as a
falsealarm.To make the resultsintuitive, we de ne the false
alarmrate asthefraction of falsealarmsover thetotal number
of injected bursts,which is  (de ned in Sec.lll) re-scaled
asa rateratherthana probability We de ne misseddetection
rate asthe fraction of misseddetectionsver the total number
of injectedanomalies.

In orderto evaluatethe scalability of our method,we had
to generatesynthetictraf c matricesbecauseano traf c matrix
datasetwvith thousand®f links andtensof thousandof OD
o ws exist. We usedthe BRITE topology generator{15] to
generateboth sampletopologiesand their associatedouting
matrices We consideredh numberof networkswith anywhere
from 100to 1000links, andupto 500 500pairsof OD o ws.
For eachof the 250,000 OD o ws, we generatefour weeks
of databasedon the methoddiscussedn [16], by extracting
therelevant statistics(e.g.,meandistribution, noiselevel, etc.)
from the Abilene network traf ¢ matrices.

We computethe communicationcost as follows. Let num
be the number of messagesexchangedbetween monitors
and the coordinator including both the signal updatesfrom
monitorsto coordinatoraswell asthe slackupdatesrom the
coordinatorto the monitors.Let n be the numberof monitors
and m the numberof valuesin eachmonitor's time series.
Thencommunicatiorcostis calculatecasnum=(n m) which
givesthe permonitor communicationcost.

B. Detectionaccuracy vs. communicatiorcost

We now evaluate the performanceand tradeofs of our
protocols and algorithm for computing the monitor slacks.
We implementedboth methodsof homogeneousallocation
for computingthe monitor slack : the closed-formsolution



relying on uniform assumptionandthe variancemeasurement
solution.

In Fig. 6 we considera whole range of possibleinputs
on the tolerablefalse alarm rate deviation  (the probability
Eqgn (3) is re-scaledto a rate). We show in the top plot the
relationshipbetween andthe ltering slack , in the middle
plottherelationshipbetween andcommunicatiorcost. These
resultsmale intuitive senseAs we allow moreerrortolerance

, We can use greaterslack and lter out more data at the
monitors, and consequentlyeducethe amountof data sent
to the coordinatorover the network. For example, when the
tolerabledeviation of falsealarmis 5%, our algorithmreduces
the data sentthroughthe network by more than 90% when
usingthe varianceestimationmethod.

The bottom plot shows the actualaccrueddetectionerrors.
The curve with circles depictsthe misseddetectionrate; the
curve with plusesdepictsthe falsealarmrate;the dashedines
depict the correspondingdetectionerrors of the centralized
approach.First we point out that in all cases,the actual
falsealarmrate with our protocolsis always smallerthanthe
guaranteedbound.In otherwords,althoughwe may input that
we cantoleratean additional = 5% errors,in factwe don't
have to incur this reducedperformance becausethe lower
plot illustrates that our method performs nearly identically
to the original subspacemethod in terms of false alarms
and misseddetections.Moreover, this nearly identical error
performancecan be achiesed with far less data; valuessuch
as80% or 90% lessdata(dependinguponthe particularvalue
of ) aretypical. Theseresultsshaw, that for our datasetthe
reductionin communicationcostscan be enormouswhereas
thetradeof in termsof increasedletectionerroris very small.
Thesepromisingresultscon rm our hypothesigthat it is not
necessaryo back-haulall the datafor an anomalydetection
suchas[13].

In comparing the variance estimation and the uniform
distribution methodsfor slack estimation,we see that the
measurement-basedariance estimationmethod always per
forms better The absolutedifferencein communicationcost
varied from 5% to 10% for tight requirementson  (with

=0.006to 0.08, respectiely). The advantageof the closed-
form methodis its simplicity andlow computationabverhead.
Since, for this dataset,ts performances quite closeto the
measurement-basadethod,we concludethat suchsolutions
might be “good enough”for mary datasets.

We now compareour method and the original subspace
methodusing an ROC curve [20]. The y-axis plots the true
positives (one minus the misseddetections)and the x-axis
depictsthe false alarms.ROC curves allow one to compare
two methodsover a rangeof detectionthresholdseachpoint
on eachcurve correspondgo a different cutoff thresholdfor
signalinganalarm.In generalif onecurve lies entirely above
andto the left of another[20], thenthat methodis superior
in that it handlesthe tradeof betweenmisseddetectionsand
falsealarmsbetter

Becausen [13] they do notindicatehow oftenthey update
their PCA transform,we tested3 variantsof their method.
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The “centralized” version updatesthe principal components
eachtime intenal (uponthe arrival of new data). The “daily
update”versionupdateshe principal componentoncea day
(basedon the previous 24 hours);the “weekly update”version
updatesthe componentoncea week (basedon the previous
week). The resultsare shavn in Fig. 7.

We canseefrom the plot thatthe ROC curve anddetection
accurag of our approximationtechnique(either 0:015
or = 0:045 are extremely closeto that of the centralized
approachlt is surprising,that usingonly 10% to 20% of the
data, our techniquehas a detectionability that is essentially
asgoodasthe fully centralizedapproach.

This gure also indicatesthat it is importantto keepthe
principal componentsup to date becausethe performance
drop-off is considerablefor either the daily or weekly data
updatecasesWe point out thatin ourtechniquetherecompu-
tation of the principle componentss donelessfrequentlythan
in the original algorithm(we referhereto the versionin which
the PCA transformis updatedevery time interval). This is
becauseén ary time interval (e.g.,5 minutesin this example),
if noneof our monitorssendarnything to the coordinatoy then
the principle componentsare not recomputedThere may be
additionalwaysto reducethis computationoverheadsuchas
checkingthe norm of the covariancematrix and only doing
updatesf the changeto this norm*“is large enough”.We leave
that for future work.

We also implementedour heterogeneouslack allocation
and comparedits performanceto that of the homogeneous
slackallocation.We found that the performancedid not differ
greatly(at most3% in termsof communicatiorcosts)between
the two. This indicatesthat the simplersolution may be good
enoughfor the datatype we consider However the bene ts of
having the more generalsolution using heterogeneouslacks
would needto be evaluatedfor eachdatatype andapplication.
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C. Systentcalability

We now examine our systems$ scalability as the number
of distributed monitors grows. Recall that one of the key
reasonsfor controlling the communicationscost is to avoid
overwhelmingthe coordinatorshouldit receve lots of data
from mary monitors.Thecommunicationgostmetricwe have
beenusinguntil now (namelynum=n m) is an averagevalue
for the costper monitor. The communicatiorcostcominginto
the coordinatoris the sumof costsof all monitors,which is
can be computedfrom num=m. This capturesthe average
numberof messagethe coordinatorrecevesin onetime slot.

We plot the communicationscost at the coordinatoras a
function of the numberof monitorsin Fig. 8. We varied the
number of monitors from 100 to 1000, and used tolerable
deviation of false alarmrate = 0:025and = 0:055
For each systemsize n, we run 5 rounds of experiments,
eachof which runs on n randomly picked monitors. In the
Figure,in our approachas the systemsize increasesi) the
communicationcost of eachmonitor roughly keepsconstant
(which is the slope of the line); and 2) the communication
costat coordinatorincreasedinearly with systemsizewith the
sloperoughlybeing0.150( = 0:025 and0.088( = 0:055),
which are far less than 1.0, the slope of the centralized
approach.This result indicatesthat the communicationcost
increaseslownly assystemsizeincreasesandthatour system
thus scalesgracefully

V1. CONCLUSION

In this papemwe extendedthe PCA-basednomalydetection
methodusing ideasfrom “in-network” processingto engage
local monitorsto lter basedon global conditions)combined
with ideas from stochasticmatrix perturbationtheory Per
turbation theory is usedto derive boundson the termsin
the anomaly detectorthat are affected by error propagation
when limited data is used. We designedan algorithm to
select Itering parameterso thatthatmonitorsonly senddata
to the centraltracking site “when necessary”The necessity
is determinedfrom individual trafc behaiors, correlations
acrosdraf c streamsandthe globaltriggertrackingcondition.
We shav that anomaly detection can still be done very

accuratelyeven when 80 or 90% of the original datais never
sentto the coordinator Thus the tradeof betweendetection
accurag and communicationsavings is very lopsided- there
is a hugereductionin communicationoverheadaccompanied
by avery smallincreasen errors.Moreoverwe illustratedthat
this datareductionleadsto a systemthat scalesgracefully as
the numberof monitorsgrows. In particular we shaved that
the coordinators input datarate grows more than an order
of magnitudemore slowly than a systemthat back-haulsall
monitoring datafor volume anomalydetection.
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