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Abstract

Recentwork on distributed, in-networkaggregation as-
sumesa benignpopulationof participants. Unfortunately
moderndistributed systemsare plaguedby maliciouspar-
ticipants. In this paper we presenta r st step towards
veri able yet efcient distributed, in-network aggregation
in advesarial settings. We describea generl frameavork
and threat modelfor the problemand then presentproof
sketchesa compactveri cation metanismthat combines
cryptagraphic signatues and Flajolet-Martin sketchesto
guaranteeacceptableaggregation error boundswith high
probability. We derive proof sketchesfor countaggregates
andextendthemfor randomsampling which canbeusedto
provideveri able approximationgfor a broad classof data-
analysisqueries,e.g., quantilesand heavyhitters. Finally,
weevaluatethe practical useof proof sketches,andobserve
that advesariescan oftenbe reducedo mud smallervio-
lationsin practicethanour worst-caseboundssuggest.

1. Intr oduction

In recentyears,distributedaggreation hasbeena topic
of interestin a numberof settings,including network and
distributed systemmonitoring, sensornetworks, peetto-
peersystemsdataintegrationsystemsandwebservices A
commonyet widely applicablemotivating scenariocomes
from corporatenetwork managementlt is commonprac-
tice for mostcomputersownedby a corporationto run lo-
cally ahostintrusiondetectioragent(HID) suchasSNORT,
or otherlocal managemenagentse.g.,for assetracking,
connectionquality monitoring, etc. Suchagentsgenerate
event streamdike “My CPU utilization is 95%” or “I am
undera NIMDA attack” and typically communicateover
thecorporatenetwork with acentralconsolejocatedat cor
poratelT headquarters.The querierin this scenariois a
network manageiat the console,posingaggreate queries
on agentsto understanda developing performanceprob-
lem or the outbreakof a worm. A usual query might
be “How mary Windows XP hostsrunning patchX have
CPU utilization abore 95%7?". We call thesecountqueries
predicatepolls, sinceeachhostrespondwith oneboolean
value (“one machine,onevote”). Besidespredicatepolls,
therearequeriedik e “how mary HID log entriesindicatea
NIMDA exploit?” (atuple countingguery),or even“return
the OS versionsof k randomlychoserHIDs thatidenti ed
exploit X" (a randomsamplingquery). In suchscenarios,
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eachagentmay have zero, one, or mary recordsto con-
tributeto theaggreation.

Data warehousingmay be an inappropriatesolution
to this problem, since there may be mary thousandsof
globally distributedmanagemenrdgentsn the corporation,
someconnectedy slow links (WiFi or modem),updating
their streamsat sub-secondntenals. Resultsto queries
may berequiredwithin secondso catchanomaliesor other
seriousproblems. Instead,in-networkaggregation, for in-
stanceoverawell provisioneddistributedinfrastructurdik e
Akamai, cancut dovn on the bandwidth,lateng, andpro-
cessingneedsof real-timebackhaulingpy spreadingnore
of the computationwithin the network. In addition, for
mary queriegshequeriermaybeinterestedn detectingonly
trendsor interestingpatterns,not preciseanswers. Thus,
techniquedor fast,approximateanswes (e.g.,approximate
predicatepolls)areoftenpreferredespeciallyif they can(a)
drasticallyreducethe burdenon the network infrastructure,
and(b) provide approximation-eror guarantees

Unfortunately althoughin-network aggreyation cande-
liver real-time, ef cient results,it must anticipatean un-
trustedaggreation infrastructure.For instance the aggre-
gation functionality may be hostedby a third party (e.g.,
Akamai),or might be sharedamongmultiple organizations
that pool their network resources.Even if wholly owned
by a singleorganization theinfrastructurewill typically be
plaguedby virusesandworms.Consequentlyguerierspos-
ing questionganay requireextra assurancethat the aggre-
gationresultsre ect accuratelywhat the datasourcegthe
agents)produced. An outstandingand largely overlooked
researctchallengeis to provide trustworthy query results
in suchenvironmentswith mutually distrustfulor even ad-
versarialparties. The challengewe considerin this paper
is preventingmaliciousaggreatorsfrom undetectablyper
turbingtheresultsof distributed,in-network aggreyation.

Prior Work. Recentcontributionshave tackledcommuni-
cationfaultsin this setting[5, 11,13], but remainvulnera-
ble to maliciousmisbehaior. Participantmisbehaior in-
cludesmanufcturingspurioussubresultghatwerenot de-
rived from authenticdata generatorsand suppressiorof
true resultsderived from the datageneratorssuchactvi-
ties canperturbaggreateresultsarbitrarily. Relatedwork
that addressesnisbehaior is typically limited in scaleto
farsmallersettingghanthelnternet-wideaggreyationprob-
lem we explore here. The SIA approach[16] preventsa
single untrustedaggreator from tamperingwith aggrea-



tion resultsover a sensometwork using spot-checkingpf

aggreyatesagainsttamperevidentsamplef theinputsen-
sordata,but doesnot addresscenariosn which mary ag-
gregatorsmust collaborateto computea result, which are
necessaryor largerscaleaggreations. Similarly, general
securdunctionevaluationapproachesuchasFairplay[12]

addressn practiceonly two-party computationsand, even

then, have prohibitive overheadswvhen consideringscales
beyond countinga few hundredinputsamonga few wide-

areapartiesevery few minutes. Wagners resilientsensor
aggreyationwork [18] usesrobust statisticsto protectfrom

datasourcemisbehaior but doesnot addresghe orthogo-
nal problemof misbehaing aggreyators.Solvingthe prob-

lem of veri ability of in-network aggreation would com-

plementwell muchrelatedwork on otherdistributedsecu-
rity problemswith databasesuchasdatasourcetrustwor-

thinesd 1] or privagy-preservingqueryprocessing2]).

Our Contrib utions. In this paper we proposea family of
certi cates called proof sketches Theseallow partiesin a
distributedaggreatecomputatiorto verify thatthe nal re-
sult cannothave beenperturbedby morethana small er-
ror boundwith high probability To our knowledge, this
is the rst practicalwork to tackle veri able, multi-party
queryprocessingn the faceof adwersaries.We believe it
representasigni cant steptowardstrustworthy distributed
gueryprocessing.

We initially target distributed single-tableaggreation
queriesof the form g(spred(R)), Whereg is an aggreate
function, spreq is a selectionoperator andR is a relation,
distributedacrosswumerougarticipants We develop proof
sketcheof sizelogarithmicin jRj for abroadclassof count
aggreyates,and prove thatthey detecttamperingbeyonda
small factor of the true count. We extend our schemeto
developcompactproof sketchedor veri able randomsam-
pling, which canitself beusedto give veri able approxima-
tionsfor a wide variety of data-analysigjueries,including
guantilesandheavy hitters.

Our basic technigue combines Flajolet-Martin (FM)
sketched6] with compactcryptographicsignaturesve call
authenticationrmanifests Authenticationmanifestsensure
thatnoneof the datacapturedby the sketchwereinvented
by adwersarialaggreators. To prevent aggregators from
silently omitting valid datafrom countsor sampleswe es-
timatethe overall populationcount,eitherdirectly from the
veri able sampleor throughan additionalcounting proof
sketchon the complemenof the query predicate. Assum-
ing the size of the participantpopulationis approximately
known —areasonablassumptionn mostervironmentsve
consider— the queriercancheckthe accurag of this esti-
mateto detectmalicioustampering.

We brie y discussa numberof extensionsto our core
proof-sletchingideas,including generaldesignguidelines
for thedevelopmentbf new proof sketchesandaccountabil-
ity mechanismsOur empiricalevaluationof veri able ap-
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Figure 1. Datao w among agents in the sys-
tem, with potential threats listed in the black
ovals. Proof sketches are used to thwart
the threats within the gray trapezoid. In

each component, we indicate the aggregation
functionality (I, M, E) performed.

proximatecountvia proof sketchesunderdifferentadwer-
sarial stratgjies shavs that, to remainundetectedn prac-
tice, adwersariesmust limit themseles to much smaller
scaletamperinghantheworst-casenalysissuggests

2. Preliminaries

In-Network Aggregation Functionality. In our discus-
sion, we adopt the distributed aggrejation terminology
of TAG [11]. TAG implementssimple aggr@ates like
COUNT, SUM, or AVERAGE via threefunctions: anini-
tializer| , amemging functionM , andanevaluatorfunction
E. M hastheformhz = M (hxi;hyi), wherehxi andhyi are
multi-valued partial staterecods (PSRs),computedover
oneor moreinputdatavalues andrepresentingheinterme-
diatestateoverthosevaluesthatwill berequiredto compute
anaggreate. ha is the PSRresultingfrom the application
of M tohxi andhyi. Forexample,if M isthememingfunc-
tion for AVERAGE, eachPSRwill consistof a pair of val-
ues,sumSandcountC, and,giventwo PSRshS;;C;i and
hS;Cai, M (hSy;Ciis h5;Coi) = WS + S; Ci+ Coi. The
initializer | speci eshow to instantiatea PSRfor a single
inputdatavalue;for AVERAGE, | (x) = hx;1i. Finally, the
evaluatorE mapsa PSRto anaggrejate. For AVERAGE,
E(hSCi) = SC

In-network aggreyationentitiesplay differentroles(Fig-
urel). Sensos areagentgthat produceraw datavaluesfor
aggreation, andinvoke initializer functions| to generate
PSRs.In our scenariothe managemeragentis a “sensoy’

1Dueto spaceconstraintsye deferproof agumentsandseveraldetails
to thefull paper



and agentmeasurementer HID alertsare the data. Ag-
gregators combinemultiple PSRsby applyingthe memging
functionM ontheirinputsandforwardingameigedPSRto
their outputs,accordingto anaggraationtopologysuchas
trees[11], depth-base®AGs[5], andhybrids of treesand
DAGs[13]. Thequerieris the agentthatrecevvesthe nal
PSR,validatesit and,if successfulexecutesthe evaluator
E to generatdéheresult.

We assumethat nodesin the systemare connected.

Queriesfrom endusershave uniquelDs. They canbedis-
seminatedo all relevantagentsjncluding sensorsandag-
gregators[10,11]. In someervironments,queriescan be
disseminatedlongwith theagentsoftware(e.g.,everyHID
reportson a predeterminedetof predicatepolls or other
gueriesperiodically). Alternatively, queriescanbe dissem-
inatedin batch(e.g.,“the queriedor thenext hourareX, Y,
andZ”) to therelevantagentsvia aslow but reliablemeans,
suchasgossipamongagents.
Threat Model. Theadwersarymay controlary andall ag-
gregatorsin theinfrastructureto implementa holistic strat-
egy of herchoosing.Two typesof aggregator misbehaior
are possible(gray trapezoidin Figure 1). In partial-state
suppession(or de ation), aggrgatorsomit datafrom input
PSRduringthemeiging function. Thesimplestsuchattack
is to suppressn entire PSR, but othersare possible(e.g.,
suppressing subsebf a sample).In spuriouspartial state
(or in ation), aggreatorsintroducedatainto outputPSRs
thatshouldnotbethere. Thesimplestsuchattackis to man-
ufactureanentirePSRfrom scratchput it is alsopossibleto
manipulatean existing PSRto re ect manufcturedinputs,
or inputsfrom elsavherein the aggreationtopology

The adwersaryis boundto commonlimits of computa-
tional tractability: shecannotforge signaturedor keys she
doesnot possess.We requireall sensordo be registered
with an organization-widepublic key infrastructure(PKI)
sothatwe canauthenticatéhe datathey produce.

3. AM-FM Proof Sketches

To begin our discussiorof proof sketcheswe consider
thespeciakaseof “predicatepoll” querieswe expandto ar-
bitrary countsin Section5. Our goalis to countthenumber
of nodesthat satisfysomebooleanpredicate.Without loss

of nodeidenti ers, andlet pred bethe predicateof interest;
also,letCpreq ( U) denotetheanswetto our predicatepoll.
Considerthe predicatesCOUNT aggreyate:
(1) = hl@ if pred(_t) = true
M0i  otherwise
M (hxi;hyi) = x+yi ; E(hi) = x
wheret denotesa sensors local datarecord.We treatmali-
ciousin ation andde ation of a PSR5valueseparately

1

3.1.Detectingln ation
To offer intuition, we startwith a simple but impracti-
calwayto ensurghataggreatorsdo notin ate therunning

sum: countingin a unaryrepresentationywherethe PSRis
abitmapof sizeU. Theaggragationlogic becomes:
| (1) = hZ_ai if prec(t) = trueatnodea
i otherwise
M (hpi;hoi) = hp ORgi ; E(hpi) = jpj
wherej pj countsl-bitsin bitmapp. We protectfrom in a-
tion by requiringthatevery sensowoting “yes” alsocrypto-
graphicallysignthe uniqueidenti er of the predicatepoll,
andwe collectall suchsignaturesnto a signaturesetcalled
the authenticatiormanifest(AM) for a PSR.Theinitializer
| atsensom 2 [U]initializesthe AM to containsensom’'s
signaturdf a satis esthe predicate.The mewging function
M unionsinput AMs in additionto OR-inginput bitmaps.
To validatethe nal PSR, the querierveri es that,for each
1-bit in the bitmap at positiona, the AM containsa valid
signatureof the queryidenti er by sensom@'s public key.
Thoughimpractical sincethesizeof athusde ned PSR
is aslarge asthe numberof “yes” votescounted(roughly
O(U)), thisbasicideamotivatesour actualapproachwhich
producesacompactAM. To thatgoal,we relaxour security
requirement:insteadof detectingall countin ations, we
cansettlefor detecting‘noticeable” attacksthat overcount
by morethansomesmallamount.This relaxationsuggests
theuseof space-etient Flajolet-Martin(FM) sketchedor
approximatelycountingthe distinct valuesin a set[6]. By
augmentingFM with an authenticatiormanifest, we de-
velopour rst proof sketch,whichwe call AM-FM.

Quick Intr oduction to FM Sketches. The FM distinct-
countestimatol6] is aone-pasgstreamingalgorithmthat
relieson afamily of hashfunctionsH for mappingincom-

)

uniformly andindependentlyover the collection of binary
representationsf theelement®f [U]. ThebasicFM-sketch
synopsis(for a x ed choiceof hashfunctionh2 H) is a
bit vector of size Q(logU).2 This bit-vectoris initialized
to all zerosand, for eachincoming valuei in the input,
the bit locatedat position Isb (h(i)) is turnedon, where
Isb (s) denoteghe positionof the least-signi cantl bit in
the binary strings. It is notdif cult to seethatfor ary i 2

Tﬁl. After C distinct valuesfrom [U] have beenencoun-
teredin the streamthelocationof therightmostzeroin the
bit-vector synopsisis an indicator of logC. To boostac-
curag andcon dence,the FM algorithmemploys averag-
ing over severalindependeninstanceqi.e., r independent
choicesof the mappinghashfunctionh; 2 H for j 2 [1;r]
andcorrespondindg-M sketches).Recentwork [3,7,9] has
shawn that,usingonly r = O(@) FM bit vectorsbuilt
with simple,limited-independenckashfunctions,onecan
provide (randomized)(e; d)-estimatos for the numberof
distinctvaluesC; thatis, the computedestimateC satis es
PriC Cj € 1 d
FM-sketchsummaries@renaturallycomposablesimply

2| ogarithmsin this paperhave base2 unlessotherwisenoted.



I (t) = ISP (k@) - fhisp (hj(tka));t;a; sa(t)igi
M (hp; Api;ho; Agi) = hp ORq; Apt Ay

Figure 2. De nition of (basic) AM-FM. The
predicate test in | is omitted for brevity. k
denotes concatenation.

OR-ingindependenthpuilt bitmaps(e.g.,over datasetsa;
anday) for thesamehashfunctiongivespreciselythesketch
of theunionof theunderlyingsets(i.e.,a;[ az). Thismakes
FM sketcheddeally suitedfor in-network computatior5].

In ation-fr eeFM. Fromtheperspectie of veri ability , an
attractve aspecbf FM sketchess thatead bit' svalueis an
independentunctionof the input domain. Thus,assuming
apre-speci edcollectionof hashfunctionsfor building FM
sketchesgeachl-bit canbeauthenticatedt the querierby a
singlesignedvaluefrom oneof thesensonodeghatturnit
on. Hence we canconstructan authenticatioomanifestfor
a basicFM sketchwith O(logU) (or fewer) signedinputs
of theform hk;t;a; sa(t)i, wherek is the bit position,t the
tuple,athesensoidenti er, ands,(t) thesensors signature
for thetuple. Wereferto theresultingsketchstructureasan
AM-FM proof sketch.

Figure2 outlinesthede nition of our AM-FM sketches.
Note that the FM hash function is applied to the
hdataRecad; sensorlD pair to ensureuniquenessacross
all input datarecords. A, denoteshe authenticatiorman-
ifest for FM bit-vector p: if p's k-th bit is setto 1, the k-
th componenbof A, is hk;t; a;sq(t)i, andis valid iff k=
Isb (h(tka)) ands,(t) is a valid signatureont by sensor
a. Thet operatorforms a subsetof the union of its in-
puts, retainingoneinput “exemplar”bk;t; a; s;(t)i for each
k2 [0;logU 1] (e.g.,choserrandomly).Finally, theeval-
uatorfunction executesa count-estimatiorprocedureover
thecollectionof FM bit-vectorsbuilt [7,9].

3.2.De ation Detection

The authenticatiormanifestin AM-FM prevents mali-
cious aggreatorsfrom turning O-bits in an FM PSRinto
1-bits. The remainingpossibleattackis to turn 1-bitsinto
0-bits,removing thecorrespondingignaturesrom the AM.
This attackcouldde ate the countin the FM sketch.

Onenaturalapproactto preventingthis attackis to route
initialized PSRsalongmultiple redundanaggreationpaths
betweenthe sensorsaandthe querier Suchredundantout-
ing schemesxploit the duplicate-insensiie natureof FM
sketchesandhave beenproposedor addingfaulttolerance
for benignaggreator populationsin the faceof an unreli-
ablenetwork fabric[13]. Ourervironmentintroducesmore
stringentrequirementswe needto provide strongguaran-
teesthatourveri cation procedurdoundgheamountof er-
ror anadwersarycanintroduce. Extendingredundantom-

municationschemego our settingrequiresstrongassump-
tions on the adwersaryand the aggra@ation topology and
introducesdif cult algorithmic and practical challenges,
which AM-FM doesnotface.

Complementary Proof Sketches.Our proposedapproach
tode ation detectiormakesnoassumptionabouteitherthe
aggreation topologyor the adwersary It insteadrelieson
the querierknowing the total countU of the entire sensor
population(the “universe”). This seemdike a very strong
assumptionbut in mary scenariost is notatall unreason-
able: trackingthe arrival and departureof eachsensorat
a centralquery site is reasonablytractable,andis in fact
the commoncasein corporatemanagement-agesscenar
ios. For the momentthen,we assumehatthe queriercan
acquirethe correctvaluefor U atary time.

The techniquewe useaccompaniegachpredicatepoll
predwith its complementarpoll : pred, theintuitive objec-
tive is to checkthattheir countssumup correctly: Cpred+
C. pred = U. Sincethosecountsare only approximately
known, the techniqueusesAM-FM proof sketchesto es-
timatethe approximatecountsCpreq andC. preq andto pre-
ventsigni cant in ation of eithercount. By preventingthe
complementC, ,req from beingin ated, we therebyprevent
ép,ed from beingundetectablyle ated: to de ate Cpred, the
adwersarywould havetoin ate C; pred 10 avoid detectionby
the sum check. We focus on this schemefor the remain-
der of this section,andprovide boundson the undetectable
de ation erroranadwersarycanintroducewith complemen-
tary de ation detection.

3.3.Veri cation and Analysis

The AM-FM proof sketchallows deterministicdetection
of spuriousl-bitsin the FM sketchasperthevalidationde-
scribedin Section3.1. Givenavalid AM for anFM sketch,
theremainingquestionarisesfrom the useof FM approxi-
mations:how much“wiggle room” doestheinaccurag in
theseapproximationgive anadwersaryinterestedn de at-
ing thecount? ) .

We assumeFM-basedestimatorsCyreq and C; preq that

useO(%) independenAM-FM sketch instantiations
to estimatethe Yes/Nopopulationcounts[7]. Our de a-

tion veri cation step ags an attack when the condition
Cored* C.pred (1 €)U is violated. The following theo-
remestablishethe(probabilistic)errorguaranteeprovided

by our veri able AM-FM aggreationscheme.

Theorem1 Using O(%) AM-FM slketchesto estimate

Cpred (andC. preq), and assuminga successfuveri cation,
the Cyreq €Stimateis guaranteedto lie in therange [Cpred

1 d. For predicateselectivities s, this impliesan
(e(2 1);d)-estimatorfor Cpreg.

Thuswith AM-FM ary de ation attackcan causeour
nal Cyreq €Stimateto underestimatehe true countby at



moste(U + C. pred) 26U, orrisk beingdetectedvith high
probability The offerederrorguaranteearein termsof eU
factorswhicharetypically suf cient for predicateshatrep-
resentsigni cant fractionsof U. For low-selectvity pred-
icates,aswith regular sketch-basedpproximation,t can
be preferableo computean exactresultratherthana high-
relative-errorapproximation. In the AM-FM setting, this
meanghatwhenC. preqis foundto beclosetoU, thequerier
canrequesthatthefew sensorswith “Y es” votescontactit
directly. Thisrequesshouldbe disseminatedlirectly from
the querierto the sensorswithout ary untrustedntermedi-
aries,to prevent adwersarialaggregatorsfrom suppressing
the request. Direct communicationwith the sensompopu-
lation cantake moretime thandisseminatiorover the ag-
gregationpopulation.HenceAM-FM is bestsuitedto high-
selectvity predicatepolls while ensuringveri able results
for low selectvities ata highercost.

4. Veri able Random Sampling

We turn to the moreinvolved problemof constructinga
veri able randomsampleof givensizek over the sensors'
datatuples. For clarity, we limit sensordo a singletuple
each,but relaxthis limitation in Section5. As in aggrega-
tion, we wish to ensurethat messagesentby aggreyators
aresmall, andthe resultis veri ably anunbiasedrandom
sampleof the data. Sucha sampleis a genewrl-purpose
summaryof the sensorcontentsthat the querier can use
to approximateveri ably avariety of differentaggreation
functionsandselectionpredicatesnot knovn beforehand.

A cornventionalrandom-samplingummanyis apair (f ts;
15 tg; N) comprising(a) the subsetof sampledrecords,
and (b) the total countof the underlyingpopulation(sam-
pling rate= k=N). A simple adaptationof reseroir sam-
pling [17], for instancecangeneratesucha sampledynam-
ically moving up the aggreyation topology but falls short
of our veri ability goals.Consideranaggreatorreceving
two randomsampleqs;; N1) and(sp; N2) fromits children.
Despiteindividual sampledtuple authentication(e.g., via
signatures)the aggrejator canstill introducearbitrarybias
in the sample:for example,insteadof sub-samplings; and
s, with theappropriateates,t canfavor tuplesfrom s; over
tuplesfrom s,, or evendeterministicallychoosghesmallest
values,arbitrarily poisoningapproximataesultscomputed
over the resultingsample. The key problemin our threat
modelis makingthe samplingprocedurerun by eachag-
gregator—e.g.,therandomcoin ips —veri able.

Our solution,AM-Sampleproof sketches collectsa ran-
dom sampleby mappinghdataRecad; sensorlD elements
to bucketswith exponentiallydecreasingrobabilities,us-
ing hashfunctionsasin FM. Thekey differencefrom AM-
FM is that we now retain authenticatiormanifestsfor all
exemplarelementanappingabove a certainbucket level |
(alongwith theirrespectie level)—theseareexactly theel-
ementsin our sample. Using sensorlDs to make tuples

I (t) = hO; fhisb (h(tka));t; a; sa(t)igi (1)
M (HL1; Sishp; Si) = b (LS S)i @
whereS(L; §;S) = thlitiasa(t)i 2 S[ $: 1 Lg; and
max(L1; L) if j[S(max(L1;L2);S:S)j (1+ €2k

max(Ly;Ly)+ 1
E(h;Si) = ft:H;t;a;s(t)i 2 Sg;samplingrate=2 - (3)

otherwise

Figure 3. De nition of AM-Sample.
distinct, we essentiallyuse a methodsimilar in spirit to
Gibbons' distinct-samplingtechnique[8] for approximat-
ing COUNDISTINCTqueriesover datawarehouses.
Formally, given a uniformly randomizinghashfunction
h over ldataRecad; sensorlD pairs and a samplesizek,
an AM-Sample proof sketchis a pair h_;Si, where S =

m= Q(K) authenticatiomanifestsi;;t;; a; s, (ti)i with cor

respondindoucketlevelsl; = Isb (h(tika)). A well-formed
AM-Samplesketch storesexactly the authenticatiormani-
festsfor dataRecad; sensorlD elementsat levels greater
thanor equalto L, whichimpliestheinvariantl; L for all

i = 1; :::; m Sinceeachelementmapsto a bucket level

| with probability 1=2'*1, it is not dif cult to seethateach
elementin the AM-Samplesketchis chosen/sampledith

probability8; | iy = 1=2".

A concisedescriptionof our in-network aggreation
schemefor AM-Sample proof sketchesis given in Fig-
ure3. Brie y, ouralgorithmstartsby computingtheauthen-
tication manifestsand bucket levels for individual sensors
(Equationl). Thesemanifestsarethenunionedup the ag-
gregationtopology only keepingelementsat the maximum
level max(Ly;L,) with every PSRmeige, effectively sub-
samplingelementsatthelowestsamplingrateamonginput
PSRs.To keepthe sketchsizeundercontrol, the sampling
rate dropshy a factorof 2 (settingL = max(Lj;Lp) + 1)
whenthesamplesizegrows beyond2k(1+ €) (Equation2);
e < 1 denotesan error parametedeterminedoy the target
samplesize.As we shaw, for largeenougtk, thesizeof our
AM-Samplesketchnever grows beyondarange[(1 €)k;
(1+ e)2K] (with high probability) duringaggregation.

4.1.Veri cation and Analysis

AM-Sample proof sketchescombat adwersarial in a-
tion of the collectedrandomsamplein two ways. First,
throughthe useof authenticatiormanifestdor datatuples,
the sketch prevents aggregatorsfrom inventing nev data,
sinceall tuplesaresignedby a sensor Second AM signa-
turesalsopreventaggreatorsfrom migratingtuplesacross
bucket levels (therebybiasing random-samplingchoices)
sincethelevel is determinedhroughhashingby the signed
tuple and sensoridenti er. In a sensethe hashfunction
candictatethecoin ips of intermediateaggreyators,ensuf
ing thatnoinappropriateelemenselectiondiasthesample.
Notethatourtechnique-unlike reseroir sampling-is also
naturallyduplicate-insensiie andcan,thereforepeusedn



anaggragationtopologythatmergesPSRsredundantly

Besidesin ation, the adwersarymay also de ate sam-
ples,aswith AM-FM sketcheseitherby arti cially increas-
ing thebucketlevel (to discardall lower-level elements)pr
by removing speci ¢ elementsat the currentbucket level.
To quantify the de ation-errorguaranteegrovided by our
AM-Sample proof sketches,we assertthat, given a large
enoughtagetsamplesize,andassumingio malicioustam-
pering,the nal samplesizeat the queriermustbe within
a smallfactorof k; this, in turn, implies thatthe adwersary
cannothopeto de ate the sampleby a large factorwithout
beingdetectedwith high probability).

Theorem2 For a target sample size of at least k =
O(%), and assumingno maliciousaggregator de a-
tions, the nal samplesize|S at the querier is at least
(1 e)kwith probability 1 d.

Giventhisresult,aqueriercanraiseade ation alarmiff the
collectedAM-Sampleproof sketchsamplesizej§ failsthe
conditionj§ (1 ek

We now considettheerrorguaranteeprovidedfor given
polls by suchasample.Let s denotea known lower bound
ontheselectvity of a predicatepoll thatthe querierwishes
torunoverthe nal sample Givenatargetsamplesizeof (at

least)k = O( ;(22(6;‘22) andthepopulatiorsizeU, thequerier
canlimit thepotentialimpactof adwersarialde ation onthe
coIIectedAM-SBmpleH_; Si by additionally ensuringthat
2 j§ (1 e s)U. Again,if this conditionis violated,
thequerier ags ade ation attackwith high probability (

1 d). Thefollowing theoremestablishesheseveri able
de ation-errorguaranteefor poll queriesover AM-Sample

proofsketches.

Theorem 3 Assumean AM-Sampleproof sketch collected
with a target samplesizeof k = O( ;??(G;dgz), andthat both
nal veri cation stepsat the querier are successfulThen,
for the cardinality Cyreq Of any given predicatepAoII pred

with selectivity s over the nodes the estimateCpyreq 0b-
tainedfromthe AM-Samplés guaranteedo lie in therange
[Cored(1 €(P% + 1)); Cored(1+ €)]  Cpred(1  &(F% + 1))
with probability 1 d (i.e., to give an (e(p% + 1);d)-
estimatorfor Cpreq).

Leveragingveri able samples.Theboundsn Theoremd
and 3 shaw that, for a poll on a givenpredicate AM-FM
sketchesoffer a betterspace/accurgctrade-of than AM-
Samplesketchegwhich, of coursejmplieslesscommuni-
cationfor agivenerrorguarantedor theCyeq estimate) On
the otherhand,the nal AM-Sampleis a geneal-purpose
summaryof the datacontentin the sensompopulation,and
canbeleveragedo provide approximateanswerdor differ-
entclasse®f data-analysigueriesatthequerier

For instance,a (veri ed) AM-Samplecan be useddi-
rectly to constructappoximate quantile summarieg[15]

over different attributesin the sampledtuples, or to dis-
coverheavy-hittes/frequenitems[14] in theattribute-value
space.A key propertyof suchdata-analysigjueriesis that
their error requirementsare typically expressedin terms
of eU factors, since they look for either value ranges
(quantileintervals) or individual values(heavy-hitters)rep-
resentinga signi cant fraction of the overall population
U. This implies that our de ation error boundsfor AM-

Samplesketches(Theorem3) can be naturally translated
into strong, veri able error guaranteedor approximate
guantilesandheavy-hittersatthe queriernode.

5. Extensions

Multi-T uple Sensors We now considergeneraklistributed
gueryprocessingcenarioswhereeachsensoin theunder
lying “universe”[U] canstoremultiple datatuples.Speci -
cally, let m; denotethetotal numberof tuplesatsensoi and
let M denotethetotal tuple population,i.e.,M = &y m.
Our veri able-aggreation protocolsandanalysisfor AM-
FM proof sketchesand AM-Sampleproof sketchesareim-
mediatelyapplicablein this moregenerakettingby simply
replacingU with M, assuminghatthe querierhasaccurate
knowledgeof M. Of course,in ary realistic scenario,M
iS not a static quantity but variesover time as sensoraip-
datetheirlocal datastreamsWe presenta communication-
efcient veri able approximatecountingalgorithmto esti-
matea tuple populationM in the system,which builds on
our predicatepolling mechanismwhile still requiringonly
logarithmic-sizemessagesWith a selectionpredicate the
algorithmperformsa “tuple predicatepoll” whereaswith-
out a selectionpredicatejt canestimatethe size of the to-
tal tuplepopulationwhich canbeusedwith theveri cation
stepsf subsequerttiplepredicateollsasdescribedbore.
Fix asmallg> 0. Let S denotethe subsetof sensors
in the systemwith atleast(1+ g)K datatuples:thatis, S, =
ficU:m (1+ g)kg, andletu, = jSq. Also, letK denote
the maximumindex k for which uyx > 0 — olviously, K

log(14+ M 'O%M. Now, de ne anapproximatéquantized)

tuple countM, = & o(uk U+ 1)(1+ Q)X (i.e., rounding
down eachm; to theclosespowerof (1+ @)). It is notdif -
cultto seethatM, is within a(1+ g) multiplicative factorof
thetruetuplecountM, i.e.,(1+ q) M Ma (1+ q)M.

The algorithm usesa logarithmic numberof AM-FM
predicatepollsto produceaccurateestimatesiy for eachuy,
andthenemploys theseestimatego approximateM,. It is
crucialto avoid error boundsthatdependon the sizeof the
overall sensompopulationJ, especiallyfor large valuesof k
(i.e., errorfactorsof eU (1+ g)¥), which canhave a signi -
canteffect on the estimate.Instead our estimatoworksin
an‘“incremental”’manneytakingadwantageof theinclusion
relationshipS, Sc 1. Briey, our algorithmrunsits ki
predicatepoll overthe S ; subsebf sensorsandusesthe
Uy 1 estimaten theveri cation stepfor U, for eachk = 0;
.1 K+ 1. For corveniencewede neu 1= U.



More formally, for eachk = 0; :::; K+ 1, ouralgorithm
usesO(W) AM-FM sketchesto estimateuy as
the approximatepredic:ate—pollcountép(k;sk y (e, Gc=

Coksc 1)) wherep(k; S 1) andits negationarede ned as:
pliS 1) “(1+ Q¥
pkSc ) (gt
for eachsensoi; for stepk, thequerier ags anadwersarial
omissionattackiff the condition Cy.s ;) + C. pcs, o)
(1 el 1isviolated.Oncetheindex KO K 'OQTM such
that ko, ; = O is reachedpur algorithmreturnsthe count
estimateM, = éﬁfo(ﬁk G+ 1)(1+ @) for the total tuple
countM. Note thatall stepscanrunin parallel. The error
guaranteefor our veri able approximatecountingscheme
aresummarizedn thefollowing:

m?%  and
m < (1+ g)k?90

Theorem4 Usinga total of O('Og'\"'og(c:+'\":(qd») AM-FM
sketchesto estimatethe appoximatetuple countM,, and
assumingsuccessfulnal veri cation stepsfor all k = 0;
::1; K+ 1, our countingalgorithm guaranteesthat, with
probability 1 d,

- (1 2¢(1+e(1+qg)M 2eU
Ma 2
1+q 1+q

This mechanisncan be directly usedto also compute
SUMKlover sensowvaluesinsteadof YES countsover multi-
ple tuplesper sensor Dueto spaceconstraintswe deferto
the full paperthe detailsof extensionsto veri able aggre-
gatessuchasSURlandAVERAGEaswell asoptimizations
for our basicveri able approximatecountingscheme.

A Generalized Template for Proof Sketches. While the
proof sketcheswe develop in this paperare basedon FM
sketches,this is not a requirementof the approach,and
we expectthat a variety of proof sketchescould be con-
structedbeyondour initial ideashere.In general the basic
guidelinesfor constructinga proof sketchfor an aggrea-
tion functionareasfollows:

—CompactManifest: A key challengeis to developacom-
pactauthenticationmanifest.Compactmanifestsaretrivial
to constructor sketchedike FM whereeachbit is indepen-
dentof the others,andcanbe authenticatedby a singleex-
emplarvalue. Otherwise pnemustreasoraboutthe m-to-n
relationshipbetweeninput valuesandsketchbits: a subset
(or possiblymultiple alternative subsetspf theinputvalues
may constitutea “support” for anoutputbit, andeachinput
value may in uence multiple outputbits. This leadsto a
combinatorialbptimizationproblemof choosinga minimal
manifestfor a givenoutputsketch. It would seemdesirable
to choosesketchesthat not only have compactmanifests,
but avoid combinatoriakcompleity in evaluatingthem.
—De ation Bounds: Complementaryde ation protection
hingeson the queriers ability to detectde ations given
only the aggr@ate resultson a subsetof the sensorpop-
ulation and on its complement. In the proof sketcheswe

; (L+ e)(1+ gM

have describedif anaggregatevaluecanbe approximately
reducedo thesensopopulationsizethatveri ably justi es
thatvalue,de ation veri cation checkscanbedevised. For-
tunately building reductionsby combiningsimpler already
known reductions- aswith the geometricsuperimposition
of AM-FM proof sketchesearlierin this section— covers
typical SQL aggrejates. Going beyond to arbitraryaggre-
gate functionsis an openproblemof both theoreticaland
practicalimportance.

Clearly theseare neither formal characterizationgor
“proof-sketchability’ norturnkey guidelinedor developing
new proof sketches However, we believe they areof usein
developingnew veri ability techniques.

Usingthesecriteriain afairly differentsetting,webrie y
considerthe example of Bloom Filters [4]; for brevity
we assumefamiliarity with their constructionanduse. A
Bloom Filter canbeformedvia in-network aggreationin a
straightforvardway. Like FM sketchesthebitsin a Bloom
Filter areindependentunctionsof theinputdomain.Hence
a simple authenticationrmanifestfor a Bloom Filter can
maintainone exemplarper bit. Actually, one canperhaps
do betterthanthis, sinceeachinput valuemapsto multiple
bits of theBloom Filter. Minimizing theBloom Filter mani-
festsizeis aninstanceof thecombinatoricsve warnagainst
above, but is perhapsan unnecessargptimizationof the
simpletechnique With respecto de ation boundsthereis
a scenariowith anappropriateanalogyfor set-membership
tests. Assumethat the datasetin the network containstu-
plesof theform (id, valug. We wishto form aBloom Iter
for the setof ids of tuplesthat satisfya selectionpredicate
Spreqvalug - IN thiscasewe canpreventde ation attacksby
alsorequiringa BloomFilter to beformedons. . 4valug-
Assumingthe querierknows the universeof ids currently
storedin the network, eachmembershiptest it performs
should succeedon at leastone of the two Bloom Filters
(acpin, within the error guaranteesf the Iter(s)); if not,
ade ation attackoccurred.

As an example, veri able Bloom Filters can be useful
in approximatinghe sizeof anintersection: rst weruna
veri able BloomFilter aggregationonthevaluesof oneset,
andthenwe computethe sizeof theintersectiorasan AM-
FM countovertheotherset,wheretheselectiorpredicatés
amatchwith theBloom Filter. The countof ary semi-join-
like operationcanbe similarly computede.g.,key/foreign-
key querieswithout referentialintegrity), andananalogous
approacltanbeusedto computethesizeof anti-joins(e.g.,
setdifferencevia SQLs EXCEPTandNOT IN clauses).

Veri cation Failure and Accountability. Our veri ca-

tion testsfor AM-FM sketchesraise alarmswhen either
the authenticatiormanifestdoesnot matchthe sketch, or
the complementarye ation detectioncheckfails. Alone,
suchalarmsareusefulin agging aresultassuspectHow-

ever, asubsequerforensicanalysigracingthe causeof the
alarmmaybeinvaluable notonly for identifying malicious



aggreators, but also for identifying falsealarms. In the
full paperwe will discusdifferentoptionsfor pinpointing
in ation andde ation attacksthroughefcient trace-back
mechanismsver the aggreationtopology

Universal Population Knowledge. Our complementary
de ation protectionrequiressome“ground truth” knowl-
edge,namelyU (the total size of the universeof sensors),
to bemaintainedsomehwv atthequerier Knowing this size
is reasonablén mary practicalsettings,suchasin anen-
terprisewhere nodesmust register with a VPN. The full
paperwill furthersupportthis agumentin moredetailand
explore scenariosn which therequirementnayberelaxed
(e.g.,having only approximateknowledgeof U) while re-
tainingthe bene tsof complementaryle ation protection.

6. Experimental Evaluation

In this section,we experimentallyevaluateAM-FM to
understandts behaior during an attackaswell asin the
absencef anattack. Furthermorewe explore someprac-
tical adwersarialsuppressiorstratg@iesto demonstratéhat,
in the averagecase the adwersaryhasa low probability of
gettingaway with de ating a predicatecountsigni cantly.

6.1.Adversary Strategies

Though our worst-caseanalysisprovides probabilistic
guaranteesboutthe effectsof adwersarialbehaior during
aggreation, in practicenot mary adwersarieswill be able
to achieve worst-casg¢ampering,for at leasttwo reasons.
First, unlessthe adwersarysucceedsn compromisingthe
“root” aggreatorin the network, shewill not have access
tothe nal PSRgiventothequerier Insteadshewill beable
to affect only PSRsfurtherdown the aggreationtopology
Thismeanghatshehasonly partialinformationonwhichto
determinehersuppressiostratgy; for example,somesup-
pressedketchbitswill bere-setby other well behaedag-
gregators. Secondthe adwersarydoesnot control the hash
functionsusedby the estimators. Consequentlyshe can-
not always achie’e worst-casesuppressiorundetectedf,
for instance(C. preq is underestimatedy FM in a particular
query;thistightensthewidth of therangefrom Theoremt.

We examinead\ersarystratgjies that approximatetwo
different goals. In the Targeted Strategy, given target
countCmaiicious the adwersarysuppresseas mary sketch
bitsaswill bring Cyreq closeto thattargetcount.In the Safe
Strategy, the adversarysuppresseas mary sketchbits as
will de ate Cpreq Withoutviolating thede ation veri cation
condition (seeTheoreml). With eachstratgy we vary a
coverage parameteD < G < 1 thatre ects the fraction of
the universeaggreatedvia maliciousaggreators. For in-
stancejn atreeaggreationtopology anadwersarialaggre-
gator covers all datavaluesingestedinto the topologyvia
the subtreeof which it is theroot. The greaterthe cover-
age,themorelikely it is thatsketchbits suppressety the
adwersarywill notbe setagain by anotheraggreator.
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Figure 4. Fraction of alarms, out-of-bounds
estimates, alarms for in-bounds estimates
(false positives) and undetected out-of-
bounds estimates (false negatives) over all
runs for diff erent selectivities (x axis) and dif-
ferent e parameter s (one per curve).

6.2.Results

The results presentedbelov use 256 FM sketches—
gualitatively similar numberswereobtainedfor othersum-
mary sizes and estimators(e.g., those from Ganguly et
al. [7]). Eventhoughwe presentesultsusingthe FM esti-
mator we heuristicallyselecte= 0:15to matchtheGanguly
et al. worst-caseboundof O(%) with a probability of
about80%ignoring constantsFor eachdatapoint50inde-
pendentunswerecomputedWe x thesizeof theuniverse
to 100,000 andvary the cardinality of the polled predicate
betweenl(;000and100, 000. We vary adwersarycoverage
from 1=64-th of the universeto 100%.

We raiseanalarmwhenthede ation veri cation condi-
tion fails (for givene parameter)andwe claim anestimate
Cored in boundswhenit satis es the error boundsof The-
orem1. Alarmsfor which the épred estimatewas actually
in boundsare conseratively termedfalse positivesbelaw,
whereasstimateshatarenotin boundsbut fail to raisean
alarmaretermedfalsenegatives

In this small scenario, our approachdelivers to the
queriernomorethan256 dog10°e= 4252signedtuples,
versusl0G0, 000signedtuplesvia backhaulingpackhauling
is preferableonly upto apopulationsizeof 2; 950. Theratio
of signed-tuplesolumesdeliveredto the queriergrows with
O(U=logU), andmorethanjusti es thee= 0:15veri able
errorboundfor our scenario.

Benign Behavior. We begin with the behaior of AM-FM

in the absencef adwersaries.We wish to understanchow
frequentlythe de ation veri cation conditiontriggersand
whenit does,whetherit is justi ed by the occasionabut-
lying estimate.Figure4 plotsthe frequeng of alarmsand
out-of-boundsestimatesaswell asthe frequeng of false
positvesandfalsenegatives.
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Figure 5. The effects of the targeted strategy on three predicate polls of selectivities 0:2 (top), 0:5
(middle), and 0:7 (bottom). All x axes are the target selectivity of the adversary, from the predicate
selectivity down to 0. On the left, we show the average suppressed selectivity . The next two columns
show the fraction of alarms over all runs with an aggressive e= 0:15and with a more conser vative
e= 0:25. The nal two columns show the fraction of false positives over all runs with the same two e
values. In each graph, we show diff erent curves for four levels of adversarial coverage.

Given the numberof sketches(256), the out-of-bounds
occurrencesirebelov 5%for e  0:1, whichis in practice
muchbetterthanthe worst-caseerrorandcon denceprob-
ability describedabove for 256 sketches. False negatives
arealsowell below 5% for all e parametersTherefore pur
implementecestimatorgperformwell within theworst-case
boundsof our method.Notethatevenwithouttheadwersary
around,the veri cation condition doescatchsomeoutlier
estimatesespeciallyfor high selectvities. Thoseappeaias
alarmsthatarenotfalseposities.

Targeted Strategy. The tamgeted stratgy approximates
an adwersarywho caresabouta particularcount suppres-
sion, eventat the costof beingdetected Shesuppresseas
mary sketchbitsaswill causeheestimatgwhichshecom-
puteslocally) to reachthe target count Craiicious < Cpred-
Whenshehaslimited coverage herattemptsarethwartedas
theremaining hon-maliciousaggrgatorsmeigetheir PSRs
with thoseshehasconcocted.

Figure5 exploresthis stratgy for predicatepolls of car
dinalities0:2, 0:5, and0:7. Estimatesof the selectvity are
affected much more dramaticallywhen the adwersaryhas
high coverage(1=4-th or more)andotherwiseremainfairly
closeto the actualselectvity. However, the dramaticsup-
pressionsncurredby thehigh coverageadwersarynecessar
ily trigger alarmsat the querier Whenthe querierapplies
atight boundontheveri cation condition(e= 0:15in col-
umn 2), alarmfrequeny is greaterasthe adwersarystrives
for larger estimatede ation. Lower-selectvity predicates
(higherrows) suffer lessfrom thosealarms,sincethereis

lesswiggle roomfrom our el veri cation condition.

In termsof falsepositives, the two rightmostcolumns
featurea sharpdropin the high coveragecurves;the x-axis
point of the sharpdrop off is exactly the lowerbound of
Theoreml. For instancejn the bottomright plot, the full
coveragefalsepositivescurve dropssharplyattargetselec-
tivity Cpreq €U + C. preg) = 0:7  0:25(1+ 0:3) = 0:375.
Thetoprow (selectvity 0:2) doesnotfeaturethissharpdrop
off becausehelower boundof our theorentalls belov 0.

Alarm frequenciesare lower for lower coverage,since
lower coverageresultsin lessdramaticestimatede ation;
comparethe 1=4-th coveragecurve to the full coverage
curve. Note however that the 1=4-th coveragecurve does
not featureary sharpdrops. This is anartifact of our con-
senative de nition of “false positives” Since the low-
coverageadwersary cannotsuppresshe estimatesigni -
cantly shecansuppresd enoughto raiseanalarm(for the
0:5 and 0:7 selectvities) but not enoughto violate a tight
errorbound(for e= 0:15), causinga falsepositive. For the
moreconsenrative e= 0:25thisis notthecase.

Safe Strategy. The safestrat@y representan adwersary
whoseprimarygoalis notto raisean alarmwhile de ating

thecountasmuchaspossible.To do so,the adwersarysup-
pressesketchbits that do not violate the veri cation con-
dition (evaluatedas bestas possiblegiven the adwersarys

coverage).We conseratively assumdor this strateyy that
the adwersaryknows her own coverageexactly, aswell as
thesizeof theuniverseU.

Figure 6 plots the averagede ation biasintroducedby
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Figure 6. Average de ated selectivity esti-
mate for an adversary of varying coverage
(diff erent curves) using the safe interior strat-
egy. On the left, the strategy uses a timid
e= 0:1. On the right the strategy uses a more
permissive e= 0:25.

this adwersary undertwo e parameterspnevery consera-
tive (e= 0:1) giventhe numberof sketchesandonemore
permissie thatassumes relaxed querier(e= 0:25). (The
X =Y line representshe perfect,zero-erroy estimate.)At

thetight setting,the adwersarydoesnot succeedn biasing
the estimateby morethanelU, exceptundervery high cov-

erage,a quarterof the universeand above. At the more
relaxed e setting,the adwersaryhoversaroundeU for full

universecoverage but still remainsfairly closeto the cor

rectcountfor lower coveragevalues.

Note that, especiallywhen the aggreation topologyis
beyondthe adwersarys control, the ability of the adwersary
to placeherselfat high caveragepositionscanbe keptlow.
As a result, the expectedde ation biasin this strat@y is
strongly weightedtowardsthe low coveragevalues. For
instance,n a binary treetopology half of the aggreyators
coveronly theirown PSRsandthefractionof thevalueuni-
versecorrespondingo a singleaggreator.

Discussion.At ahighlevel, ourexperimentaktudydemon-
strateghat our techniquesarequite robust: to getnearour
worst-caseboundsundetectedan adwersaryneedsboth to

compromiseaggreatorsnearthe root of the topology and
to get even luckier than our analysismight suggest. The
former issuecan be mitigatedby design;for instance by

implementingmultiple redundaneaggreation treesfor the
samequery Furthermoreto remainundetectedthe adwer

saryneedlimit herselfto muchlower de ations thanthose
toleratedin the worst-caséby our result. At the sametime,

ourimplementatiorraisesinterestingssueswith respecto

ne-tuning for areal-life setting—wearecurrentlyexplor-

ing differenttechniquesn thatcontext.

7. Conclusionsand Futur e Work

This work on proof sketchesrepresentsa rst stepin
an agendatowards general-purposeeri able distributed
guery processing. Our approachmarriestwo historically
disjoint technologiescryptographicauthenticatiorandap-
proximatequery processing. While this soundscomple,

10

our FM-basedproof sketchesprovide a remarkablysim-
ple defenseagninsttheintroductionof spuriousdataduring
aggreation. Our complementechniquefor detectingsup-
pressionss alsosimple,thoughit doesrequirethe querier
to track the size of the sensorpopulation. While this is
quite realisticin a numberof importantpracticalsettings,
there are scenariosfor which alternatve suppressiorde-
fenseswould be welcome. We believe this is animportant
areafor futureresearch.
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