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Abstract
Recentwork on distributed,in-networkaggregation as-

sumesa benignpopulationof participants. Unfortunately,
moderndistributedsystemsare plaguedby maliciouspar-
ticipants. In this paper we presenta �r st step towards
veri�able yet ef�cient distributed, in-networkaggregation
in adversarial settings. We describea general framework
and threat modelfor the problemand then presentproof
sketches,a compactveri�cation mechanismthat combines
cryptographic signatures and Flajolet-Martin sketches to
guaranteeacceptableaggregation error boundswith high
probability. We deriveproof sketchesfor countaggregates
andextendthemfor randomsampling, which canbeusedto
provideveri�able approximationsfor a broadclassof data-
analysisqueries,e.g., quantilesandheavyhitters. Finally,
weevaluatethepracticaluseof proofsketches,andobserve
that adversariescanoftenbereducedto much smallervio-
lationsin practicethanour worst-caseboundssuggest.

1. Intr oduction
In recentyears,distributedaggregationhasbeena topic

of interestin a numberof settings,including network and
distributed systemmonitoring, sensornetworks, peer-to-
peersystems,dataintegrationsystems,andwebservices.A
commonyet widely applicablemotivating scenariocomes
from corporatenetwork management.It is commonprac-
tice for mostcomputersownedby a corporationto run lo-
callyahostintrusiondetectionagent(HID) suchasSNORT,
or other local managementagents,e.g.,for assettracking,
connectionquality monitoring,etc. Suchagentsgenerate
event streamslike “My CPU utilization is 95%” or “I am
undera NIMDA attack” and typically communicateover
thecorporatenetwork with acentralconsole,locatedatcor-
porateIT headquarters.The querier in this scenariois a
network managerat the console,posingaggregatequeries
on agentsto understanda developing performanceprob-
lem or the outbreakof a worm. A usual query might
be “How many Windows XP hostsrunningpatchX have
CPUutilization above 95%?”. We call thesecountqueries
predicatepolls, sinceeachhostrespondswith oneboolean
value(“one machine,onevote”). Besidespredicatepolls,
therearequerieslike “how many HID log entriesindicatea
NIMDA exploit?” (a tuplecountingquery),or even“return
theOSversionsof k randomlychosenHIDs that identi�ed
exploit X” (a randomsamplingquery). In suchscenarios,

eachagentmay have zero, one, or many recordsto con-
tributeto theaggregation.

Data warehousingmay be an inappropriatesolution
to this problem, since there may be many thousandsof
globally distributedmanagementagentsin thecorporation,
someconnectedby slow links (WiFi or modem),updating
their streamsat sub-secondintervals. Resultsto queries
mayberequiredwithin secondsto catchanomaliesor other
seriousproblems.Instead,in-networkaggregation, for in-
stanceoverawell provisioneddistributedinfrastructurelike
Akamai,cancut down on thebandwidth,latency, andpro-
cessingneedsof real-timebackhauling,by spreadingmore
of the computationwithin the network. In addition, for
many queriesthequeriermaybeinterestedin detectingonly
trendsor interestingpatterns,not preciseanswers. Thus,
techniquesfor fast,approximateanswers(e.g.,approximate
predicatepolls)areoftenpreferred,especiallyif they can(a)
drasticallyreducetheburdenon thenetwork infrastructure,
and(b) provideapproximation-error guarantees.

Unfortunately, althoughin-network aggregationcande-
liver real-time,ef�cient results,it must anticipatean un-
trustedaggregation infrastructure.For instance,theaggre-
gation functionality may be hostedby a third party (e.g.,
Akamai),or might besharedamongmultiple organizations
that pool their network resources.Even if wholly owned
by a singleorganization,theinfrastructurewill typically be
plaguedby virusesandworms.Consequently, querierspos-
ing questionsmay requireextra assurancesthat the aggre-
gation resultsre�ect accuratelywhat the datasources(the
agents)produced.An outstandingand largely overlooked
researchchallengeis to provide trustworthy query results
in suchenvironmentswith mutuallydistrustfulor evenad-
versarialparties. The challengewe considerin this paper
is preventingmaliciousaggregatorsfrom undetectablyper-
turbingtheresultsof distributed,in-network aggregation.

Prior Work. Recentcontributionshave tackledcommuni-
cationfaultsin this setting[5, 11,13], but remainvulnera-
ble to maliciousmisbehavior. Participantmisbehavior in-
cludesmanufacturingspurioussubresultsthatwerenot de-
rived from authenticdata generators,and suppressionof
true resultsderived from the datagenerators;suchactivi-
tiescanperturbaggregateresultsarbitrarily. Relatedwork
that addressesmisbehavior is typically limited in scaleto
farsmallersettingsthantheInternet-wideaggregationprob-
lem we explore here. The SIA approach[16] preventsa
singleuntrustedaggregator from tamperingwith aggrega-
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tion resultsover a sensornetwork using spot-checkingof
aggregatesagainsttamper-evidentsamplesof theinputsen-
sordata,but doesnot addressscenariosin which many ag-
gregatorsmustcollaborateto computea result,which are
necessaryfor larger-scaleaggregations. Similarly, general
securefunctionevaluationapproachessuchasFairplay[12]
addressin practiceonly two-partycomputationsand,even
then, have prohibitive overheadswhen consideringscales
beyondcountinga few hundredinputsamonga few wide-
areapartiesevery few minutes. Wagner's resilientsensor
aggregationwork [18] usesrobuststatisticsto protectfrom
datasourcemisbehavior but doesnot addressthe orthogo-
nal problemof misbehaving aggregators.Solvingtheprob-
lem of veri�ability of in-network aggregation would com-
plementwell muchrelatedwork on otherdistributedsecu-
rity problemswith databases,suchasdatasourcetrustwor-
thiness[1] or privacy-preservingqueryprocessing[2]).

Our Contrib utions. In this paper, we proposea family of
certi�catescalledproof sketches. Theseallow partiesin a
distributedaggregatecomputationto verify thatthe�nal re-
sult cannothave beenperturbedby more thana small er-
ror boundwith high probability. To our knowledge, this
is the �rst practicalwork to tackle veri�able, multi-party
queryprocessingin the faceof adversaries.We believe it
representsasigni�cant steptowardstrustworthy distributed
queryprocessing.

We initially target distributed single-tableaggregation
queriesof the form g(spred(R)) , whereg is an aggregate
function, spred is a selectionoperator, andR is a relation,
distributedacrossnumerousparticipants.Wedevelopproof
sketchesof sizelogarithmicin jRj for abroadclassof count
aggregates,andprove that they detecttamperingbeyond a
small factor of the true count. We extend our schemeto
developcompactproofsketchesfor veri�able randomsam-
pling, whichcanitself beusedto giveveri�able approxima-
tions for a wide variety of data-analysisqueries,including
quantilesandheavy hitters.

Our basic technique combines Flajolet-Martin (FM)
sketches[6] with compactcryptographicsignatureswe call
authenticationmanifests. Authenticationmanifestsensure
thatnoneof thedatacapturedby thesketchwereinvented
by adversarialaggregators. To prevent aggregators from
silently omitting valid datafrom countsor samples,we es-
timatetheoverall populationcount,eitherdirectly from the
veri�able sampleor throughan additionalcountingproof
sketchon the complementof the querypredicate.Assum-
ing the sizeof the participantpopulationis approximately
known – areasonableassumptionin mostenvironmentswe
consider– the queriercancheckthe accuracy of this esti-
mateto detectmalicioustampering.

We brie�y discussa numberof extensionsto our core
proof-sketchingideas,including generaldesignguidelines
for thedevelopmentof new proofsketchesandaccountabil-
ity mechanisms.Our empiricalevaluationof veri�able ap-
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Figure 1. Data�o w among agents in the sys­
tem, with potential threats listed in the black
ovals. Proof sketc hes are used to thwar t
the threats within the gray trapezoid. In
each component, we indicate the aggregation
functionality (I , M , E) perf ormed.

proximatecountvia proof sketchesunderdifferentadver-
sarial strategiesshows that, to remainundetectedin prac-
tice, adversariesmust limit themselves to much smaller-
scaletamperingthantheworst-caseanalysissuggests1.

2. Preliminaries
In-Network Aggregation Functionality. In our discus-
sion, we adopt the distributed aggregation terminology
of TAG [11]. TAG implementssimple aggregates like
COUNT, SUM, or AVERAGE via threefunctions: an ini-
tializer I , amerging functionM , andanevaluatorfunction
E. M hastheform hzi = M (hxi ;hyi ), wherehxi andhyi are
multi-valuedpartial staterecords (PSRs),computedover
oneor moreinputdatavalues,andrepresentingtheinterme-
diatestateoverthosevaluesthatwill berequiredto compute
anaggregate. hzi is thePSRresultingfrom theapplication
of M to hxi andhyi . For example,if M is themergingfunc-
tion for AVERAGE,eachPSRwill consistof a pair of val-
ues,sumS andcountC, and,given two PSRshS1;C1i and
hS2;C2i , M (hS1;C1i ; hS2;C2i ) = hS1 + S2; C1 + C2i . The
initializer I speci�eshow to instantiatea PSRfor a single
input datavalue;for AVERAGE, I (x) = hx;1i . Finally, the
evaluatorE mapsa PSRto anaggregate. For AVERAGE,
E(hS;Ci ) = S=C.

In-network aggregationentitiesplaydifferentroles(Fig-
ure1). Sensors areagentsthatproduceraw datavaluesfor
aggregation, andinvoke initializer functionsI to generate
PSRs.In our scenario,themanagementagentis a “sensor,”

1Dueto spaceconstraints,wedeferproofargumentsandseveraldetails
to thefull paper.
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and agentmeasurementsor HID alertsare the data. Ag-
gregators combinemultiple PSRsby applyingthemerging
functionM ontheir inputsandforwardingamergedPSRto
their outputs,accordingto anaggregationtopologysuchas
trees[11], depth-basedDAGs[5], andhybridsof treesand
DAGs[13]. Thequerier is theagentthat receivesthe �nal
PSR,validatesit and,if successful,executesthe evaluator
E to generatetheresult.

We assumethat nodes in the systemare connected.
Queriesfrom endusershave uniqueIDs. They canbedis-
seminatedto all relevantagents,includingsensorsandag-
gregators[10,11]. In someenvironments,queriescanbe
disseminatedalongwith theagentsoftware(e.g.,everyHID
reportson a predeterminedset of predicatepolls or other
queriesperiodically).Alternatively, queriescanbedissem-
inatedin batch(e.g.,“the queriesfor thenext hourareX, Y,
andZ”) to therelevantagentsvia aslow but reliablemeans,
suchasgossipamongagents.
Thr eat Model. Theadversarymaycontrolany andall ag-
gregatorsin theinfrastructureto implementa holistic strat-
egy of herchoosing.Two typesof aggregatormisbehavior
arepossible(gray trapezoidin Figure1). In partial-state
suppression(or de�ation), aggregatorsomit datafrom input
PSRsduringthemergingfunction.Thesimplestsuchattack
is to suppressan entirePSR,but othersarepossible(e.g.,
suppressinga subsetof a sample).In spuriouspartial state
(or in�ation ), aggregatorsintroducedatainto outputPSRs
thatshouldnotbethere.Thesimplestsuchattackis to man-
ufactureanentirePSRfrom scratch,but it is alsopossibleto
manipulateanexisting PSRto re�ect manufacturedinputs,
or inputsfrom elsewherein theaggregationtopology.

The adversaryis boundto commonlimits of computa-
tional tractability: shecannotforgesignaturesfor keys she
doesnot possess.We requireall sensorsto be registered
with an organization-widepublic key infrastructure(PKI)
sothatwecanauthenticatethedatathey produce.

3. AM-FM Proof Sketches
To begin our discussionof proof sketches,we consider

thespecialcaseof “predicatepoll” queries;weexpandto ar-
bitrarycountsin Section5. Ourgoalis to countthenumber
of nodesthatsatisfysomebooleanpredicate.Without loss
of generality, let [U] = f 0; : : : ;U � 1g denotethe domain
of nodeidenti�ers, andlet predbethepredicateof interest;
also,letCpred (� U) denotetheanswerto ourpredicatepoll.
ConsiderthepredicateCOUNTaggregate:

I (t) =
�

h1i if pred(t) = true
h0i otherwise

;

M (hxi ;hyi ) = hx+ yi ; E(hxi ) = x
wheret denotesa sensor's local datarecord.We treatmali-
ciousin�ation andde�ation of aPSR's valueseparately.

3.1.DetectingIn�ation
To offer intuition, we startwith a simplebut impracti-

calwayto ensurethataggregatorsdonot in�ate therunning

sum: countingin a unaryrepresentation,wherethePSRis
abitmapof sizeU. Theaggregationlogic becomes:

I (t) =
�

h2ai if pred(t) = trueatnodea
h0i otherwise

;

M (hpi ;hqi ) = hp ORqi ; E(hpi ) = jpj
wherejpj counts1-bits in bitmapp. We protectfrom in�a-
tion by requiringthateverysensorvoting“yes” alsocrypto-
graphicallysign theuniqueidenti�er of thepredicatepoll,
andwecollectall suchsignaturesinto asignaturesetcalled
theauthenticationmanifest(AM) for a PSR.Theinitializer
I at sensora 2 [U] initializestheAM to containsensora's
signatureif a satis�esthepredicate.Themerging function
M unionsinput AMs in additionto OR-ing input bitmaps.
To validatethe�nal PSR,thequerierveri�es that,for each
1-bit in the bitmapat positiona, the AM containsa valid
signatureof thequeryidenti�er by sensora'spublic key.

Thoughimpractical,sincethesizeof a thusde�ned PSR
is as large asthe numberof “yes” votescounted(roughly
O(U)), thisbasicideamotivatesouractualapproach,which
producesacompactAM. To thatgoal,werelaxoursecurity
requirement:insteadof detectingall count in�ations, we
cansettlefor detecting“noticeable”attacksthatovercount
by morethansomesmallamount.This relaxationsuggests
theuseof space-ef�cient Flajolet-Martin(FM) sketchesfor
approximatelycountingthedistinctvaluesin a set[6]. By
augmentingFM with an authenticationmanifest,we de-
velopour �rst proof sketch,whichwecall AM-FM.

Quick Intr oduction to FM Sketches. The FM distinct-
countestimator[6] is aone-pass(streaming)algorithmthat
relieson a family of hashfunctionsH for mappingincom-
ing datavaluesfrom aninput domain[U] = f 0; : : : ;U � 1g
uniformly andindependentlyover the collectionof binary
representationsof theelementsof [U]. ThebasicFM-sketch
synopsis(for a �x ed choiceof hashfunction h 2 H ) is a
bit vectorof sizeQ(logU).2 This bit-vector is initialized
to all zerosand, for eachincoming value i in the input,
the bit locatedat position lsb (h(i)) is turnedon, where
lsb (s) denotesthepositionof the least-signi�cant1 bit in
thebinarystrings. It is not dif�cult to seethat for any i 2
[U], lsb (h(i)) 2 f 0; : : : ; logU � 1g andPr [lsb (h(i)) = l ] =

1
2l+ 1 . After C distinct valuesfrom [U] have beenencoun-
teredin thestream,thelocationof therightmostzeroin the
bit-vector synopsisis an indicator of logC. To boostac-
curacy andcon�dence,theFM algorithmemploys averag-
ing over several independentinstances(i.e., r independent
choicesof themappinghashfunctionh j 2 H for j 2 [1; r]
andcorrespondingFM sketches).Recentwork [3,7,9] has
shown that,usingonly r = O( log(1=d)

e2 ) FM bit vectorsbuilt
with simple,limited-independencehashfunctions,onecan
provide (randomized)(e;d)-estimators for the numberof
distinctvaluesC; that is, thecomputedestimateĈ satis�es
Pr

�
jĈ � Cj � eC

�
� 1� d.

FM-sketchsummariesarenaturallycomposable: simply

2Logarithmsin thispaperhavebase2 unlessotherwisenoted.
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I (t) = h2lsb (h j (tka)) ; fhlsb (h j (tka)) ;t;a;sa(t)igi

M (hp;Api ;hq;Aqi ) = hp ORq; Ap t Aqi

E(fhp j ;Ap j i : j = 1; : : : ; rg) = FMEstimate(f p1; : : : ; prg)

Figure 2. De�nition of (basic) AM­FM. The
predicate test in I is omitted for brevity . k
denotes concatenation.

OR-ingindependentlybuilt bitmaps(e.g.,over datasetsa1
anda2) for thesamehashfunctiongivespreciselythesketch
of theunionof theunderlyingsets(i.e.,a1 [ a2). Thismakes
FM sketchesideally suitedfor in-network computation[5].

In�ation-fr eeFM. Fromtheperspective of veri�ability , an
attractiveaspectof FM sketchesis thateach bit'svalueis an
independentfunctionof the input domain.Thus,assuming
apre-speci�edcollectionof hashfunctionsfor building FM
sketches,each1-bit canbeauthenticatedat thequerierby a
singlesignedvaluefrom oneof thesensornodesthatturn it
on. Hence,we canconstructanauthenticationmanifestfor
a basicFM sketchwith O(logU) (or fewer) signedinputs
of the form hk;t;a;sa(t)i , wherek is the bit position,t the
tuple,a thesensoridenti�er, andsa(t) thesensor'ssignature
for thetuple.Wereferto theresultingsketchstructureasan
AM-FM proof sketch.

Figure2 outlinesthede�nition of ourAM-FM sketches.
Note that the FM hash function is applied to the
hdataRecord; sensorIDi pair to ensureuniquenessacross
all input datarecords.Ap denotestheauthenticationman-
ifest for FM bit-vector p: if p's k-th bit is set to 1, the k-
th componentof Ap is hk;t;a;sa(t)i , and is valid iff k =
lsb (h(tka)) and sa(t) is a valid signatureon t by sensor
a. The t operatorforms a subsetof the union of its in-
puts,retainingoneinput “exemplar”hk;t;a;sa(t)i for each
k 2 [0; logU � 1] (e.g.,chosenrandomly).Finally, theeval-
uator function executesa count-estimationprocedureover
thecollectionof FM bit-vectorsbuilt [7,9].

3.2.De�ation Detection

The authenticationmanifestin AM-FM preventsmali-
cious aggregatorsfrom turning 0-bits in an FM PSRinto
1-bits. The remainingpossibleattackis to turn 1-bits into
0-bits,removing thecorrespondingsignaturesfromtheAM.
Thisattackcouldde�ate thecountin theFM sketch.

Onenaturalapproachto preventingthisattackis to route
initializedPSRsalongmultipleredundantaggregationpaths
betweenthesensorsandthequerier. Suchredundantrout-
ing schemesexploit theduplicate-insensitive natureof FM
sketches,andhavebeenproposedfor addingfault tolerance
for benignaggregator populationsin the faceof an unreli-
ablenetwork fabric[13]. Ourenvironmentintroducesmore
stringentrequirements:we needto provide strongguaran-
teesthatourveri�cation procedureboundstheamountof er-
ror anadversarycanintroduce.Extendingredundantcom-

municationschemesto our settingrequiresstrongassump-
tions on the adversaryand the aggregation topology, and
introducesdif�cult algorithmic and practical challenges,
whichAM-FM doesnot face.

Complementary Proof Sketches.Our proposedapproach
tode�ation detectionmakesnoassumptionsabouteitherthe
aggregation topologyor the adversary. It insteadrelieson
the querierknowing the total countU of the entiresensor
population(the “universe”). This seemslike a very strong
assumption,but in many scenariosit is not at all unreason-
able: tracking the arrival and departureof eachsensorat
a centralquery site is reasonablytractable,and is in fact
the commoncasein corporatemanagement-agentscenar-
ios. For the momentthen,we assumethat the queriercan
acquirethecorrectvaluefor U atany time.

The techniquewe useaccompanieseachpredicatepoll
predwith its complementarypoll : pred; theintuitiveobjec-
tive is to checkthat their countssumup correctly:Cpred+
C: pred = U. Since thosecountsare only approximately
known, the techniqueusesAM-FM proof sketchesto es-
timatetheapproximatecountsĈpred andĈ: pred andto pre-
ventsigni�cant in�ation of eithercount.By preventingthe
complementĈ: pred from beingin�ated, we therebyprevent
Ĉpred from beingundetectablyde�ated: to de�ate Ĉpred, the
adversarywouldhave to in�ate Ĉ: pred to avoid detectionby
the sumcheck. We focuson this schemefor the remain-
derof this section,andprovide boundson theundetectable
de�ation erroranadversarycanintroducewith complemen-
taryde�ation detection.

3.3.Veri�cation and Analysis
TheAM-FM proofsketchallowsdeterministicdetection

of spurious1-bitsin theFM sketchasperthevalidationde-
scribedin Section3.1.Givenavalid AM for anFM sketch,
theremainingquestionarisesfrom theuseof FM approxi-
mations:how much“wiggle room” doesthe inaccuracy in
theseapproximationsgiveanadversaryinterestedin de�at-
ing thecount?

We assumeFM-basedestimatorsĈpred andĈ: pred that

useO( log(2=d)
e2 ) independentAM-FM sketch instantiations

to estimatethe Yes/Nopopulationcounts[7]. Our de�a-
tion veri�cation step �ags an attack when the condition
Ĉpred+ Ĉ: pred � (1 � e)U is violated. The following theo-
remestablishesthe(probabilistic)errorguaranteesprovided
by ourveri�able AM-FM aggregationscheme.

Theorem1 UsingO( log(2=d)
e2 ) AM-FM sketchesto estimate

Ĉpred (andĈ: pred), and assuminga successfulveri�cation,
theĈpred estimateis guaranteedto lie in therange [Cpred �
e(U + C: pred); Cpred(1+ e)] � Cpred� 2eU, with probability
� 1 � d. For predicateselectivities� s, this implies an
(e( 2

s � 1);d)-estimatorfor Cpred.

Thus with AM-FM any de�ation attackcan causeour
�nal Ĉpred estimateto underestimatethe true count by at
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moste(U + C: pred) � 2eU, or risk beingdetectedwith high
probability. Theofferederrorguaranteesarein termsof eU
factors,whicharetypicallysuf�cient for predicatesthatrep-
resentsigni�cant fractionsof U. For low-selectivity pred-
icates,aswith regular sketch-basedapproximation,it can
bepreferableto computeanexactresultratherthana high-
relative-errorapproximation. In the AM-FM setting,this
meansthatwhenĈ: pred is foundto beclosetoU, thequerier
canrequestthatthefew sensorswith “Yes” votescontactit
directly. This requestshouldbedisseminateddirectly from
thequerierto thesensors,without any untrustedintermedi-
aries,to prevent adversarialaggregatorsfrom suppressing
the request. Direct communicationwith the sensorpopu-
lation cantake moretime thandisseminationover the ag-
gregationpopulation.HenceAM-FM is bestsuitedto high-
selectivity predicatepolls while ensuringveri�able results
for low selectivitiesatahighercost.

4. Veri�able RandomSampling

We turn to themoreinvolvedproblemof constructinga
veri�able randomsampleof givensizek over thesensors'
datatuples. For clarity, we limit sensorsto a single tuple
each,but relax this limitation in Section5. As in aggrega-
tion, we wish to ensurethat messagessentby aggregators
aresmall, and the result is veri�ably an unbiasedrandom
sampleof the data. Sucha sampleis a general-purpose
summaryof the sensorcontentsthat the querier can use
to approximateveri�ably a varietyof differentaggregation
functionsandselectionpredicates,not known beforehand.

A conventionalrandom-samplingsummaryis apair(f t1;
: : : ; tkg; N) comprising(a) the subsetof sampledrecords,
and(b) the total countof the underlyingpopulation(sam-
pling rate= k=N). A simpleadaptationof reservoir sam-
pling [17], for instance,cangeneratesuchasampledynam-
ically moving up the aggregation topology, but falls short
of our veri�ability goals.Consideranaggregatorreceiving
two randomsamples(s1;N1) and(s2;N2) from its children.
Despiteindividual sampledtuple authentication(e.g., via
signatures),theaggregatorcanstill introducearbitrarybias
in thesample:for example,insteadof sub-samplings1 and
s2 with theappropriaterates,it canfavor tuplesfrom s1 over
tuplesfrom s2, or evendeterministicallychoosethesmallest
values,arbitrarily poisoningapproximateresultscomputed
over the resultingsample. The key problemin our threat
model is making the samplingprocedurerun by eachag-
gregator– e.g.,therandomcoin �ips – veri�able.

Our solution,AM-Sampleproof sketches, collectsa ran-
dom sampleby mappinghdataRecord;sensorIDi elements
to bucketswith exponentiallydecreasingprobabilities,us-
ing hashfunctionsasin FM. Thekey differencefrom AM-
FM is that we now retainauthenticationmanifestsfor all
exemplarelementsmappingabove a certainbucket level l
(alongwith their respective level)—theseareexactly theel-
ementsin our sample. Using sensorIDs to make tuples

I (t) = h0; fhlsb (h(tka)) ;t;a;sa(t)igi (1)

M (hL1;S1i ;hL2;S2i ) = hL; S(L;S1;S2)i (2)

whereS(L;S1;S2) = fhl ;t;a;sa(t)i 2 S1 [ S2 : l � Lg; and

L =
�

max(L1;L2) if jS(max(L1;L2);S1;S2)j � (1+ e)2k
max(L1;L2) + 1 otherwise

E(hL;Si ) = f t : hl ;t;a;sa(t)i 2 Sg;samplingrate= 2� L (3)

Figure 3. De�nition of AM­Sample.
distinct, we essentiallyuse a methodsimilar in spirit to
Gibbons' distinct-samplingtechnique[8] for approximat-
ing COUNTDISTINCTqueriesoverdatawarehouses.

Formally, givena uniformly randomizinghashfunction
h over hdataRecord;sensorIDi pairs and a samplesize k,
an AM-Sampleproof sketch is a pair hL;Si , whereS =
fhl1; t1;a1;sa1(t1)i ; : : : ;hlm; tm;am;sam(tm)ig is a subsetof
m= Q(k) authenticationmanifestshl i ; ti ;ai ;sai (ti)i with cor-
respondingbucket levelsl i = lsb (h(tikai)) . A well-formed
AM-Samplesketchstoresexactly theauthenticationmani-
festsfor hdataRecord;sensorIDi elementsat levels greater
thanor equalto L, which impliestheinvariantl i � L for all
i = 1; : : : ; m. Sinceeachelementmapsto a bucket level
l with probability1=2l+ 1, it is not dif�cult to seethateach
elementin the AM-Samplesketchis chosen/sampledwith
probabilityå i� L

1
2i+ 1 = 1=2L.

A concisedescriptionof our in-network aggregation
schemefor AM-Sample proof sketchesis given in Fig-
ure3. Brie�y , ouralgorithmstartsby computingtheauthen-
tication manifestsandbucket levels for individual sensors
(Equation1). Thesemanifestsarethenunionedup theag-
gregationtopology, only keepingelementsat themaximum
level max(L1;L2) with every PSRmerge, effectively sub-
samplingelementsat thelowestsamplingrateamonginput
PSRs.To keepthesketchsizeundercontrol, thesampling
rate dropsby a factor of 2 (settingL = max(L1;L2) + 1)
whenthesamplesizegrowsbeyond2k(1+ e) (Equation2);
e < 1 denotesan error parameterdeterminedby the target
samplesize.As weshow, for largeenoughk, thesizeof our
AM-Samplesketchnever grows beyond a range[(1� e)k;
(1+ e)2k] (with highprobability)duringaggregation.

4.1.Veri�cation and Analysis
AM-Sample proof sketchescombat adversarial in�a-

tion of the collectedrandomsamplein two ways. First,
throughtheuseof authenticationmanifestsfor datatuples,
the sketch preventsaggregators from inventing new data,
sinceall tuplesaresignedby a sensor. Second,AM signa-
turesalsopreventaggregatorsfrom migratingtuplesacross
bucket levels (therebybiasing random-samplingchoices)
sincethelevel is determinedthroughhashingby thesigned
tuple and sensoridenti�er. In a sense,the hashfunction
candictatethecoin �ips of intermediateaggregators,ensur-
ing thatnoinappropriateelementselectionsbiasthesample.
Notethatourtechnique– unlikereservoir sampling– is also
naturallyduplicate-insensitiveandcan,therefore,beusedin
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anaggregationtopologythatmergesPSRsredundantly.
Besidesin�ation, the adversarymay also de�ate sam-

ples,aswith AM-FM sketches,eitherby arti�cially increas-
ing thebucket level (to discardall lower-level elements),or
by removing speci�c elementsat the currentbucket level.
To quantify the de�ation-errorguaranteesprovided by our
AM-Sampleproof sketches,we assertthat, given a large
enoughtargetsamplesize,andassumingnomalicioustam-
pering,the �nal samplesizeat the queriermustbe within
a small factorof k; this, in turn, implies that theadversary
cannothopeto de�ate thesampleby a largefactorwithout
beingdetected(with highprobability).

Theorem2 For a target sample size of at least k =
O( log(2=d)

e2 ), and assumingno maliciousaggregator de�a-
tions, the �nal samplesize jSj at the querier is at least
(1� e)k with probability � 1� d.

Giventhisresult,aqueriercanraiseade�ation alarmiff the
collectedAM-SampleproofsketchsamplesizejSj fails the
conditionjSj � (1� e)k.

Wenow considertheerrorguaranteesprovidedfor given
polls by sucha sample.Let s denotea known lower bound
on theselectivity of a predicatepoll thatthequerierwishes
to runoverthe�nal sample.Givenatargetsamplesizeof (at
least)k = O( log(6=d)

s(1� e)e2 ) andthepopulationsizeU, thequerier
canlimit thepotentialimpactof adversarialde�ation onthe
collectedAM-SamplehL;Si by additionallyensuringthat
2L � jSj � (1� e

p
s)U. Again, if this conditionis violated,

thequerier�ags a de�ation attackwith high probability(�
1 � d). The following theoremestablishestheseveri�able
de�ation-errorguaranteesfor poll queriesoverAM-Sample
proofsketches.

Theorem3 Assumean AM-Sampleproof sketch collected
with a target samplesizeof k = O( log(6=d)

s(1� e)e2 ), andthat both
�nal veri�cation stepsat thequerierare successful.Then,
for the cardinality Cpred of any given predicatepoll pred
with selectivity� s over the nodes,the estimateĈpred ob-
tainedfromtheAM-Sampleis guaranteedto lie in therange
[Cpred(1� e( 2p

s + 1)) ; Cpred(1+ e)] � Cpred(1� e( 2p
s + 1))

with probability � 1 � d (i.e., to give an (e( 2p
s + 1);d)-

estimatorfor Cpred).

Leveragingveri�able samples.Theboundsin Theorems1
and3 show that, for a poll on a givenpredicate,AM-FM
sketchesoffer a betterspace/accuracy trade-off thanAM-
Samplesketches(which, of course,implies lesscommuni-
cationfor agivenerrorguaranteefor theĈpred estimate).On
the otherhand,the �nal AM-Sampleis a general-purpose
summaryof the datacontentin the sensorpopulation,and
canbeleveragedto provideapproximateanswersfor differ-
entclassesof data-analysisqueriesat thequerier.

For instance,a (veri�ed) AM-Samplecan be useddi-
rectly to constructapproximatequantile summaries[15]

over different attributes in the sampledtuples, or to dis-
coverheavy-hitters/frequentitems[14] in theattribute-value
space.A key propertyof suchdata-analysisqueriesis that
their error requirementsare typically expressedin terms
of � eU factors, since they look for either value ranges
(quantileintervals)or individual values(heavy-hitters)rep-
resentinga signi�cant fraction of the overall population
U. This implies that our de�ation error boundsfor AM-
Samplesketches(Theorem3) can be naturally translated
into strong, veri�able error guaranteesfor approximate
quantilesandheavy-hittersat thequeriernode.

5. Extensions
Multi-T uple Sensors.Wenow considergeneraldistributed
queryprocessingscenarios,whereeachsensorin theunder-
lying “universe”[U] canstoremultipledatatuples.Speci�-
cally, let mi denotethetotalnumberof tuplesatsensori and
let M denotethetotal tuplepopulation,i.e., M = å i2 [U] mi .
Our veri�able-aggregation protocolsandanalysisfor AM-
FM proof sketchesandAM-Sampleproof sketchesareim-
mediatelyapplicablein this moregeneralsettingby simply
replacingU with M, assumingthatthequerierhasaccurate
knowledgeof M. Of course,in any realistic scenario,M
is not a staticquantitybut variesover time assensorsup-
datetheir local datastreams.We presenta communication-
ef�cient veri�able approximatecountingalgorithmto esti-
matea tuple populationM in the system,which builds on
our predicatepolling mechanismwhile still requiringonly
logarithmic-sizemessages.With a selectionpredicate,the
algorithmperformsa “tuple predicatepoll” whereas,with-
out a selectionpredicate,it canestimatethesizeof the to-
tal tuplepopulation,whichcanbeusedwith theveri�cation
stepsof subsequenttuplepredicatepollsasdescribedabove.

Fix a small q > 0. Let Sk denotethe subsetof sensors
in thesystemwith at least(1+ q)k datatuples;thatis, Sk =
f i 2 U : mi � (1+ q)kg, andlet uk = jSkj. Also, let K denote
the maximumindex k for which uk > 0 – obviously, K �
log(1+ q) M � logM

q . Now, de�ne anapproximate(quantized)
tuple countMa = å K

k= 0(uk � uk+ 1)(1+ q)k (i.e., rounding
down eachmi to theclosestpowerof (1+ q)). It is notdif�-
cult to seethatMa is within a(1+ q) multiplicativefactorof
thetruetuplecountM, i.e., (1+ q) � 1M � Ma � (1+ q)M.

The algorithm usesa logarithmic numberof AM-FM
predicatepolls to produceaccurateestimateŝuk for eachuk,
andthenemploys theseestimatesto approximateMa. It is
crucial to avoid errorboundsthatdependon thesizeof the
overall sensorpopulationU, especiallyfor largevaluesof k
(i.e.,errorfactorsof eU(1+ q)k), which canhave a signi�-
canteffect on theestimate.Instead,our estimatorworks in
an“incremental”manner, takingadvantageof theinclusion
relationshipSk � Sk� 1. Brie�y , our algorithmruns its kth

predicatepoll over theSk� 1 subsetof sensors,andusesthe
ûk� 1 estimatein theveri�cation stepfor ûk, for eachk = 0;
: : : ; K + 1. For convenience,wede�ne u� 1 = U.
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More formally, for eachk = 0; : : : ; K + 1, our algorithm
usesO( log(logM=(qd))

e2 ) AM-FM sketchesto estimateuk as
the approximatepredicate-pollcount Ĉp(k;Sk� 1) (i.e., ûk =
Ĉp(k;Sk� 1)), wherep(k;Sk� 1) andits negationarede�ned as:

p(k;Sk� 1) : “ (1+ q)k � mi? 00 and

: p(k;Sk� 1) : “ (1+ q)k� 1 � mi < (1+ q)k? 00

for eachsensori; for stepk, thequerier�ags anadversarial
omissionattackiff the conditionĈp(k;Sk� 1) + Ĉ: p(k;Sk� 1) �

(1� e)ûk� 1 is violated.Oncetheindex K0� K � logM
q such

that ûK0+ 1 = 0 is reached,our algorithmreturnsthe count
estimateM̂a = å K0

k= 0(ûk � ûk+ 1)(1+ q)k for the total tuple
countM. Note thatall stepscanrun in parallel. Theerror
guaranteesfor our veri�able approximatecountingscheme
aresummarizedin thefollowing:

Theorem4 Usinga total of O( logM log(logM=(qd))
qe2 ) AM-FM

sketchesto estimatethe approximatetuple count M̂a, and
assumingsuccessful�nal veri�cation stepsfor all k = 0;
: : : ; K + 1, our countingalgorithm guaranteesthat, with
probability � 1� d,

M̂a 2
�

(1� 2e(1+ e)(1+ q))M
1+ q

�
2eU
1+ q

; (1+ e)(1+ q)M
�

:

This mechanismcan be directly usedto also compute
SUMs over sensorvaluesinsteadof YES countsover multi-
ple tuplespersensor. Dueto spaceconstraints,we deferto
the full paperthe detailsof extensionsto veri�able aggre-
gatessuchasSUMs andAVERAGEs,aswell asoptimizations
for ourbasicveri�able approximatecountingscheme.

A GeneralizedTemplate for Proof Sketches. While the
proof sketcheswe develop in this paperarebasedon FM
sketches,this is not a requirementof the approach,and
we expect that a variety of proof sketchescould be con-
structedbeyondour initial ideashere.In general,thebasic
guidelinesfor constructinga proof sketch for an aggrega-
tion functionareasfollows:
–CompactManifest: A key challengeis to developa com-
pactauthenticationmanifest.Compactmanifestsaretrivial
to constructfor sketcheslikeFM whereeachbit is indepen-
dentof theothers,andcanbeauthenticatedby a singleex-
emplarvalue.Otherwise,onemustreasonaboutthem-to-n
relationshipbetweeninput valuesandsketchbits: a subset
(or possiblymultiplealternativesubsets)of theinputvalues
mayconstitutea “support” for anoutputbit, andeachinput
valuemay in�uence multiple outputbits. This leadsto a
combinatorialoptimizationproblemof choosinga minimal
manifestfor a givenoutputsketch.It would seemdesirable
to choosesketchesthat not only have compactmanifests,
but avoid combinatorialcomplexity in evaluatingthem.
–De�ation Bounds: Complementaryde�ation protection
hingeson the querier's ability to detectde�ations given
only the aggregate resultson a subsetof the sensorpop-
ulation and on its complement. In the proof sketcheswe

have described,if anaggregatevaluecanbeapproximately
reducedto thesensorpopulationsizethatveri�ably justi�es
thatvalue,de�ation veri�cation checkscanbedevised.For-
tunately, building reductionsby combiningsimpler, already
known reductions– aswith thegeometricsuperimposition
of AM-FM proof sketchesearlier in this section– covers
typical SQL aggregates. Going beyond to arbitraryaggre-
gate functionsis an openproblemof both theoreticaland
practicalimportance.

Clearly theseare neither formal characterizationsfor
“proof-sketchability,” norturnkey guidelinesfor developing
new proof sketches.However, webelieve they areof usein
developingnew veri�ability techniques.

Usingthesecriteriain afairly differentsetting,webrie�y
consider the example of Bloom Filters [4]; for brevity
we assumefamiliarity with their constructionanduse. A
BloomFilter canbeformedvia in-network aggregationin a
straightforwardway. LikeFM sketches,thebits in aBloom
Filter areindependentfunctionsof theinputdomain.Hence
a simple authenticationmanifest for a Bloom Filter can
maintainoneexemplarper bit. Actually, onecanperhaps
do betterthanthis, sinceeachinput valuemapsto multiple
bitsof theBloomFilter. Minimizing theBloomFilter mani-
festsizeis aninstanceof thecombinatoricswewarnagainst
above, but is perhapsan unnecessaryoptimizationof the
simpletechnique.With respectto de�ation bounds,thereis
a scenariowith anappropriateanalogyfor set-membership
tests.Assumethat thedatasetin thenetwork containstu-
plesof theform (id, value). Wewish to form aBloom�lter
for thesetof ids of tuplesthatsatisfya selectionpredicate
spred(value) . In thiscasewecanpreventde�ation attacksby
alsorequiringaBloomFilter to beformedons : pred(value) .
Assumingthe querierknows the universeof ids currently
storedin the network, eachmembershiptest it performs
shouldsucceedon at leastone of the two Bloom Filters
(again, within the error guaranteesof the �lter(s)); if not,
ade�ation attackoccurred.

As an example,veri�able Bloom Filters can be useful
in approximatingthesizeof an intersection:�rst we run a
veri�able BloomFilter aggregationonthevaluesof oneset,
andthenwecomputethesizeof theintersectionasanAM-
FM countovertheotherset,wheretheselectionpredicateis
a matchwith theBloomFilter. Thecountof any semi-join-
likeoperationcanbesimilarly computed(e.g.,key/foreign-
key querieswithout referentialintegrity), andananalogous
approachcanbeusedto computethesizeof anti-joins(e.g.,
setdifferencesvia SQL's EXCEPTandNOT IN clauses).

Veri�cation Failur e and Accountability. Our veri�ca-
tion testsfor AM-FM sketchesraise alarmswhen either
the authenticationmanifestdoesnot matchthe sketch, or
the complementaryde�ation detectioncheckfails. Alone,
suchalarmsareusefulin �agging a resultassuspect.How-
ever, asubsequentforensicanalysistracingthecauseof the
alarmmaybeinvaluable,notonly for identifyingmalicious
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aggregators,but also for identifying falsealarms. In the
full paper, we will discussdifferentoptionsfor pinpointing
in�ation andde�ation attacksthroughef�cient trace-back
mechanismsover theaggregationtopology.

Universal Population Knowledge. Our complementary
de�ation protectionrequiressome“ground truth” knowl-
edge,namelyU (the total sizeof the universeof sensors),
to bemaintainedsomehow at thequerier. Knowing thissize
is reasonablein many practicalsettings,suchasin an en-
terprisewherenodesmust register with a VPN. The full
paperwill furthersupportthis argumentin moredetailand
explorescenariosin which therequirementmayberelaxed
(e.g.,having only approximateknowledgeof U) while re-
tainingthebene�tsof complementaryde�ation protection.

6. Experimental Evaluation
In this section,we experimentallyevaluateAM-FM to

understandits behavior during an attackaswell as in the
absenceof anattack. Furthermore,we exploresomeprac-
tical adversarialsuppressionstrategiesto demonstratethat,
in theaveragecase,theadversaryhasa low probabilityof
gettingawaywith de�ating apredicatecountsigni�cantly.

6.1.Adversary Strategies
Though our worst-caseanalysisprovides probabilistic

guaranteesabouttheeffectsof adversarialbehavior during
aggregation, in practicenot many adversarieswill be able
to achieve worst-casetampering,for at leasttwo reasons.
First, unlessthe adversarysucceedsin compromisingthe
“root” aggregator in the network, shewill not have access
to the�nal PSRgivento thequerier. Insteadshewill beable
to affect only PSRsfurtherdown theaggregationtopology.
Thismeansthatshehasonlypartialinformationonwhichto
determinehersuppressionstrategy; for example,somesup-
pressedsketchbitswill bere-setby other, well behavedag-
gregators.Second,theadversarydoesnot control thehash
functionsusedby the estimators.Consequently, shecan-
not always achieve worst-casesuppressionundetectedif,
for instance,Ĉ: pred is underestimatedby FM in aparticular
query;this tightensthewidth of therangefrom Theorem1.

We examineadversarystrategies that approximatetwo
different goals. In the Targeted Strategy, given target
countCmalicious, the adversarysuppressesas many sketch
bitsaswill bringĈpred closeto thattargetcount.In theSafe
Strategy, the adversarysuppressesasmany sketchbits as
will de�ateĈpred withoutviolating thede�ation veri�cation
condition(seeTheorem1). With eachstrategy we vary a
coverage parameter0 < G < 1 that re�ects the fraction of
theuniverseaggregatedvia maliciousaggregators. For in-
stance,in a treeaggregationtopology, anadversarialaggre-
gator covers all datavaluesingestedinto the topologyvia
the subtreeof which it is the root. The greaterthe cover-
age,themorelikely it is thatsketchbits suppressedby the
adversarywill notbesetagainby anotheraggregator.
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Figure 4. Fraction of alarms, out­of­bounds
estimates, alarms for in­bounds estimates
(false positives) and undetected out­of­
bounds estimates (false negatives) over all
runs for diff erent selectivities (x axis) and dif­
ferent e parameter s (one per cur ve).

6.2.Results
The results presentedbelow use 256 FM sketches—

qualitatively similar numberswereobtainedfor othersum-
mary sizes and estimators(e.g., those from Ganguly et
al. [7]). Eventhoughwe presentresultsusingtheFM esti-
mator, weheuristicallyselecte= 0:15tomatchtheGanguly
et al. worst-caseboundof O( log(1=d)

e2 ) with a probabilityof
about80%ignoringconstants.For eachdatapoint,50 inde-
pendentrunswerecomputed.We�x thesizeof theuniverse
to 100;000andvary thecardinalityof thepolledpredicate
between10;000and100;000. We vary adversarycoverage
from 1=64-thof theuniverseto 100%.

We raiseanalarmwhenthede�ation veri�cation condi-
tion fails (for givene parameter),andwe claim anestimate
Ĉpred in boundswhenit satis�es the error boundsof The-
orem1. Alarms for which theĈpred estimatewasactually
in boundsareconservatively termedfalsepositivesbelow,
whereasestimatesthatarenot in boundsbut fail to raisean
alarmaretermedfalsenegatives.

In this small scenario,our approachdelivers to the
queriernomorethan256� dlog105e= 4252signedtuples,
versus100;000signedtuplesvia backhauling;backhauling
is preferableonly upto apopulationsizeof 2;950.Theratio
of signed-tuplevolumesdeliveredto thequeriergrowswith
O(U=logU), andmorethanjusti�es thee= 0:15veri�able
errorboundfor ourscenario.

Benign Behavior. We begin with thebehavior of AM-FM
in theabsenceof adversaries.We wish to understandhow
frequentlythe de�ation veri�cation condition triggersand
whenit does,whetherit is justi�ed by the occasionalout-
lying estimate.Figure4 plots the frequency of alarmsand
out-of-boundsestimates,aswell as the frequency of false
positivesandfalsenegatives.
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Figure 5. The effects of the targeted strategy on three predicate polls of selectivities 0:2 (top), 0:5
(mid dle), and 0:7 (bottom). All x axes are the target selectivity of the adversary, from the predicate
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values. In each graph, we sho w diff erent cur ves for four levels of adversarial coverage.

Given the numberof sketches(256), the out-of-bounds
occurrencesarebelow 5% for e � 0:1, which is in practice
muchbetterthantheworst-caseerrorandcon�denceprob-
ability describedabove for 256 sketches. Falsenegatives
arealsowell below 5% for all e parameters.Therefore,our
implementedestimatorsperformwell within theworst-case
boundsof ourmethod.Notethatevenwithouttheadversary
around,the veri�cation conditiondoescatchsomeoutlier
estimates,especiallyfor high selectivities. Thoseappearas
alarmsthatarenot falsepositives.

Targeted Strategy. The targetedstrategy approximates
an adversarywho caresabouta particularcount suppres-
sion,eventat thecostof beingdetected.Shesuppressesas
many sketchbitsaswill causetheestimate(whichshecom-
puteslocally) to reachthe target countCmalicious < Ĉpred.
Whenshehaslimited coverage,herattemptsarethwartedas
theremaining,non-maliciousaggregatorsmergetheirPSRs
with thoseshehasconcocted.

Figure5 exploresthis strategy for predicatepolls of car-
dinalities0:2, 0:5, and0:7. Estimatesof theselectivity are
affectedmuch more dramaticallywhen the adversaryhas
highcoverage(1=4-thor more)andotherwiseremainfairly
closeto the actualselectivity. However, the dramaticsup-
pressionsincurredby thehighcoverageadversarynecessar-
ily trigger alarmsat the querier. Whenthe querierapplies
a tight boundon theveri�cation condition(e= 0:15 in col-
umn2), alarmfrequency is greaterastheadversarystrives
for larger estimatede�ation. Lower-selectivity predicates
(higherrows) suffer lessfrom thosealarms,sincethereis

lesswiggle roomfrom oureU veri�cation condition.
In termsof falsepositives, the two rightmostcolumns

featurea sharpdropin thehigh coveragecurves;thex-axis
point of the sharpdrop off is exactly the lower-boundof
Theorem1. For instance,in the bottomright plot, the full
coveragefalsepositivescurve dropssharplyat targetselec-
tivity Cpred � e(U + C: pred) = 0:7� 0:25(1+ 0:3) = 0:375.
Thetoprow (selectivity 0:2) doesnotfeaturethissharpdrop
off becausethelowerboundof our theoremfallsbelow 0.

Alarm frequenciesare lower for lower coverage,since
lower coverageresultsin lessdramaticestimatede�ation;
comparethe 1=4-th coveragecurve to the full coverage
curve. Note however that the 1=4-th coveragecurve does
not featureany sharpdrops. This is anartifactof our con-
servative de�nition of “f alse positives.” Since the low-
coverageadversarycannotsuppressthe estimatesigni�-
cantly, shecansuppressit enoughto raiseanalarm(for the
0:5 and0:7 selectivities) but not enoughto violate a tight
errorbound(for e= 0:15),causinga falsepositive. For the
moreconservative e= 0:25 this is not thecase.

Safe Strategy. The safestrategy representsan adversary
whoseprimarygoalis not to raiseanalarmwhile de�ating
thecountasmuchaspossible.To do so,theadversarysup-
pressessketchbits that do not violate the veri�cation con-
dition (evaluatedasbestaspossiblegiven the adversary's
coverage).We conservatively assumefor this strategy that
the adversaryknows her own coverageexactly, aswell as
thesizeof theuniverseU.

Figure6 plots the averagede�ation bias introducedby
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Figure 6. Average de�ated selectivity esti­
mate for an adversary of varying coverage
(diff erent cur ves) using the safe interior strat­
egy. On the left, the strategy uses a timid
e= 0:1. On the right the strategy uses a more
permissive e= 0:25.

this adversary, undertwo e parameters,onevery conserva-
tive (e= 0:1) given thenumberof sketches,andonemore
permissive thatassumesa relaxedquerier(e= 0:25). (The
X = Y line representstheperfect,zero-error, estimate.)At
the tight setting,theadversarydoesnot succeedin biasing
theestimateby morethaneU, exceptundervery high cov-
erage,a quarterof the universeand above. At the more
relaxed e setting,the adversaryhoversaroundeU for full
universecoverage,but still remainsfairly closeto the cor-
rectcountfor lowercoveragevalues.

Note that, especiallywhen the aggregation topology is
beyondtheadversary's control,theability of theadversary
to placeherselfat high coveragepositionscanbekept low.
As a result, the expectedde�ation bias in this strategy is
strongly weightedtowards the low coveragevalues. For
instance,in a binary treetopology, half of the aggregators
coveronly theirown PSRsandthefractionof thevalueuni-
versecorrespondingto asingleaggregator.

Discussion.At ahighlevel, ourexperimentalstudydemon-
stratesthatour techniquesarequite robust: to getnearour
worst-caseboundsundetected,an adversaryneedsboth to
compromiseaggregatorsneartheroot of the topology, and
to get even luckier than our analysismight suggest. The
former issuecanbe mitigatedby design;for instance,by
implementingmultiple redundantaggregation treesfor the
samequery. Furthermore,to remainundetected,theadver-
saryneedlimit herselfto muchlower de�ations thanthose
toleratedin theworst-caseby our result.At thesametime,
our implementationraisesinterestingissueswith respectto
�ne-tuning for a real-life setting—wearecurrentlyexplor-
ing differenttechniquesin thatcontext.

7. Conclusionsand Futur eWork
This work on proof sketchesrepresentsa �rst step in

an agendatowards general-purposeveri�able distributed
query processing. Our approachmarriestwo historically
disjoint technologies:cryptographicauthenticationandap-
proximatequery processing.While this soundscomplex,

our FM-basedproof sketchesprovide a remarkablysim-
pledefenseagainsttheintroductionof spuriousdataduring
aggregation. Our complementtechniquefor detectingsup-
pressionsis alsosimple,thoughit doesrequirethequerier
to track the size of the sensorpopulation. While this is
quite realistic in a numberof importantpracticalsettings,
there are scenariosfor which alternative suppressionde-
fenseswould bewelcome.We believe this is an important
areafor futureresearch.
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